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Abstract—Multicast security is one of the most important
security services in wireless sensor networks (WSNs) since it
enables a sink to multicast messages to sensors in a secure man-
ner. While multicast authentication has widely been addressed in
the literature, the problem of multicast encryption still remains
open in WSNs. In this paper, we propose a multicast encryption
scheme called global-partition, local-diffusion (GPLD) that focuses
on scheme efficiency and supports various multicast group seman-
tics. GPLD partitions sensors into a series of elementary groups
using their location and class information and accordingly builds
a location-class-aware symmetric key management framework.
Furthermore, the scheme leverages the fact that sensors are both
end receivers and routers, which effectively minimizes global
(sink-to-sensor) group key distribution and rekeying traffic while
supporting various multicast group semantics. The efficiency and
security properties of GPLD are justified through both analysis
and simulations.

Index Terms—Efficiency, encryption, location, multicast secu-
rity, rekey traffic, sensor networks.

I. INTRODUCTION

ULTICAST communication from a sink to sensors is of

great importance in a wireless sensor network (WSN),
as it enables the sink to disseminate query and control messages
to the sensors and, thus, efficiently operate the WSN. Multicast
security is, hence, one of the most important security services
in WSNs [1], [5], [19], [22]. Recently, many schemes have been
proposed to address the problem of multicast authentication
in WSNs [19], [22]. These schemes aim at providing efficient
authentication solutions for the multicast traffic and, hence,

Manuscript received December 7, 2007; revised May 10, 2008 and June 26,
2008. First published August 12, 2008; current version published April 22,
2009. This work was supported in part by Educational and Research Initiative
Fund, Illinois Institute of Technology, by the National Science Foundation
under Grant CNS-0626601, Grant CNS-0716306, Grant CNS-0831963, and
Grant CNS-0831628, by the National Sciences and Engineering Research
Council of Canada, by the National Science Foundation under Grant CT-
0716567, Grant CT-0627493, and Grant 1IS-0430402, and by the Air Force
Office of Scientific Research under Grant FA9550-07-1-0527. The review of
this paper was coordinated by Dr. L. Chen.

K. Ren is with the Department of Electrical and Computer Engineer-
ing, Illinois Institute of Technology, Chicago, IL 60616-3793 USA (e-mail:
kren@ece.iit.edu.).

W. Lou is with the Department of Electrical and Computer Engineering,
Worcester Polytechnic Institute, Worcester, MA 01609-2280 USA (e-mail:
wjlou@ece.wpi.edu.).

B. Zhu is with Concordia Institute for Information Systems Engi-
neering, Concordia University, Montreal, QC H3G 2WI1, Canada (e-mail:
zhubo @ciise.concordia.ca.).

S. Jajodia is with Center for Secure Information Systems, George Mason
University, Fairfax, VA 22030 USA (e-mail: jajodia@gmu.edu.).

Color versions of one or more of the figures in this paper are available online
at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TVT.2008.2003961

ensure message authenticity and prevent message fabrication
and alteration attacks. While multicast authentication has exten-
sively been studied, there has been very little work addressing
the problem of multicast encryption in the context of WSNs.
Multicast encryption is orthogonal to multicast authentication;
it provides message confidentiality and ensures that the mes-
sage content can only be recovered by the intended receivers.
The demand for multicast encryption is twofold. First, it ensures
message confidentiality and privacy. For example, the query
message regarding the health status of patients should always
be kept confidential from people other than the responsible
doctors/nurses in the case of a health-oriented WSN, such as
CodeBlue [13]. Second, it minimizes the security risk (i.e., in-
formation leakage and key compromise) resulting from sensor
compromise, which is unavoidable when the WSN is deployed
in hostile environments. Hence, the problem of multicast en-
cryption has to be addressed before multicast services can be
deployed in practice.

Designing an applicable multicast encryption scheme for
WSNs is challenging. On the one hand, multicast services in
WSNs have various semantics and are inherently multigroup
oriented. On the other hand, WSNs usually have a large net-
work size, and sensors are resource constrained and subject to
potential compromise when deployed in hostile environments.
These factors pose drastic efficiency and security requirements
on the design of multicast encryption schemes.

In this paper, the problem of multicast encryption in WSNs
is addressed. We aim at providing message confidentiality for
the multicast traffic from a sink to the sensors. We approach
the problem by first classifying the multicast group semantics
in WSNs. We then propose our scheme called global-partition,
local-diffusion (GPLD). GPLD focuses on scheme efficiency
and its support to various multicast group semantics. GPLD
partitions sensors into a series of elementary groups using
their location and class information and accordingly builds a
location-class-aware symmetric key management framework.
Further leveraging the fact that sensors are both end receivers
and routers, GPLD develops a novel multicast encryption tech-
nique called global-partition, local-diffusion. This technique
effectively minimizes global (sink-to-sensor) group key dis-
tribution and rekeying traffic while maintaining its support to
various multicast group semantics. The efficiency and security
properties of GPLD are justified through both analyses and
simulations.

This paper makes three contributions.

1) We analyze and classify the multicast group semantics
that are inherently demanded by WSNs.

0018-9545/$25.00 © 2008 IEEE
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2) To the best of our knowledge, we propose the first scheme
(i.e., GPLD), which supports various multicast group
semantics, as well as dynamic changing and simultaneous
formation of multicast groups.

3) Our scheme can achieve scheme efficiency and meet
the resource-constrained nature of WSNs. More specifi-
cally, the communication overhead of our scheme is only
slightly higher than the theoretical lower bound. As a
tradeoff, the storage requirement per node is significantly
reduced from exponential (with respect to the number
of sensors in the network) to linear (with respect to the
number of neighboring nodes and the number of levels of
the hierarchical structure employed in our scheme, which
is usually a small value that is less than 10).

The remainder of this paper is organized as follows. In
Section II, we discuss multicast group semantics in WSNs.
Section III presents related work. In Sections IV and V, we
introduce our proposed scheme in detail. Sections VI and VII
present the security and performance analysis of the proposed
scheme, respectively. Finally, Section VIII concludes this paper.

II. MULTICAST GROUP SEMANTICS IN WSNs

Consider a military application where a large number of
sensors with different functionalities are deployed in the strate-
gic field to detect and identify the presence of critical events
of interest, as shown in Fig. 1, where each symbol denotes
a different sensor class with a different functionality, such
as image sensors, acoustic sensors, and actuators.! Different
classes of sensors are used for different purposes. For exam-
ple, image sensors may be used to identify enemy tanks and
soldiers, acoustic sensors may be used to detect other targets
based on acoustic signals, and actuators may launch certain
actions such as activating the preinstalled military devices upon
the command from the sink. At the same time, all sensors
also collaborate with each other and form a multihop wireless
network to support network communications.

As WSNs are inherently location aware and function specific,
multicast group semantics from the sink to the sensors can
be classified into four most common categories, as shown
in Fig. 1.

1) Broadcast, where all network sensors are the intended
recipients of multicast messages, i.e., recipient sensors
[Fig. 1(a)];

2) Class-based multicast, where only the sensors of a certain
class are the recipient sensors [see Fig. 1(b)];

3) Location-based multicast, where the sink may multicast
to groups of sensors, subject to certain dynamic spatial
constraints [see Fig. 1(c)]. Since sensors are always de-
ployed in a discrete manner at a certain density, we can
easily express the location constraints of sensor groups
as a few basic geometric shapes, which can efficiently
be described using simple mathematical representations.
In Fig. 1(c), the recipient sensors are the sensors located
inside the elliptic area;

'In this paper, we do not distinguish sensors from actuators.
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Fig. 1. Multicast group semantics in WSNs, with the solid symbols denoting

the intended recipients of the multicast messages in each case. (a) Broadcast.
(b) Class-based multicast. (¢) Location-based multicast. (d) Location-class-
based multicast.

4) Location-class-based multicast, where the sink may also
multicast messages to groups of sensors, subject to both
spatial constraints and class requirements [see Fig. 1(d)].
In Fig. 1(d), the recipient sensors are the sensors of
classes “x” and “[J” that are located inside the rectangular

area.

Depending on different applications, more sophisticated seman-
tics may exist, but these four categories are certainly the most
common categories and suffice in most scenarios. Therefore,
any multicast encryption scheme designed for WSNs has to
support (at least) these multicast group semantics.

III. RELATED WORK

A multicast encryption problem has extensively been ad-
dressed in the context of wired networks and ad hoc networks.
Here, we introduce some typical schemes that are closely
related to this work.

1) Group Key Distribution Schemes: The logical key hierar-
chy (LKH) model was first introduced in [26] to address secure
multicast for the Internet. For each group, LKH maintains a key
tree, which is used for group key update and distribution. The
root of the key tree is the group key used for encrypting data
in multicast and is shared by all users. The leaf nodes of the
key tree are the keys shared only between the individual users
and the key distribution center (KDC), whereas the intermediate
nodes are the auxiliary key encryption keys used to facilitate
the distribution of the root key, i.e., the group key. Of all
these keys, each user stores the keys from its leaf node all
the way up to the root of the key tree. As a result, when a
user joins/leaves the group, all the keys on its path (i.e., from
its leaf node to the root node of the key tree) have to be
changed and redistributed to maintain backward/forward data
confidentiality. Various schemes such as OFT [2], ELK [18],
and Seclor [11] are later proposed to further optimize rekeying
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overhead. Group key distribution schemes are unsuitable for
WSNs, because they are inherently single group oriented. For
a single group, these schemes require a storage overhead of
O(log N) keys, and to revoke a single user, KDC has to send the
rekeying message containing O(log N') keys, where N is the
group size. However, in WSNs, there may exist a large number
of ad hoc and dynamic groups due to its abundant multicast
group semantics. Thus, it is highly inefficient, if not impossible,
for these schemes to support multicast encryption in WSNs.

2) Broadcast Encryption Schemes: First introduced in [14],
broadcast encryption schemes enable a centralized server to
securely multicast messages to a dynamically changing subset
of users of a group. In [14], an efficient broadcast encryp-
tion scheme called SD was proposed based on a subset-cover
framework. In contrast to group key distribution schemes, SD
is stateless. That is, a user receiving only the current rekeying
message can recover the group key used for the current session
based on his initial configuration, even if he missed previous
rekeying operations. In addition, unlike group key distribution
schemes, SD allows multiuser revocation at a time. SD is, by
far, the most efficient broadcast encryption scheme in terms
of rekeying message size, which is 1.25r keys on average and
is bounded by 2r — 1 keys, where r is the number of group
users excluded from the recipients of the current session. SD
further requires a storage overhead of O(log? N) keys at each
user. When applied to WSNs, SD is still highly inefficient. For
example, consider a multicast session in a WSN that consists
of 10000 sensors. If the sink wants to multicast a subset of
sensors, for example, 8000 of them, the size of the rekeying
message for this session is 2500 keys on average, and such
rekeying messages are broadcast to the whole WSN. Obviously,
this is impractical in WSNss.

3) Other Multicast Encryption Schemes: In [34], GKMPAN
was proposed to address secure multicast in ad hoc networks.
GKMPAN assumes that all nodes in an ad hoc network are
predistributed with a certain number of keys m randomly out
of a big pool of ! keys, which are used to update group
keys. If a node is compromised, the key server first deter-
mines a noncompromised key, which is the most common
among the remaining members of the group. Then, the key
server broadcasts a new group key encrypted with the chosen
noncompromised key. Consequently, nodes that have this key
can independently decrypt the group key. These nodes further
reencrypt the new group key with another noncompromised
key and forward it to those neighbors yet to obtain it. In this
way, the new group key is propagated to all the members in a
hop-by-hop fashion. However, GKMPAN is vulnerable to the
selective node compromise attack. Compromising as low as 50
out of 1000000 nodes could be sufficient to break the whole
scheme, given m = 100 and [ = 5000. This attack is possible,
because the attacker can derive which keys are carried by which
nodes simply based on the nodes’ identification (ID) and hence
can selectively compromise those nodes carrying no keys in
common. Additionally, GKMPAN only supports the single-
multicast-group scenario. Hence, it is inapplicable to WSNs.

In [20], LKH wireless (LKHW) was proposed, which di-
rectly applies the LKH technique into WSNs while using
directed diffusion [9] to support membership management.
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LKHW only considers the single-group case and also suffers
from many attacks. There are also two other group key rekeying
schemes proposed for WSNs. The scheme proposed in [4] aims
to maintain a network-wide group key in the presence of node
compromise, and the scheme in [29] provides an approach to
renew group keys for multigroups. In [28], a ciphertext-policy
attribute-based encryption technique is explored to specify a
multicast group via member attributes for efficient group de-
scription. None of the aforementioned schemes supports the
multicast group semantics discussed in Section II.

IV. GPLD: SETUP
A. System Assumptions and Design Goals

1) Network Model: In this paper, we consider a large-scale
WSN that monitors a vast terrain of interest via a large number
of static sensors of different functionalities. We assume that the
WSN is densely deployed and always well connected; sensors
of each class are also interconnected among themselves. We
further assume that the approximate estimation on the size and
shape of the terrain of interest is known a priori. Without loss
of generality, we assume that the terrain is square in shape. In
WSN, there exists a sink, which is the data collection center
equipped with sufficient computation and storage capabilities.
We assume that all sensors can receive the messages from
the sink since the WSN is well connected. We assume that
the communications among the sensors are bidirectional. We
do not address the reliability issue of the message delivery
[17] since it is orthogonal to this work. In this paper, the
sink is the centralized authority that is responsible for the key
management tasks to ensure multicast security. We assume that
the sensors are classified into several different classes based
on their functionalities and are resource constrained in terms
of computation, communication, and storage capabilities. The
sensors are also not tamper resistant.

2) Threat Model: We assume that the WSN is deployed
in hostile environments. The attackers do not only eavesdrop
on all the network communications but are also able to com-
promise a small number of sensors to obtain the contents of
the messages multicast by the sink. On the other hand, we
also assume that compromised sensors can be detected in a
timely manner, and no new sensors are compromised before
the current rekeying operation is completed. We do not specify
the particular mechanisms that detect compromised sensors,
as it is orthogonal to this paper. However, schemes such as
watchdog [31] can be well suited for this purpose. We note that
before compromised sensors are detected, no key management
scheme is able to prevent information from being leaked to the
adversary through compromised sensors. However, an effective
key management scheme can always exclude the detected com-
promised sensors from the WSN so that no further damage
can occur. Furthermore, we assume that the sink is always
secure and has a secure mechanism (e.g., uTESLA [19]) to
authenticate its multicast messages to all sensors. In addition,
we do not consider denial of service attacks against multicast
messages, as they are also out of the scope of this paper.

3) Design Goals: GPLD is designed to achieve the follow-
ing goals: 1) Support the multicast group semantics discussed
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Fig. 2.
sensors located at cell 222 belong and their group IDs.

in Section II, 2) provide an efficient group key distribution
mechanism to support ad hoc group formation, and 3) provide
an efficient rekeying mechanism to support group membership
dynamics.

B. Global-Partition, Local-Diffusion Technique

The performance of secure multicast schemes is determined
by its group key distribution and/or rekeying operation over-
head, as well as the storage and computation overhead. In
most existing schemes, it is always the central authority’s sole
responsibility to deliver the keying materials to each individual
group member whenever required; group members are all end
hosts, which neither have the responsibility nor are possible for
such tasks.2 However, for secure multicast in WSNs, the sensors
are both group members and routers; any multicast message
sent by the sink has to be relayed by intermediate sensors before
reaching all the target recipients. Consequently, it is possible as
well as convenient for sensors to diffuse the group key obtained
to other members of the same group in their vicinities. The
sink could thus reduce the length of the keying materials it
broadcasts to the whole WSN.

Based on this key observation, we develop a global-partition,
local-diffusion technique, which provides highly efficient group
key distribution and rekeying operations. On the one hand,
the proposed technique partitions the sensors into a series of
predefined elementary groups based on their location and class
information. According to this partition, the proposed technique
further assigns a common group key encryption key (GKEK)
to each elementary group and preloads each sensor with the
GKEKSs corresponding to all the elementary groups to which it
belongs. The proposed technique can hence efficiently support
dynamic group formation by utilizing elementary groups and
the corresponding GKEKs. These GKEKs can be used to
efficiently and securely deliver the fresh group keys to the

2One group member might not even be aware of the existence of other group
members.

() Virtual grid system partitioning the sensor field using a quad-tree approach (L = 4). (b) Seven level-1 location-based elementary groups to which all

members of the dynamically formed groups. On the other
hand, the proposed technique further avoids a large portion
of global (sink-to-sensor) keying material traffic by carrying
the minimum number of GKEKs. However, it still guarantees
that all the group members obtain the group keys by allowing
efficient local (sensor-to-neighbor-sensor) key diffusion.

C. Grid and Elementary Group Setup

1) Grid Setup: Before network deployment, the network
planner prepares a geographic virtual grid system for the
targeted terrain [21], which partitions the terrain into mul-
tilevel cells of different sizes, following a quad-tree ap-
proach. Such a grid is described through three parameters,
ie., {(xo,y0), L,len). (zo,yo) is a reference point of the grid,
which is usually set as the location of the sink for convenience;
L is the number of levels of the corresponding quad-tree; and
len is the side length of the lowest level cells. Note that the
sensors in the same lowest level cell are always within the
direct communication range of each other. Fig. 2(a) shows an
example of such a grid, where the quad-tree has four levels, i.e.,
L =4, and level 1 is the lowest level. Each cell in the grid is
uniquely indexed based on its position; a level-: cell is uniquely
indexed by L — ¢ digits, with each digit ranging from one to
four. Particularly, the level-L cell refers to the whole WSN and
is indexed by 0. In the example, cell 222 denotes a level-1
cell located at the top right corner of its belonging level-2
cell, this level-2 cell is located at the top right corner of its
own belonging level-3 cell, etc. In our definition, if a sensor
is located at a certain cell, we call this cell the home cell of that
sensor. Clearly, every sensor has one home cell at each level.

2) Elementary Groups: GPLD further defines six kinds of
elementary sensor groups based on the grid concept.

1) Network-wide group: Sensors from the level-L cell
form a network-wide sensor group.

2) Individual groups: Each sensor is itself an elementary
group by definition.
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3) Neighbor-pair groups: Each pair of immediate neigh-
bor sensors forms such a group.

4) Class-based groups: The sensors of each different
class form a class-based group.

5) Location-based groups: For every four level-i (i €
[1,L — 1]) cells constituting a level-(i + 1) cell, the
sensors from each possible combination of these four
level-: cells form a location-based group.

6) Location-class-based groups: Within each location-
based group, the sensors of each different class form a
location-class-based group.

Here, the network-wide group is the largest group, an in-
dividual group is the smallest, and a neighbor-pair group is
the second smallest. Furthermore, we say that one elementary
group is larger than another if the former contains more level-
1 cells than the latter, and a location-based group is said to be
larger than a location-class-based group containing the same
number of level-1 cells.

3) Group ID: Each of these elementary groups is uniquely
indexed in GPLD to facilitate the subsequent scheme oper-
ations. For the network-wide group, the group ID is set as
(‘all’). For an individual group corresponding a sensor .S,
the group ID is set as (sink,u). For a neighbor-pair group
between two sensors S, and .S, the group ID is set as (u,v),
supposing u < v is in its binary expression. For a class-based
group corresponding to C;, the group ID is set as (C;). For a
location-based group at level ¢, the group ID is set as the ID(s)
of the corresponding cell(s) at level ¢, with the common prefix
suppressed. An example is shown in Fig. 2. For a location-
based group at level 1 consisting of cells 222 and 223, we have
its group ID as (22 — (2, 3)). Lastly, for a location-class-based
group regarding C}, its group ID is composed of C; and the
ID of the corresponding location-based group from which it
derives. For a location-class-based group regarding C'; at level 1
consisting of cells 222 and 223, we have its group ID as
(22 — (2, 3), C;j). This indexing approach allows one to directly
compare the size of different groups from their group IDs and
support efficient location-based message forwarding, as will be
shown shortly.

D. Key Setup

GPLD initializes each sensor with the GKEKSs corresponding
to the elementary groups it belongs to during the bootstrapping
phase. GPLD adopts a robot-assisted network bootstrapping
technique [33]. We assume that a group of mobile robots
is dispatched to sweep across the whole sensor field along
preplanned routes after the deployment of sensors. Mobile
robots have Global Positioning System capabilities, as well
as more powerful computation and communication capacities
than ordinary sensors. The leading robot is also equipped with
the network master secret key K. The robots securely localize
every sensor using the secure localization protocol given in
[3]. For a sensor S, of class C; with its level-1 home cell
as ap_1---a;---ar(a; € {1,2,3,4},i=1,..., L —1), six
GKEKSs corresponding to the elementary groups to which it
belongs are loaded.
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1) Broadcast key (BCK): Corresponding to (‘all’), BCK =
H(K|0|K), where “|” denotes a concatenation operation
and H () denotes a cryptographically secure hash function
such as SHA-1 [15].

2) Individual key IDK): Corresponding to (sink,u), IDK =
H(K|u|K). IDK is known only to S,, and the sink.

3) A set of pairwise keys (PWKs): For every pair between
S, and its immediate neighbors, there is a PWK. Cor-
responding to (u,v) formed by S, and a neighbor S,
PWKy ., = H(K|u|v|K), assuming u < v.

4) Class key (CLK): Corresponding to (Cj), CLK =
H(K|Cj|K).

5) A set of location-aware keys (LAKs): At each level, S,
belongs to all the groups that involve S,’s home cell
at that level. There are a total of seven such groups at
each level. The corresponding group IDs and LAKs at

level i are
Ar—1-""" Q41 — (aq;) :
LAKZ’“L 1@ = =H (K|G,L,1 v ai+1ai|K)
ar—1- " a4+1 — (al-, ag) :
a;,a’;
LAKay 4 asp =HKap 1+ -aip1a0i|Klag 1 - -

a;i10;K) Vaj € {1,2,3,4} \ a;

ar—1-°" Q41 — (al7az’az) .
LAKZ;al aa1+1 =H (K |aL,1 e ai+1ai|K|aL,1 ce
(17;+1(l/-|K|(lL,1 cee aiﬂa;’\ K)
Va,,al € {1,2,3,4}\ a;.

Here, the sequence of the concatenation depends on the
actual values of a;, af, and af, and a; # a # a!/. An
example is shown in Fig. 2(b), where seven location-
based elementary groups at level 1 to which S,, belongs
are shown, assuming that S,,’s home cell is azasa; =

222. The corresponding group IDs and LAKSs are

22 — (2) : H (K|222|K)
22— (1,2) : H (K|221|K|222|K)
22 — (2,3) : H (K|222|K|223|K)
22 — (2,4) : H (K|222|K|224|K)
22— (1,2,3) : H (K|221|K|222|K|223| K)
22 — (1,2,4) : H (K|221|K|222| K |224| K)
22 — (2,3,4) : H (K|222|K|223|K|224|K) .

The number of LAKs is 7 x (L — 1) for every sensor.

6) A set of location-class keys (LCKs): For each location-
based group to which S, belongs, S, also belongs
to the corresponding location-class-based group de-
fined for class C); sensors, and an LCK is de-
rived from the corresponding LCK as follows: C; —
LCK = H(K|[LAK|C;|K). For example, C; — LCKyy =
H(K|LAKyy |C;|K). Clearly, the number of LCKs for S,
isalso 7 (L — 1).
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In addition to GKEKSs, each sensor is also loaded with
{(x0,Y0), L, len) and the locations of the sensors in its level-1
home cell and all eight neighboring level-1 cells. In summary,
the storage overhead per node is O(L + d), where d is the
number of neighbors per node.

Note that the authentication between the sensors and the
leading robot can easily be achieved using the technique intro-
duced in [30]. We omit it here because of space limitations. By
the end of the bootstrapping phase, the mobile robots leave the
sensor field, and the leading robot should securely erase all the
keys from its memory but should report the locations of the sen-
sors to the sink. The assumption underlying this approach is that
adversaries do not launch active and explicit pinpoint attacks on
mobile robots at this stage, which usually does not last too long.
That is, the robots are not likely subjected to compromise. We
further note that the aforementioned bootstrapping operation
can also be realized through the key predistribution approach
[7], [8], instead of using mobile robots. In this case, the sensor
nodes utilize secure localization protocols [12], [25], [32] to
obtain their locations. The choice of the approaches depends on
their availabilities in practice.

V. GPLD: OPERATION

In this section, we illustrate how fresh group keys and key
update keys can efficiently be distributed using the global-
partition, local-diffusion technique.

W All network sensors, except for the revoked
Sensors.

N All the recipient sensors of a multicast/
rekeying session.

R All the revoked sensors in a rekeying session.
w Set of all immediate (nonrevoked) neighbor
sensors of a sensor Sy.

A. Notation
S

E Elementary group.

Kg Fresh group key of a multicast session.

Kupa Fresh key refresh key of a rekeying session.

Su (Sub)set of S,, that contains only those re-
cipient sensors yet to obtain Kg or Kype in a
multicast/rekeying session.

Msg To-be-sent message.

Hdr Header attached to a to-be-sent message.

‘Revocation’ Revocation notice in plaintext.

B. Multicast Operation

To ensure security strength, GPLD requires the sink to gener-
ate a fresh group key to encrypt the to-be-sent message in each
multicast session. For this purpose, the sink attaches a header to
the message, which includes the specifications of the multicast
group and the keying materials that enable the recipient sensors
to recover the group key.

1) Group Description: As GPLD allows dynamic formation
of multicast groups to support the various multicast group
semantics discussed in Section II, it is impossible for sensors
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to know in advance their memberships of a given multicast
session. Hence, there has to be a group description mechanism.
One way to do so is to list all the IDs of the recipient sensors in
the message header. Another way, as in broadcast encryption
schemes [14], is to list all the indices of keys that are used
to encrypt the group key in the message header; if a sensor
possesses one of the corresponding keys, it is a recipient sensor
for the session. However, both methods are very costly in
WSNs, because the resulted message header could be very long
in both cases. Moreover, both methods implicitly entail the
use of network-wide flooding to deliver the multicast messages
to the recipient sensors, which is neither necessary nor effi-
cient. Derived from the multicast group semantics discussed in
Section II, GPLD, however, efficiently describes multicast
groups using the location and/or class information of the recipi-
ent sensors. Since the sensors are always deployed in a discrete
manner at a certain density, we can easily express location
constraints in terms of basic geometric shapes, which can
efficiently be expressed using simple mathematical representa-
tions. More importantly, this location-aware group description
approach is naturally supported by efficient message delivery
approaches such as geocast [10], [24] so that network-wide
broadcast can be avoided.

2) Message Format: In GPLD, a multicast message con-
tains two parts, i.e., the header and message body

{Hdr, E(X4,Msg)}

where F(K,e) is a symmetric encryption algorithm, such as
AES [16], that encrypts e with key K. Hdr further contains
two fields: {Hdr = Grp_Spec, GK_Info}. Grp_Spec contains
the multicast group information so that each sensor can judge
whether it is a recipient sensor of the session. Grp_Spec =
(Loc_Info,Cla_Info), where Loc_Info is the description
of the location constraints of N, and Cla_Info is the class
information of N. Recall that N denotes the recipient sensors of
a multicast session. GK'Info contains the encrypted K and the
ID of the elementary group corresponding to the GKEK used
for encryption.

3) Header Generation: In a multicast session, Hdr is gener-
ated as follows once N is determined:

1) Generate Grp'Spec = (Loc'Info,Cla Info) accord-
ing to the location and class constraints of N.

2) Find the largest elementary group E with E C N; if
there is a tie, select the elementary group that is closest
to the sink.

3) Generate a fresh K, and encrypt it with the GKEK cor-
responding to E. GK Info thus contains the encrypted
Kg and the group ID of E.

4) Message Delivery: GPLD employs geocast to deliver
multicast messages. By making use of the location-aware nature
of WSNs, geocast utilizes a greedy forwarding for the packet
delivery toward the target region. In greedy forwarding, a
packet is forwarded to only one of the neighbor nodes whose
geographical location is closest to the destination. As soon as
the message reaches the target region, a restricted flooding (RF)
or intelligent flooding technique [24] can be used to disseminate
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the packet inside the target region. Specifically, the multicast
message is delivered via a localized and hop-by-hop manner.

1) The sink uses greedy forwarding to deliver Hdr to the
region taken up by E.

2) As soon as Hdr reaches the target region, sensors in E
that receive Hdr directly recover Kg from the attached
GK'Info.

3) Once having obtained K, each recipient sensor S, exe-
cutes four steps.

a) Determine whether it should diffuse the key to its
neighbor recipient sensors based on the underlying
multicast technique, the preloaded location informa-
tion of the sensors in its neighboring level-1 cells, and
Grp'Spec. If not, proceed to step 4. If yes, proceed to
step b.

b) Find S, (refer to Section V-A) out of S,,. For every
member of S, find the largest elementary group E; it
belongs to (based on S,’s own location knowledge),
where [E; C N. If there is a tie, select the elementary
group that S,, belongs to (if applicable); otherwise,
randomly select one.

c) For every found E;, if S, € E;, encrypt K, with the
GKEK corresponding to E;; if S, ¢ E;, pick up one
member from S, N E;, and encrypt K, with the PWK
shared between S,, and the selected member.

d) Replace GK'Info with the encryptions of K, obtained
in step ¢ and the group IDs corresponding to the
GKEKs used for encryption. Locally broadcast the
updated Hdr.

4) The sink further uses greedy forwarding to deliver
E(Kg,Msg) to the region taken up by N. As soon as
E(Kg, Msg) reaches the target region, a sensor in N that
receives it determines whether to diffuse it in the neigh-
borhood based on the underlying routing strategy such
as RF or intelligent flooding [24]. If yes, S, locally
rebroadcast F(K,, Msg).

5) Finally, every recipient sensor recovers Msg using the
obtained K, and deletes X; in the end.

C. Examples

The two examples shown in Fig. 3 illustrate a location-
class-based multicast session at time T1 and a location-based
multicast session at time T2, respectively. In the former session,
the multicast group happens to be an elementary group. That
is, N is the set of class “A” sensors located inside Rec con-
sisting of cells 11 and 12, i.e., the group (1 — (1,2),‘A’), and
Rec is the rectangle function. Hence, Grp'Spec = (Loc'Info :
Rec,Cla’Info : ‘A’). According to the header generation al-
gorithm, GK'Info = (E(Kg, ‘A’ — LCK;?), (1 — (1,2),A%)).
The sink then uses greedy forwarding to send Hdr to the closest
recipient sensor in Rec. Next, K is securely diffused among
N according to message delivery step 3. In this example, if a
recipient sensor determines that it should diffuse Ky, it simply
locally rebroadcasts Hdr.

In the latter session, N is the set of sensors located in-
side Elp, and Elp is the corresponding elliptic curve. Here,
Grp'Spec = (Loc'Info : Elp,Cla’Info : ‘all’). GK'Info =
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Fig. 3. Two exemplary multicast sessions, where each solid symbol denotes
a recipient sensor, each shadowed area denotes one location-based elementary
group, and each of the three irregular circled area denotes a location-class-based
elementary group.

(E(Kg, LAK;®), (4 — (1,3))). Again, the sink uses greedy for-
warding to send Hdr to the closest recipient sensors in cells
41 and 43. Then, K; is securely diffused among N. According
to the scheme, Kg is securely diffused inside each shadow
area (i.e., each corresponding location-based group) by using
the corresponding LAK, respectively. For instance, inside (3 —
(2)), Kg is encrypted using LAKZ. Furthermore, K, is securely
diffused from one elementary group to another using a GKEK
shared between the sender sensor in the former group and the
receiver sensor in the latter. For instance, between (4 — (1, 3))
and (14 — (3,4)), K, is securely diffused from sensor S, to
S, after being encrypted with PWK,, ,,; between (4 — (1, 3)) and
individual sensor S, K, is securely diffused from S, to S after
being encrypted with PWK,, ..

D. Rekeying Operation

Once compromised sensors are detected, all the GKEKSs they
possess should be either obsoleted or securely refreshed in
such a way that no compromised sensor could do so, even
by colluding. Thus, all subsequent multicast communications
can be kept secret from the revoked sensors. GPLD supports
both on-demand and batched (periodical) rekeying strategies.
Suppose that  compromised sensors, i.e., #{R} = r, are to
be excluded in a rekeying session, where r is usually a small
number. The rekeying operation works as follows:

1) Sink:

1) Find the largest location-based elementary group E,
where E C N = W; if there are multiple sets of the
same cardinality, select the elementary group that is
closest to the sink.
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2) Generate a fresh Kypq, and encrypt it with the LAK

corresponding to E.
3) Generate the rekeying message containing the fol-

lowing information: 1) the IDs of revoked sensors;
2) the encrypted Kypg; 3) the group ID of E; and 4)
E(Kupa, ‘Revocation’), i.e., the encrypted revocation
notice.

4) Geocast the rekeying message to E.

2) Sensors (Except for the Revoked Sensors):

1) Diffuse Kypq according to the same approach described
for multicast operation (refer to Section V-B).

2) Perform a key-refreshing operation. For every GKEK
held by each sensor (except for the IDK and PWKs),
GKEK = H (Kypa|GKEK |Kypa)-

3) Delete Kupq; delete the revoked sensors from S, and
the PWKSs shared with them, if any.

Hence, after the rekeying operation, all the GKEKs held
by the revoked sensors are now obsoleted and are therefore
permanently excluded from the WSN.

Due to the instability of wireless communication, it is possi-
ble that a sensor misses some rekey messages and thus fails to
receive later multicast messages. One solution is that the sensor
asks for help from its neighbors. Upon receiving the request, the
neighbor first verifies that the sensor is not on the revocation
list and then sends a message containing all the GKEKs that
they should share according to the grouping policy presented
in Section I'V-C. This message can be encrypted with the PWK
between these two nodes, which may have been established in
other fundamental security protocols. In the case in which such
PWKSs are not available, we rely on the use of mobile robots to
help such sensors obtain the latest GKEKSs.

VI. SECURITY ANALYSIS

1) Correctness: The correctness of GPLD derives from the
following facts: First, no revoked sensors excluded from the
WSN can refresh the GKEKSs they hold after revocation. This is
true, because the revoked sensors can never obtain a Kypq using
their GKEKSs. Since the status of the system is reinstated to its
original setting after every rekeying, we only need to consider
the possible security issues that arise during a single rekeying
operation. There are only two ways for a sensor to obtain a
Kypa In a rekeying session. That is, a sensor recovers a Kypq
by either directly decrypting the rekeying message sent by the
sink or indirectly receiving it from a neighbor recipient sensor,
which encrypts Kypq With a GKEK shared between the two and
known only to the recipient sensors. However, neither way can
be exploited by the revoked sensors. A revoked sensor cannot
recover Kypq, because it has no corresponding GKEKSs; at the
same time, its neighbor sensors will not send it the key, as its
ID is explicitly listed in the rekeying message. Without Kypq,
it is computationally infeasible for a revoked sensor to refresh
its GKEKSs due to the underlying cryptographically secure hash
function used. Consequently, the revoked sensors can never
recover the group keys of the multicast sessions after their
revocation, due to the obsoleteness of their GKEKs.

Second, the recipient sensors can always verify the correct-
ness of the update keys and group keys they obtain for the
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following reasons: 1) The authenticity of the rekeying and mul-
ticast messages and, hence, that of F(Kupa, ‘Revocation’) and
E(Kg,Msg) can always be guaranteed through authentication
schemes such as ¢TESLA [19]. 2) Both ‘Revocation’ and Msg
follow a certain predefined format and are meaningful. There-
fore, by decrypting F(Kupa, ‘Revocation’) and E(Kg, Msg)
and verifying the validity of the recovered ‘Revocation’ and
Msg, the correctness of the received Kypq and K, can further be
verified.

Finally, GPLD allows all recipient sensors in a rekeying/
multicast session to securely obtain the corresponding Kypg or
K. That is, no sensor can be excluded from the session in
GPLD, as long as it is physically reachable. In the worst case,
a sensor can always be updated through the IDK it shares with
the sink.

2) Compromise Resilience: Since sensor compromise is un-
avoidable when the WSNs are deployed in hostile environ-
ments, it is crucial to minimize the resulted security risk.
Ideally, after a sensor is compromised and before its revocation,
the keying information that it possesses should only allow
the adversary to compromise those multicast messages, of
which it is a legitimate recipient sensor; all other messages
should still be kept secure against the adversary. That is, the
security of a multicast message is broken only if at least one
of the corresponding recipient sensors is compromised and
yet revoked. GPLD achieves this full security strength for all
four multicast group semantics discussed in Section II, because
of the following reasons: 1) A fresh key is always generated
in each different rekeying/multicast session. 2) The fresh key
is securely diffused among the recipient sensors, which are
always encrypted with the GKEKs that are known only to the
recipient sensors.

3) Other Attacks: We assumed that the adversary may
eavesdrop on all traffic, inject packets, or replay old packets.
Because the sink authenticates all the rekeying/multicast mes-
sages by yTESLA [19], no sensors can inject any fake messages
into the WSN or modify any messages they forward while
impersonating the sink. The adversary cannot also replay old
rekeying packets because of time-stamp information used in
UTESLA. The adversary may also want to launch refusal-of-
service attacks, such as dropping the packets and jamming the
network.> However, revoked sensors normally do not help the
adversary drop the packets, because all the revoked sensors
have already been excluded from the WSN, i.e., no traffic is
going through them. The worst situation caused by such attacks
is hence equivalent to that due to packet losses. One salient
property of GPLD is that it allows a sensor to miss certain
multicast sessions without affecting its ability to participate any
future multicast session, as long as it does not miss any rekeying
operation. Therefore, GPLD is also resilient to such attacks.

VII. PERFORMANCE ANALYSIS AND SIMULATION

In this section, the performance of GPLD is analyzed.
We mainly focus on the communication cost of GPLD, as

3Such attacks are always possible and are not specific to multicast encryption
schemes. Mechanisms dealing with such attacks can be found in [27].
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it is the most significant factor of energy consumption in
WSNs. The computation and storage cost of GPLD are also
discussed.

A. Communication Overhead

1) Models for Lower Bound and No-Design Cases: The
lower bound of the communication overhead happens in the
ideal situation, where a different elementary group is estab-
lished for each possible combination of network sensors; each
sensor stores all the GKEKs for the groups in which it is
involved, which are up to 2#{"W}~1 keys. In this ideal situ-
ation, every multicast group is an elementary group. Hence,
to securely diffuse a message among the recipient sensors,
a single GKEK corresponding to the elementary group is
sufficient. On the contrary, when there are no predistributed
keys for the elementary groups, except for the PWKs existing
between neighbor pairs, the multicast/rekeying message has to
be encrypted using various PWKs at each step of the diffusion.
This is the typical setting provided by most key management
schemes designed for WSNs [6], [8], without involving any
designs for the purpose of multicast encryption.

In the simulation, we adopt the two aforementioned models
as the bases for analyzing and comparing the communication
overhead of GPLD. We denote the two models, in which the
diffusion of messages is achieved through a single GKEK (i.e.,
the lower bound case) and through only PWKs, as the “LB
model” and the “PWKD model,” respectively. Hence, including
GPLD, three models are simulated here.

2) Simulation Settings and Evaluation Metrics: The com-
munication overhead of a multicast/rekeying session in GPLD
consists of two parts: 1) the cost to unicast the multicast/
rekeying message to the largest elementary group of the re-
cipient sensors and 2) the cost to locally diffuse the message
among the recipient sensors. Since the former is relatively
small and is the same for all the models, only the latter is
considered in the simulation. A multicast/rekeying message
in GPLD contains the header and message body. We do not
analyze the cost spent on the message body since this cost
is independent from the multicast encryption scheme. Instead,
we focus on the header part, which contains two parts: 1) the
description of the multicast group or revoked sensors and 2) the
keying materials. While the size of part 1 is usually small and is
identical in all the models, part 2 dominates the communication
overhead of a multicast/rekeying session and may greatly vary
in length.

Consequently, in the simulation, we use the total number
of keys sent or forwarded by all the unrevoked sensors as the
metric of evaluating the communication cost. Note that, in the
case that a sensor sends/forwards the fresh group/update key
to its neighbors using PWKSs, we count the number of keys
sent as the number of its neighbors. This sensor may put all the
encrypted key materials in one message, but this will increase
the length of the key materials transmitted anyway.

In the simulation, there are 10000 sensors randomly dis-
tributed in the network, the size of which is 3000 x 3000 m.
The transmission range denoted as ¢r is 100 or 135 m, which
corresponds to 36 or 64 neighbors per sensor, respectively. For

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 58, NO. 4, MAY 2009

TABLE 1

COMPARISON OF MULTICAST COST UNDER DIFFERENT SETTINGS
RF RF RF OPC OPC

tr =100 | tr =100 | tr = 100 | tr =135 | tr = 135
L=6 L=T7 L =38 L=5 L=6
LB 858.86 940.50 878.92 107.64 398.38
GPLD | 1844.81 | 1349.26 | 1233.88 285.63 478.28
PWKD | 27489.39 | 30188.34 | 28107.67 | 830.43 869.33

each setting, we run the simulation for 100 times and calculate
the average values. Two routing strategies are simulated. One is
RF, where each sensor broadcasts any message received once
using the key according to the largest elementary group to
which it and all or part of its neighbors belong, and for those
neighbors that only share PWKs with this sensor, it will send
the message to them individually. In the other strategy called
once-per-cell (OPC), the same message is broadcast exactly
once within any level-1 cell within the target region using
a key corresponding to an elementary group that covers this
level-1 cell, if any. If such a key does not exist, the message
is diffused using PWKs. Since, in GPLD, we assume that
the sensors in the same level-1 cell are always within the
direct communication range of each other, the optimization
can still ensure the successful transmission of fresh group/
update keys.

3) Multicast: Table I compares the communication cost of
a multicast session under all the models. In the simulation,
the multicast group consists of all the sensors within a ran-
domly generated rectangle for simplicity. The lengths of the
sides of the rectangle are uniformly chosen between 300 and
1500 m. As shown in Table I, not only is GPLD more ef-
ficient than the PWKD model under both RF and OPC but,
by appropriately choosing L, its communication overhead is
also only 20.06% and 40.39% more than the LB model un-
der RF and OPC, respectively, with significantly less predis-
tributed keys.

We also notice that, in RF, the multicast cost of GPLD can
be decreased by increasing the number of levels of the quad-
tree, i.e., L. For example, the cost decreases by 26.86% when
increasing L from 6 to 7. However, the advantage of further
increasing L has recessive effects. When increasing L from 7
to 8, the cost decreases by only 8.55%. Therefore, we need to
balance between the storage overhead and the communication
overhead while selecting the optimal value of L. Table I also
shows that by employing the optimal routing strategy (i.e.,
OPC?), the communication cost of GPLD can be decreased to
only 286 when L = 5. Since OPC helps only when the number
of sensors per level-1 cell is more than one, we only simulate
the scenarios of L = 5 and L = 6.

To evaluate the effectiveness of GPLD under different sizes
of multicast groups, we uniformly choose the length of the sides
of the rectangle between [ and [z + 200 and increase [ g from
300 to 1300 m. Fig. 4 shows that GPLD is more effective when
the size of a multicast group is large, because the larger the area

4Since, in GPLD, we assume that the sensors in the same level-1 cell are
always within the direct communication range of each other, we cannot set
L =5 when tr = 100 m. Thus, to show the effectiveness of OPC under
different L’s, we simulate OPC under tr = 135 m.
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Fig. 4. Multicast cost (in terms of the ratio to the LB model) under different
multicast group sizes and various routing strategies (¢r = 100 m, and L = 6).

TABLE 1T
COMPARISON OF REKEYING COST UNDER DIFFERENT NUMBERS OF
REVOKED SENSORS AND VARIOUS ROUTING STRATEGIES

GPLD-RF | PWKD-RF | GPLD-OPC | PWKD-OPC
r =10 1.007 61.127 1.015 2.442
r =20 1.012 61.103 1.027 2.443
r = 30 1.017 61.017 1.038 2.444
r =40 1.022 60.949 1.049 2.444
r =50 1.027 60.884 1.060 2.445

that a multicast group covers, the higher the percentage that a
fresh group/update key is encrypted by LAKs/LCKs, instead
of PWKSs during the diffusion. By employing the method for
optimally choosing the LAKs/LCKs (refer to Section V-B), the
diffusion using LAKs/LCKs is more efficient than that using
PWKs. As a result, GPLD presents higher efficiency for larger
multicast groups.

4) Rekeying: In the simulation, for each rekeying session,
we randomly choose 7 revoked sensors from the network.
Table II shows the rekeying cost of GPLD and the PWKD
model (in terms of the ratio to that of the LB model) under
different values of r and various routing strategies, when tr =
135 m and L = 6. Similar to multicast, GPLD is more efficient
than the PWKD model. Moreover, the ratio of the rekeying
cost of GPLD to that of the LB model is much smaller than
the multicast case. The extra overhead of GPLD over the
lower bound ranges from only 2.7% to 6%, because, given
that the number of revoked sensors is small, in a rekeying
session, the majority of diffusion messages are encrypted using
LAKSs/LCKs. More importantly, the simulation results also
show that the performance of rekeying in GPLD is not sensitive
to the increase in the number of revoked sensors. For example,
when r increases from 10 to 50, the additional keying materials
required are only around 160 under both RF and OPC. It is a
significant advantage over other works. Other schemes (such as
LKH and SD [14], [26]) either can only revoke one member
per session or have the revocation cost (i.e., the number of keys
broadcast to the whole network) at least linear to the number of
revoked members.
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B. Storage and Computation Overhead

1) Storage Overhead: In GPLD, a sensor stores the GKEKs
corresponding to all the elementary groups it belongs to. Specif-
ically, a sensor of class C'; belongs to the network-wide group,
the individual group of itself, and the class-based group consist-
ing of all class C; sensors. Moreover, there are n’ neighbor-pair
groups defined for each sensor, where n’ is the number of imme-
diate neighbors that a sensor has. Additionally, each sensor also
belongs to 7 * (L — 1) location-based groups and 7 (L — 1)
location-class-based groups (refer to Section IV-D). Therefore,
there are a total of 1 +1+1+n'+7(L—-1)+7(L—-1) =
14 L +n' — 11 GKEKs that should be stored by each sensor.
In a WSN, n’ could usually range from 20 to 60, depending on
different applications [6], [8], [23], while L is a system param-
eter of the grid. Recall that the sensors in a level-1 cell are
within each others’ direct communication range, as required
in GPLD. Then, the number of sensors in a level-1 cell is in
the range of around 4-10, given n’ ranging from 20 to 60.
Hence, for a WSN whose size is no more than 100000, L = 9
will be more than enough to support GPLD, as there will be
up to 4°71 = 65536 level-1 cells. Thus, each sensor stores at
most 161 GKEKSs. Suppose that each GKEK is 8 B, then 161
GKEKSs require a storage space of 1.26 kB only. In addition,
note that although the sink is required to know all the GKEKSs,
it does not have to directly store all of them. Instead, the sink
could store only the master key and the locations of each sensor
and compute the GKEK on the fly.

2) Computation Overhead: The computation overhead in-
troduced by GPLD is lightweight, as each sensor is only
required to perform several times of encryption and decryption
operations over a very short message (i.e., one key). GPLD does
not require sensors to perform any kind of expensive public-key
or polynomial-based operations.

VIII. CONCLUSION AND FUTURE WORKS

In this paper, we have analyzed and classified the multicast
group semantics for WSNs that are inherently demanded by
most applications. We then proposed GPLD to address the
multicast encryption problem in WSNs, which, to the best of
our knowledge, is the first scheme of its kind that supports
various multicast group semantics and is tailored for WSNss.
Our proposed scheme advances the current state of the art
by enabling not only the dynamic changing but the dynamic
formation of multicast groups as well. We developed a novel
multicast encryption technique called global-partition, local-
diffusion to achieve scheme efficiency and meet the resource-
constrained nature of WSNs. The security and performance of
the proposed scheme are justified through both analysis and
simulations.

In this paper, to help bootstrap the network, we assume
the existence of mobile robots. In reality, such help may be
unavailable or ineffective (e.g., a hostile terrain). Therefore,
it is desirable to develop a secure multicast protocol without
the robot-based assistance. Another possible future work is
to extend GPLD to support the scenarios where bidirectional
communication cannot be guaranteed.
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