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Abstract—Search over encrypted data is a critically important ly utilized then becomes another new challenge. Significant
enabling technique in cloud computing, where encryption-kfore-  attention has been given and much effort has been made to
outsourcing is a fundamental solution to protecting user d&a address this issue, from secure search over encrypted data

privacy in the untrusted cloud server environment. Many seare 4 functi luati 51 to fullv h hi
search schemes have been focusing on the single-contributo[ ], secure function evaluation [S], to fully homeomorphic

scenario, where the outsourced dataset or the secure seaatile €ncryption systems [6] that provide generic solution to the
index of the dataset are encrypted and managed by a single problem in theory but are still too far from being practical

owner, typically based on symmetric cryptography. In this mper, due to the extremely high complexity.

we focus on a different yet more phallenging scenario where This paper focuses on the problem of search over encrvot-
the outsourced dataset can be contributed from multiple owers pap : ) 8 p 8 - yp
and are searchable by multiple users, ie. multi-user multi €d data, which is an important enabling technique for the
contributor case. Inspired by attribute-based encryption (ABE), encryption-before-outsourcing privacy protection payadin

we present the first attribute-based keyword search scheme cloud computing, or in general in any networked information
with efficient user revocation (ABKS-UR) that enables scalale system where servers are not fully trusted. Much work has
flne-gralneq (i.e. file-level) search authorization. qu skeme been done. with maiority focusing on the sinale-contributo
allows multiple owners to encrypt and outsource their data o SR jority 9 . 9

the cloud server independently. Users can generate their ow SCenario, i.e. the dataset to be searched is encrypted and
search capabilities without relying on an always online trsted managed by a single entity, which we callner or contrib-
authority. Fine-grained search authorization is also impemented ytor in this paper. Under this setting, to enable search over
by the owner-enforced access policy on the index of each f”e'encrypted data, the owner has to either share the secret key

Further, by incorporating proxy re-encryption and lazy re- . - .
encryption techniques, we are able to delegate heavy systemWlth authorized users [4], [7], [8], or stay online to gertera

update workload during user revocation to the resourceful smi- the searcttrapdoors i.e. the “encrypted” form of keywords
trusted cloud server. We formalize the security definition ad to be searched, for the users upon request [9], [10]. The same

prove the proposed ABKS-UR scheme selectively secure agsin symmetric key will be used to encrypt the dataset (or the

chosen-keyword attack. Finally, performance evaluation BOWS  gearchable index of the dataset) and to generate the trepdoo

the efficiency of our scheme. . . ) -
These schemes seriously limit the users’ search flexibility

Consider a file sharing system that hosts a large number
|. INTRODUCTION of files, contributed from multiple owners and to be shared

) ~among multiple users (e.g. 4shared.com, mymedwall.com).
Cloud computing has emerged as a new enterprise {}is js a more challenging multi-owner multi-user scenario

architecture. Many companies are moving their applicatioys, o enable multiple owners to encrypt and add their data
and databases into the cloud and start to enjoy many Ygthe system and make it searchable by other users? Moreover
paralleled advantages brought by cloud computing, such @5 owners may desire fine-grained search authorizatn th
on-demand computing resource configuration, ubiquitous agny allows their authorized users to search their conteifu
flexible access, considerable capital expenditure savielys ata. By fine-grained we mean the search authorization is
However, privacy concern has remained a primary barriggnirolled at the granularity of per file level. Symmetriggr
preventing thg ad_opt|0n of cloud cqmputlng by a broadereang)graphy based schemes [4], [7], [8] are clearly not suitabl
of users/applications. When sensitive data are outsomeqzor this setting due to the high complexity of secret key man-
the cloud, data owners naturally become concerned with theament. Although authorized keyword search can be realize
privacy of their data in the cloud and beyond. Encryptiony gingle-owner setting by explicitly defining a server-emid
before-outsourcing has been regarded as a fundamentabmeaRy |ist that takes the responsibility to control legitimasers’

of protecting user data privacy against the cloud server [Yoarch capabilities [11], [12], i.e. search can only beiedrr
[2], [3]. However, how the encrypted data can be effectivgyy; py the server with the assistance of legitimate users’

978-1-4799-3360-0/14/$31.0€0) 2014 IEEE complementary keys on the user list, these schemes did not



realize fine-grained owner-enforced search authorizadioh process efficient and is more suitable for cloud outsourc-

thus are unable to provide differentiated access priviege ing model.

different users within a dataset. Asymmetric cryptograghy 3) We formally prove our proposed scheme selectively
better suited to this dynamic setting by encrypting indixat secure against chosen-keyword attack.

contribution with different public keys. For example, Hvgaet

al. [13] implicitly defined a user list for each file by encriyyg Il. RELATED WORK

the index of the file with all the public keys of the intended
users. However, extending such user list approach to the-muf*- Keyword Search over Encrypted Data
owner setting and on a per file basis is not trivial as it would 1) Secret key vs. Public keyEncrypted data search has
impose significant scalability issue considering a po#étntibeen studied extensively in the literature. Song et al. [4]
large number of users and files supported by the systedesigned the first searchable encryption scheme to enable a
Additional challenges include how to handle the updates hfll text search over encrypted files. Since this seminalkyor
the user lists in the case of user enrollment, revocatian, etmany secure search schemes have been proposed to boost the
under the dynamic cloud environment. efficiency and enrich the search functionalities based theei
In this paper, we address these open issues and preseatet-key cryptography (SKC) [7], [8], [9], [10] or public
an authorized keyword search scheme over encrypted clday cryptography (PKC) [16], [17], [18]. Curtmola et al. [7]
data with efficient user revocation in the multi-user mdbtita- presented an efficient single keyword encrypted data search
contributor scenario. We realidtne-grained owner-enforced scheme by adopting inverted index structure. The authdg in
search authorizatioroy exploiting ciphertext policy attribute- designed a dynamic version of [7] with the ability to add
based encryption (CP-ABE) technique. Specifically, theadaand delete files efficiently. To enrich search functionediti
owner encrypts the index of each file with an access policy cr€ao et al. [9] proposed the first privacy-preserving multi-
ated by him/her, which defines what type of users can seatayword ranked search scheme over encrypted cloud data us-
this index. The data user generates the trapdoor indeptydeimg “coordinate matching” similarity measure. Later onn&
without relying on an always online trusted authority (TA)al. [10] presented a secure multi-keyword text search sehem
The cloud server (CS) can search over the encrypted indekeshe cloud enjoying more accurate search results by “eosin
with the trapdoor on a user’s behalf, and then returns magchisimilarity measure” in the vector space model and pradtical
results if and only if the user’s attributes associated wlith efficient search process using a tree-based secure index str
trapdoor satisfy the access policies embedded in the etectypure. Compared with symmetric search techniques, PKCebase
indexes. We differentiatattributes and keywordsin our de- search schemes are able to generate more flexible and more
sign. Keywords are actual content of the files while attelsut expressive search queries. In [16], Boneh et al. devisefirtte
refer to the properties of users. The system only maintaind?&C-based encrypted data search scheme supporting single
limited number of attributes for search authorization msg keyword query. The scheme from [17] supports search queries
Data owners create the index consisting of all keywords ith conjunctive keywords by explicitly indicating the nioer
the file but encrypt the index with an access structure onbf encrypted keywords in an index. Predicate encryption, [18
based on the attributes of authorized users, which makes [b8] is another promising technique to fulfill the expressiv
proposed scheme more scalable and suitable for the lasgeure search functionality. For example, the proposeehseh
scale file sharing system. In order to further release the dat [18] supports conjunctive, subset, and range queried, an
owner from the burdensome user membership managemeiigjunctions, polynomial equations, and inner producisido
we use proxy re-encryption [14] and lazy re-encryption [15]e realized in [19].
techniques to shift the workload as much as possible to the2) Authorized keyword searchfo grant multiple users the
CS, by which our proposed scheme enjoys efficient ussgarch capabilities, user authorization should be endorce
revocation. Formal security analysis shows that the pregodn [11], [12], the authors adopt a server-enforced user list
scheme is provably secure and meets various search priveogtaining all the legitimate users’ complementary keyet th
requirements. Performance evaluation also demonstrégesare used to help complete the search in the enterprise szenar
efficiency and practicality. to realize search authorization. But these SKC-based sehiem
Our contributions can be summarized as follows: only allow one data contributor in the system. Hwang et
1) We design a novel and scalable authorized keywoadl [13] in the public-key setting presented a conjunctive
search over encrypted data scheme supporting multideyword search scheme in multi-user multi-owner scenario.
data users and multiple data contributors. Compar&ait this scheme is not scalable under the dynamic cloud envi-
with existing works, our scheme supports fine-graine@nment because the size of the encrypted index and thensearc
owner-enforced search authorization at the file level witomplexity is proportional to the number of the authorized
better scalability for large scale system in that the searakers, and to add a new user, the data owner has to rewrite all
complexity is linear to the number of attributes in thehe corresponding indexes. By exploiting hierarchicatippate
system, instead of the number of authorized users. encryption, Li et al. [20] proposed a file-level authorized
2) Data owner can delegate most of computationally inteprivate keyword search (APKS) scheme over encrypted cloud
sive tasks to the CS, which makes the user revocatidata. However, it incurs additional communication cosicsi
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whenever users want to search, they have to resort to the
attribute authority to acquire the search capabilitiesrédoer, Access policies
this scheme is more suitable for the structured database tha /}’& .
contains only limited number of keywords. The search time ‘=== :

there is proportional to the total number of keywords in the """ o &
system, which would be inefficient for arbitrarily-structd (ﬁyig
data search, e.g., free text search, in the case of dynamic fil pataowner2
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There has been a great interest in developing attribute-
based encryption [21], [22], [23], [24] due to its fine-graih Fig. 1. Framework of authorized keyword search over enetyfoud data.
access control property. Goyal et al. [21] designed theKagt
policy attribute-based encryption (KP-ABE) scheme, where
ciphertext can be decrypted only if the attributes that af@tisfy the access policies of the secure indexes of thenedu
used for encryption satisfy the access structure on the uflgs, and the intended keyword is found in these files.
private key. Under the reverse situation, CP-ABE allows use
private key to be associated with a set of attributes an Threat Model
ciphertext associated with an access structure. CP-ABE is aVe consider the CS honest-but-curious, which is also em-
preferred choice when designing an access control mechan@joyed by related works on secure search over encrypted data
in a broadcast environment. Since the first construction [, [10], [20]. We assume that the CS honestly follows the
CP-ABE [22], many works have been proposed for moesignated protocol, but curiously infers additional acy
expressive, flexible and practical versions of this techeiq information based on the data available to him. Furthermore
Cheung et al. [23] proposed a selectively secure CP-ABBalicious data users may collude to access files beyond their
construction in the standard model using the simple booleagcess privileges by using their secret keys. Analogue to
function, i.e.AND gate. By adopting proxy re-encryption and24], as we delegate most of the system update workload
lazy re-encryption techniques, Yu et al. [24] also devisedt@ the CS, we assume that the CS will not collude with the
selectively secure CP-ABE scheme with the ability of attiéb revoked malicious users to help them gain unauthorizedsacce
revocation, which is perfectly suitable for the data-outsed Privileges.

cloud model. .
C. Design Goals
I1l. PROBLEM FORMULATION Our proposed ABKS-UR scheme in the cloud aims to
achieve the following functions and security goals:
A. System Model Authorized Keyword Search: The secure search system

The system framework of our proposed ABKS-UR schenshould enable data-owner-enforced search authorizatien,
involves three entitiescloud server manydata ownersand only users that meet the owner-defined access policy can
manydata usersas shown in Fig. 1. In addition, a trusted auebtain the valid search results. Besides achieving finexgda
thority is implicitly assumed to be in charge of generating a authorization, another challenge is to make the scheme scal
distributing public keys, private keys and re-encrypti@y& able for dynamic cloud environment.

To enforce fine-grained authorized keyword search, the d&apporting Multiple Data Contributors and Data Users:
owner generates the secure indexes with attribute-basedsacThe designed scheme should accommodate many data con-
policies before outsourcing them along with the encryptd d tributors and data users. Each user is able to search over the
into the CS. Note that we can encrypt data by any secuacrypted data contributed from multiple data owners.
encryption technique, such as AES, which is outside theescdpfficient User Revocation: Another important design goal

of this paper. To search the datasets contributed from warias to efficiently revoke users from the current system while
data owners, a data user generates a trapdoor of keywordnifiimizing the impact on the remaining legitimate users.
interest using his/her private key and submits it to the C8. VBecurity Goals: In this paper, we are mainly concerned with
adopt theper-datasetuser list to enforce the coarse-grainegdecure search related privacy requirements, and definedhem
dataset search authorizatioifhus, our scheme benefits fronfollows. 1) Keyword semantic securityas a novel attribute-
search process acceleration as search does not need to gobtasad keyword search technique, we will formally prove our
particular dataset if the user is not on the correspondieg uproposed ABKS-UR scheme isemantically securagainst

list. Notably, even with the per-dataset user list in plabe, chosen keyword attaaknderselective ciphertext policy model
enforcement of the search authorization is still conttblly (IND-sCP-CKA). The related security definition and semanti
the owner-defined access policy, i.e. the CS will search tkecurity game used in the proof are presented in Appendix.A.
corresponding datasets and return the valid search rasult®) Trapdoor unlinkability: this security property makes the
the user if and only if the attributes of the user on the trapdoCS unable to visually distinguish two or more trapdoors even



containing the same keyword. Note that we do not intend toe
protect predicate privacyas the attacker may collude with
malicious users or use public key to generate valid secure
indexes so as to infer the keyword in a trapdoor from legitena
users, and this privacy breach cannot be protected intgrent
for any public key based encrypted data search scheme [25]e
Moreover, we do not aim to proteetccess patterrin this
paper due to the extremely high complexity, i.e. to protéect i
algorithm has to “touch” the whole dataset [26].

IV. THE PROPOSEDAUTHORIZED KEYWORD SEARCH

We exploit the CP-ABE [23], [24] technique to achieve s-
calable fine-grained authorized keyword search over etedyp
cloud data supporting multiple data owners and data userse
Specifically, for each file, the data owner generates an acces
policy-protected secure index, where the access strugsure
expressed as a seriesAlfID gates. Only authorized users with
attributes satisfying the access policies can obtain nrajch
results. Otherwise, they have no means to tell whether thes
search failure comes from a keyword mismatch or an autho-
rization failure. Moreover, we should consider user member
ship management carefully in the multi-user setting. Aveai
solution is to impose the burden on each data owner. As a
result, data owner is required to be always online to proynptl e
respond the membership update request, which is impréctica
and inefficient. By using proxy re-encryption [14], the data
owner can delegate most of the workload to the cloud without
infringing search privacy. .

A. Algorithm Definition

Let N denote the universal attribute sft, ..., n} for some
nature numben. We refer to attributesand their negations:

KeyGen(PK, MK,S) — SK: The key generation algo-
rithm takes as input the current public parametgrs,
the current master secret kédy K, and the attribute set
S associated with a particular user. It outputs the user’s
secret keySK.

ReKeyGen(®, MK) — (rk,MK',PK’): The re-
encryption key generation algorithm takes as input the
attribute set® that contains the attributes to be updated,
and the current system master k&K . It outputs a set
of proxy re-encryption keysk for all the attributes in
N, the updatedV K’ and PK’, where all the version
numbers are increased by 1. For the attributes na#,in
set their proxy re-encryption keys as 1lrih.
ReEncindex(A,rk, D) — D’: It takes as input an
encrypted indexD, the re-encryption key set: and the
attribute set\ that includes all the attributes in’s access
structure with the re-encryption keys not being 1rin
Then it outputs a new re-encrypted indBX.

ReKey (2, rk, PSK) — PSK': It takes as input a user’s
partial secret keyP?S K, the re-encryption key set: and
the attribute sef2 that contains all the attributes RS K
with the re-encryption keys not being 1 itk. Finally, it
outputs a newPS K’ for that user.

GenTrapdoor(PK, SK,w') — Q: The trapdoor genera-
tion algorithm takes as input the current public kB,
the user’s private key K, a keyword of interest’ € W
and outputs the trapdodyp for the keywordw’.
Search(UL, D, Q) — search results or L: The search
algorithm takes as input the user I&tL, the indexD
and the user’s trapdod@p. It outputs valid search results
or returns a search failure indicatar.

as literalsZ C N is the attribute set used for access structug® construction for ABKS-UR

on encrypted index and here we consider a seridg\id gates

Nicz 2 (literal 7 is either positivei or negative—i). S C N is

the attribute set for user secret key.

In this subsection, we will describe the concrete ABKS-UR
construction from the viewpoint of system level based on the

Definition 1: An attribute-based keyword search with effi@P0ove defined algorithms. The system level operationsdeclu
cient user revocation scheme for keyword spe¢and access SYStem SetuNew User EnrolimenSecure Index Generation
structure spac€ consists of nine fundamental algorithms adrapdoor GenerationSearch and User RevocationNotice
follows: that each individual system level operation may invoke ane o

o Setup(\,N) — (PK, MK): The setup algorithm takes more low level algorithms. _
as input the security parameteand an attribute universe System SetupThe TA calls theSetup algorithm to gener-
description\V. It defines a bilinear grougs of prime ate PK and M K. Specifically, it selects random elements
order p with a generatorg. Thus, a bilinear map is 1, t3n- Define a collision-resistant keyed hash function
defined as : G x G — G, which has the properties of 1 : {0,1}* — Zy, and its key is selected randomly and
bilinearity, computabilityand non-degeneracyit outputs Securely shared between owners and users (for simplicity,
the public parameters®’ K and the master secret keywe use it without mentioning the secret key hereafter). Let
M K. The version numbeser is initialized as 1. Ty, = g for eachk € {1, ...,3n} such that forl <i <n, T;

« CreateUL(PK,ID) — UL: The user list generation are referred to apositive attributes, 75, ; are for negative
algorithm takes as input the public paramet&& and ©ones, andly,; are thought of asont care Let Y be
the user identityl D. It outputs the user lisUL for a €(9,9)". The public key isPK := (e,g,Y, T, ..., Ts,) and
dataset. the master key ISV K := (y,t1,...,t3,). The initial version

« Encindex(PK,GT,w) — D: The index encryption humberver is 1. The TA publishes(ver, PK) with the
algorithm takes as input the current public parametefignature of each component 5, and retaingver, M K).
PK, the access structu@T' € G, a keywordw € W New User Enroliment When receiving a registration request
and outputs the encrypted indéx from a new legitimate usef, the TA first selects a random



xy € Z, as a ne component. Then, the enerates a or the attributei’ € , e(Dy,Qy) is equal to
;€L WM K p t. Then, the TA g t For the attributed’ N, e(D qual t
new PK componenlt’; = Y*# and publishes it with its signa- e(g,g)*™ " as well.
ture. After that, the&KeyGen algorithm is called to create secretf the following equation holds, the user’s attributes sfgtthe
key SK for this user. For every € \V, the TA selects random access structure embedded in the index ahe- w,
r; from Z, hencer = Z?:l ri. K is set asg?"". Fori € S,
setk; = g% andK; = g%+ otherwise. Finally, letf; be D@ Ds < e(D,Q)- He(Di,Qf),
g™n+i. The secret key iSK := (ver,zs, K, {K;, F; }ienr). i=1

In addition, the server maintains a user BSL containing \whereQ* = Q; if i € 7 andQ* = Qf, otherwise.
all the legitimate users’ identity information for each @#t. CorrectnessProvided that the user is authorized to access the
Specifically, the data owner first selects a random elementjie andw’ = w. then
fromZ,. When a new usef joins in the system and is allowed . .
to search the dataset, the data owner catsateUL algorithm A A % y—u- s

. s H - D’ . DZ’ + — S’ uU-Yy—u-r . , S-u-T;

to setDy =Y} ~ and asks the CS to add the tupleDy, D) “D.Q) He( @) eg”9 ) He(g 9
into the user list, wherd D¢ is the identity of the usef.

Secure Index GeneratiorBefore outsourcing a file to the CS,

n

i=1 =1
= e(g,9)""V " - e(g, 9)"

the data owner callEncindex algorithm to generate a secure = el

index D for this file. In particular, seD = ¢* and D to be = Yo" ~

Y. Given an access policgT = A, i, for eachi € Z, = yslstw y-ser - Q. Dy,
let D; = T7 if i =4 and D; = T, if i = —i. For each

i € N\Z, let D; = Ts,,,. For some attributé’ € A" (this DiscussionWe can achieve scalable fine-grained file-level

fixed position can be seen as part of public parameter) angegarch authorization by data-owner-enforced attribatet

keywordw € W, the data owner set®; to be THE@ with access structure on the index of each file. The search com-
1 1/ . . . . .

without loss of generality, attributé s assumed to be positive.PIEXity is linear to the number of attributes in the system

The encrypted index := (ver, GT, D, D, {D;}ien). rather than the number of authorized users. Hence, this one-

to-many authorization mechanism is more suitable for aglarg

Trapdoor Generation Every legitimate user in the system | ¢ h loud. M the dataset h
is able to generate a trapdoor for any keyword of intere fale system, such as cloud. Voreover, the dataset searc

: - e thorization by using a per-dataset user list may acdelera
by calling the algorithmGenTrapdoor. Specifically, userf au _ . )
selects randon € Z,. Let O = K* andQ = u + z;. Q; is the search process, since the CS can decide whether it should

denoted agc™ andQ f, — F. Thus, for the samé in secure go into a partlpular dataset or not. Otherwise, the CS has to
) . . H(w')u , search every file at rest.
index generation phas€);s is set to bek, , Wherew ,
is the keyword of interest an@ f;» — FH@) The trandoor User RevocationTo revoke a user from current system, we

o yword ¢ _ . v _h i : h paX re-encrypt the secure indexes stored on the server andeupdat
Q i <v€7f"§% Qv{ng, Qfl}z€N>t'_ w tﬁre f[’er ('js € VErSION ihe remaining legitimate users’ secret keys. Note thatethes
number o use- or generating this trapdoor. . _ tasks can be delegated to the CS using proxy re-encryption
Search Upon receipt of a trapdoof) and the user identity ochnique so that user revocation is very efficient. In pa,
IDy, 1) the CS finds out iff Dy exists on the user list of {he TA adopts theReKeyGen algorithm to generate the re-
the target dataset. If not, the user is not allowed to Sear@Hcryption key setk := (ver, {rkivai bicnwatc+.)- Let

. . . ’ s 1 ,va ,— 1/

over the dataset; 2) otherwise, the CS continuesS&arch  yripyte setd consist of the attributes that need to be updated,

algorithm with the input of trapdoo®, encrypted indexD  \yithout which the leaving user’s attributes will never si
and Dy from the user list. We call this procedataset search 4 . 4 ags policy. If an attribute e @, rk; , — % is for
. 1 (N - .

o ) o T
authorization '_I'he.n, we. mo_ve onto the fine-grainéite-level the positiveattributei, and for thenegativerk; _ is set to be
search authorizationwhich includes three cases: '

toti
« If ver of Q is less tharver of D, it outputs.L. 7=, where both; andt;,,; are randomly selected frof,.

o If ver of Q is greater tharwer of D, the algorithm llfAi efN\(I),thsetrkiywl N }j whereval € {t+’._}' Thdelré;?e
ReEnciIndex is called to update the index first. refines the corresponding components an ’

« If ver of Q is equal tover of D, the search process iSand publishes the neWw K’ with the signatures. The TA also
performed as follows. For each attributec 7, if i = ¢ sendsrk and_ '_ts signature to the CS.
andi € S. then After receivingrk from the TA, the server checks whether
' the version numbever in rk is equal to currenver of the

e(D;, Qi) = e(g"*, g7 ) = e(g, 9)*"™. system (or it can be greater than the current systerrin the

If i = —i andi ¢ S, then case of lazy re-encryption, sdgiscussionbelow). If not, it
- discards this re-encryption key set. Otherwise, the CSigsri
e(D;, Q;) = e(gh+i5, gin+i) = e(g, g)* ™. rk. Then, the server calls theeEncindex algorithm to re-

For eachi ¢ 7, encrypt the secure indexes in its storage with valid Let A

. be the set including all the attributes in the access strastof
e(D;, Qf:) = e(g'2+i% gTanti ) = e(g, g)¥™ . secure indexes with the re-encryption keys not being #kin



For each positivé € A, D/ is set asD]"*, or D, = D;*"~ ¢, then we can construct a simulat5rto solve the DBDH

for negative ones. Far¢ A, let D, be equal toD;. Finally, problem with non-negligible advantage
the index is updated a&’ := (ver +1,GT, D, D, {D.}icn)- Proof: See Appendix.B. [ |
Furthermore, the server is able to update the remainingAs per the above theorem, we can conclude that our
legitimate users’ secret keys by tReKey algorithm. Suppose proposed scheme is semantically secure in the selectivelmod
that SKL is a list stored on the CS containing all theNote that malicious users cannot launch collusion attack to
partial secret keys?SK’s of all the legitimate users in the generate a new valid secret key or trapdoor, which has been
system.PSK is defined agver, { K;}icnr). Note that the CS implicitly proved because the adversag in our security
cannot generate a valid trapdoor wit6 K. Let Q2 be the set game has the same capability as the malicious users, i.e. he
including all the attributes i®.S K with the re-encryption keys can query different secret keys.
not being 1 inrk. For each attribute in (2, denotek7 to be  2) Trapdoor unlinkability:To generate a trapdoor, the user
K:kiv+ if 7 is positive andK:kiv* otherwise. For each¢ , chooses a different random numhbeto obfuscate the trapdoor
set K! = K,. The updatedPSK’ = (ver + 1,{K/};cnr), suchthatthe CSis visually unable to differentiate two oreno
which is returned to the legitimate user. User can also yerifrapdoors even produced with the same keyword. Thus, the
whether his/her secret key is the latest version by checkiAd@KS-UR can provide trapdoor unlinkability property.
e(T;, K;) = (T}, K}), whereT/ is the attribute component
in the latestPK’. Here we suppose all the attributesare B. Performance Evaluation
positive. Otherwise, usg, ; and} |, instead in the equation. | this subsection, we will evaluate the performance of our
Finally, the server may eliminate 1D information of théyroposed ABKS-UR scheme by real-world dataset and asymp-
revoked userf, i.e. the tuple(/Dy, Dy), from all the cor- totic computation complexity in terms of the pairing opéaat
responding user lists. P, the group exponentiatio and the group multiplicatiom
DiscussionTo handle file index update efficiently, we couldn G, the group exponentiatid®, and the group multiplication
adopt the lazy re-encryption technique [15]. The CS stdies tM; in G,. Note that we can realize the signature operation by
re-encryption key setsk’s and will not re-encrypt indexes any secure signature technique, e.g., RSA signature, which
until they are being accessed. Specifically, the CS coulturs fixed computation overhead, and here we only focus on
“aggregate” multiplerk’s and deal with the index update inevaluating the proposed ABKS-UR scheme, such that we do
a batch manner. For instance;r = k in D, ver = j in the not consider the computation overhead for signature. We als
latestrk andk < j, to re-encrypt the index, the CS just callsgnore the hash operation as it is much more efficient than the
ReEncindex once with][)_, rki_’j}al. above mentioned operations. Suppose there exasiributes in
' the proposed scheme. The numerical performance evaluation
is shown in Tab. I. Moreover, to evaluate the key operations
Data user may prefer the returned files containing seveedlthe proposed scheme, we use the real-world dataset, i.e.
intended keywords with one search request, which is rederrghe Enron Email Dataset [27], which contains about half
to as conjunctive keyword search. Similar to [12], [13], oukillion files contributed from 150 users approximately. et
proposed ABKS-UR scheme is able to provide conjunctiierature, there are few existing works on attribute-stinee
keyword search functionality readily as follows; is defined based authorized keyword search with experimental resuilts
as gnwjgwlmiuj) or g@wjewl%(wj), where ® denotesXOR We wiII_compare our ABKS-UR scheme_with the predicate
operation. The componen€g;; and @ f;; in the trapdoor are en_cr_yptlon based APKS scheme [20] n terms of sea_rch
generated accordingly. It is worth noting that this methad p efficiency. We conduct our experiment using C and the Paring-

almost the same efficiency as the single-keyword ABKS-uR2sed Cryptography (PBC) Library [28] on a Linux Server

scheme, regardless of the number of simultaneous keywor$dth Intel Core i3 Processor 3.3GHz. We adopt the type A

elliptic curve of 160-bit group order, which provides 108i4-
V. SECURITY ANALYSIS AND PERFORMANCEEVALUATION  discrete log security equivalently.
In this section, we analyze security properties of the pro- 1) System SetupAt this initial phase, the TA defines the

posed ABKS-UR scheme, and show that it achieves the ddtPlic parameter, and generatéss’ and M K. The main
fined security design goals. We then provide the performarfe@mputation overhead i8n exponentiations inG, one ex-

C. Conjunctive Keyword Search

evaluation on our proposed scheme. ponentiation inG; and one pairing operation on the TA side.
As shown in Fig.2 (a), the time cost for system setup is very
A. Security Analysis efficient and is linear to the number of attributes in the esyst

1) Keyword semantic securitytn this paper, we for- 2) New User Enrollment:When a new legitimate user
mally define a semantic security game for ABKS-UR (sewants to join in the system, he/she has to request the TA to
Appendix.A). We first give the following theorem, and themenerate the secret keyK, which need2n + 1 exponenti-
prove our ABKS-UR construction IND-sCP-CKA secure. ations inG. The TA also needs one exponentiationGn to

Theorem 1:If a probabilistic polynomial-time adversarygenerate a new K component for the user. A data owner may
wins the IND-sCP-CKA game with non-negligible advantagalso allow the user to access the dataset by adding him/ber on



0.5 1600y 0. 100
& - ABKS-UR !
< 1400 ~ i APKS
304 g £ 02 E g
~ 5 1200 o ©
E < £ E
£ 03 2= 1000 S 015 = 60
Q o =1 o
E 2 800 @ 5
Q Q
B 02 S ol 5 o4 A
5 3 2 g
2 £ 400) 9 c
201 o 72 0.5 T
0 5 200) & T
o = o
0 & o F 0
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
Number of attributes Number of attributes Number of attributes Number of attributes
(a) (b) (c) (d)

Fig. 2. Performance evaluation on ABKS-UR. (a) Time costdgstem setup. (b) Secure index generation time for 10009. fit§ Trapdoor generation
time. (d) Time cost for search over a single index.

TABLE | L
NUMERICAL EVALUATION OF ABKS-UR ABKS-UR is slightly faster than APKS. Moreover, compared
. . . with APKS, ABKS-UR allows users to generate trapdoors
Operation Computation complexity independently without resorting to an always online atiigb
System Setup SnE +E, +P authority, and it has a broader range of applications due to
New User Enroliment (2n+ 1)E + 2E; th bitrarilv-structured dat h bility. Netibat
Secure Index Generation (n+ 1)E +E; e arbitrarily-structured data search capability. a
Trapdoor Generation (2n + 1)E the search complexity of our scheme will varies a lot for
Per-index Search (n+1)P+ (n+2)M; +E; different data users, since th#ataset search authorization
ReKeyGen r(M+E),1<z<n only allows users on the user lists to further access the
ReEncindex yE,l1sy<n corresponding datasets. Assume that there exist 1000@fites
ReKey zE,1<z2z<n

= 30 system attributes. In the worse case of search over every
file in the storage, the CS, with the same hardware/softwore
) ) . ._.specifications as our experiment, requires less than 5 gsnut
the corresponding user list, which incurs one exponentiatiy, ompete the search operation. Thus, with a more powerful
in G;. It is obvious that the time cost to enroll a new user iéloud, our proposed ABKS-UR scheme would be efficient
proportional to the number of attributes in the system. enough for practical use.

3) Secure Index Generatiorthe data owner approximately gy yser RevocationAs the server can efficiently eliminate
needs(n + 1)E + E; to generate a secure index for a fileye revoked user’s identity information from the corresgiog
Furthermore, we evaluate the practical efficiency of creati ey |ists, we do not show it in Tab.l. Instead, we calculaee t
secure indexes for 10000 files, as shown in Fig.2 (b). It ésdhiby,5in computation complexity oReKeyGen, ReEncindex
the expected linearity with the number of attributes in thg,q ReKey. To update the system, the TA uses the algorithm
system. When there exist 30 attributes in the system, the dﬁteKeyGen to produce the new version gf K’ and PK’,
owner would spend about 8 minutes encrypting the indexes {44 the re-encryption key set. Depending on the number
10000 files. Note that this computational burden on the dai@ 5ttriputes to be updated, generatirig requires minimum
owner is a one-time cost. After all the indexes outsourced to maximum nM operations. Likewise, the computation
to the CS, the following index re-encryption operation igyerhead fo? K is within the range fronE to nE. Moreover,
also delegated to the server. Thus, the overall efficiency fge cS calls theReEncindex algorithm to re-encrypt the
encrypting index is totally acceptable in practice. secure indexes at its storage. Each index update nEeds

4) Trapdoor Generation:With the secret key, data usernE operations inG, which is also the computation overhead
is free to produce the trapdoor of any keyword of interestange for the CS to update a legitimate user’s secret key by
which requires aboun + 1 group exponentiations ifz. algorithmReKey.

Moreover, the experimental result in Fig.2 (c) shows that
our proposed authorized keyword search scheme enjoys very VI. CONCLUSION
efficient trapdoor generation. In accordance with the niteer | this paper, we design the first attribute-based key-

computation complexity analysis, the trapdoor generatidh \yord search scheme in the cloud environment, which en-
need more time with the increased number of attributes.  gples scalable and fine-grained owner-enforced encrygateed d

5) Search: To search over a single encrypted index, theearch supporting multiple data owners and data users. Com-
dominant computation of ABKS-UR is + 1 pairing opera- pared with existing public key authorized keyword search
tions, while APKS [20] needs + 3 pairing operations. Fig.2 scheme [13], our scheme could achieve system scalability
(d) shows the practical search time of ABKS-UR and APK&nd fine-grainedness at the same time. Different from search
on a single secure index with different number of attributescheme [20] with predicate encryption, our scheme enables a
respectively. With the same number of system attributeffiexible authorized keyword search over arbitrarily-stawed



data. In addition, by using proxy re-encryption and lazy rg21] V. Goyal, O. Pandey, A. Sahai, and B. Waters, “Attribbtesed encryp-
encryption techniques, the proposed scheme is betterdsuite tion for fine-grained access control of encrypted dataPiac. of CCS

to the cloud outsourcing model and enjoys efficient USBS)
revocation. Moreover, we formally prove the proposed sahem

semantically secure in the selective model.
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APPENDIX

A. Security Definition for ABKS-UR

We first give the cryptographic assumption that our scheme
relies on.

Definition 2 (The DBDH Assumption [29])Leta, b, ¢, z €
Z, be chosen at random angd be a generator ofs. The
DBDH assumption is that no probabilistic polynomial-time
adversaryB can distinguish the tuplel = ¢*, B = ¢*,C =
g%, e(g, )2 from the tupled = g, B = ¢*, C = ¢°,e(g, g)*
with non-negligible advantage. The advantagd3ds defined
as follows,

|PT[B(A5B5 Ove(gvg)abc) = O]—Pr[B(A,B,C,e(g,g)Z) = O”

where the probability is taken over the random choice of the
generatorg, the random choice of,b,c, z in Z,, and the
random bits consumed b.

The semantic security game between an advergdaand a
challengers is defined as follows.
Init. The adversaryA submits a challenge access policy
GT, a version numbewer* and ver* — 1 attribute sets
{®P)Y < ,<per-—1 to the challenges.
Setup. The challenger B runs Setup\,N) to obtain
PK and MK for version 1. For each versiom €
{1, ...,ver* — 1}, B runs ReKeyGefi, M K). Then he pub-
lishes{rk(”} < <per—1 t0 A, whererk(®) is defined as the
re-encryption key set of versign Given {rk(")}1<,<yer—1,
the adversaryl is able to computé’ K for the corresponding
versionp + 1.
Phase 1.By submitting any keywordv € W, the adversary
A is allowed to request the challeng&ito generate trapdoors
of any version from 1 taerx polynomial times (in\). The
only restriction is that the attribute set associated wilche
trapdoor query submitted byl does not satisfy the challenge
access structur&’T'.
Challenge. Upon receipt of challenge keywordy,w; € W
of the same length from the adversad, B flips a ran-
dom coinp € {0,1} and get a challenge inde®, <«
EncIndex(PK,GT,w,), whereGT is the challenge access
structure andPK is of versionver*. B returnsD,, to A.



Phase 2.Same as phase 1.
Guess.Adversary.A submits his guesg’ of p.

Definition 3 (IND-sCP-CKA Security)The proposed
ABKS-UR scheme is IND-sCP-CKA secure if for all

probabilistic polynomial-time adversaryl, the advantage
Adva‘ND sCP—CKA

is negligible.
1

Ad,UINDfsCPchA .
A 2

= Prip’ = p]

Notice that the trapdoor query oracle in Phase 1 |mpI|C|tIE could compute t
includes the secret key query oracle, which may send th

partial secret key (see section IV) back to the adversamél

the adversary is allowed to obtain all the re-encryption keysalnd
he is able to update indexes, secret keys and trapdoors on hi§ denotesR(”)
own such that we do not let challenger answer these queries

in Phase 1 and Phase 2. Moreover, in the selective modeISlmuIatorB setsQ; = A%

in winning the semantic security gamey_-

S does not satisfyGT', a witness attributg € Z must exist.
Thus, eitherj € S andj = —j, or j ¢ S andj = j. Without
loss of generality, we assumez S andj = j.
Simulator B chooses randorgr; }1<1<_n € Zp. Setr;
a-b+r}-bandr; = r;-bif i # j. Denoter = S ri=ab+
i—1 ;-b. B definesu to be a random nubmarselected from
Z,. As suchQ is defined to beyy v v = g= XiLirib A —

B Zinimi A The Q component of the trapdoor is defined to

bex+u=0+ /\
By definingrk\”) = 1 whereval € {+,—} if i ¢ &
he followings for eaghe N for 2 < p <

our semantic security game allows the adversary to query aw

keywords at Phase 1 and Phase 2 as long as the attrltﬁjte

sets associated with the queried trapdoors do not satisfy
challenge access policyT'.
B. Security Proof for ABKS-UR

In what follows, we will prove ABKS-UR construction
IND-sCP-CKA secure.

Proof: The DBDH challenger first randomly choose$?: =g"

a,b,c,z € Z, and a fair coinv € {0,1}. It definesZ to be
e(g,9)™e if v = 0, ande(g, g)* otherW|se Then the simulator
Bis given a tuple(A, B,C, Z) = (g%, g%, g%, Z) and asked to
outputv. The S|mulat0ti3 now plays the role of challenger in
the following game.

Init. In this phase, simulatoB receives the Challenge access

structureGT = A, i, a version numbever* andver* — 1
attribute sets{tb(P)}lSpSUer*_l from adversaryA.
Setup. For PK of version 1, SimulatorB setsY to be
e(4, B) e(g,9)*, which implicitly definesy = a - b.
Choose random: = ¢ € Z,, and defineY”’ to bee(A, B)? =
e(g,9)¢"?. For each € N, B selects randomy;, 3;,vi € Zp,
and outputs the following public parameters.

Fori € I, Ty = g%, Tpyi = B%, To,yi = BV if i = i;
T, =B, Thyi = gBi', Topy; = B if 1 = —i.

Fors §é I, T, =B%, Thti = Bﬁi, Tont+i = g7,

For each attribute se®® 1 < p < wver* — 1, B
generates the re-encryption key(?) and the PK of that

version. For each attribute € &), rk( . Whereval €
{+, -1}, is randomly selected fror,,. TZ.("“) = (T Nkl
T = 1@ and T = T, if attribute i is
positive. Otherwisel*™" = 7, T+ — (Tl ))T’“(p)
and T/ 1Y = Téfllﬂ Then, for each ¢ (), setrk&) =1

and the remaining public parameters of versio# 1 are the

same with those of versiop. Finally, simulator3 publishes
Tk( <p’ {Tkz val}zECP(P) wale{+,— }> to A.

Phase 1.Without loss of generality, assume that adversdry
submits a keywordul and a setS C N to B for versionp,

wherel < p < wver* andS does not satisfyGT. B uses the
collision-resistant hash function to outpHt(w;) = h;. Since

= (1 Lkl ek
T(P; ( )rkO) rk@) rk(pfl) 7( (1) )1‘[”71 rk(”)
n+i n—+1 -
[102) vk ande[fZZ | G k“’
N J ab+T b )
R -g¥i R§p+>1 =g R§p+>1 =
J+1,
T A Tiu
M Eor; # 7, 1)2 €S8.Q; =B+ Rm = g‘*i'Rgp) ifieZni=
i Qi = g i = grecn® g GeTAhi=-i)VigTL
7‘ )\

Tiu

2) i §é8 QZ = B R :gﬂi-Rifli if i€ TAi= i

T u

b-B;-

= g 5l+7, |f
Similarly, letQ f; = A - _ g” oy
{sz}z;ég-we have 1y e 7. sz—g £F —gb% 2)i ¢ T.

Qfi = B% =g

Without loss of generality, assumiece SNZ andi’ = ¢'.

N
Ty A-hy

. For

’Yz_

o H(wy)

H (P o, (p)
SimulatorB setsQ; = B v =g~

Challenge. Upon receiving the challenge keywords, w,
from adversaryA, simulatorB flips a random coinu € {0,1}
and then encryptsy, with the challenge gatez7". From
the collision-resistant hash functiol, simulator 5 obtains
H(w,) = h,. For versionver* andi € I, D; is defined

ver* (ver*®) |
to be Co R f i =i and CPFuri " if § = —i. For
1 ¢ I, let D, = C7i. Wlthout loss of generallty, assume

- R(”” )
i/ € Z andi = ¢ such thatD; = o
BsetsD=C,D=ZandD = 2",
Phase 2.Same as phase 1.
Guess.AdversaryA submitsy’ of u. If v = 1, adversary4

Finally,

cannot acquire any advantage in this semantic security game

but a random guess. Therefore, we h@gu # p/'|v = 1] =
5- When p # p/, simulator B outputsz’ = 1, such that
Priy =vjv =1 =P =1lv=1=%1 1frv=0a
valid D is given to adversaryl. He can win this game with

non-negligible advantage Hence,Pr{u = pi/|v = 0] = § +e.
Whenu = ', simulator B outputs v/ = 0, we have
Prl) = vy = 0] = Prly/ = 0lv = 0] =  +e The

advantageAdvDBDH of simulator B in the DBDH game is
Priv =v]— 3 = Prl) = vl = 1]Prlv = 1]+ Pr[v/ =
V|V:O]PT[V:O]—%:%'%—l-(%—‘re)'%—% ¢ [
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