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Abstract—With the popularity of sensor-rich mobile devices (e.g., smart phones and wearable devices), Mobile Crowdsourcing
(MCS) has emerged as an effective method for data collection and processing. Compared with traditional Wireless Sensor
Networking (WSN), MCS holds many advantages such as mobility, scalability, cost-efficiency, and human intelligence.
However, MCS still faces many challenges with regard to security, privacy and trust. This paper provides a survey of these
challenges and discusses potential solutions. We analyze the characteristics of MCS, identify its security threats, and outline
essential requirements on a secure, privacy-preserving and trustworthy MCS system. Further, we review existing solutions
based on these requirements and compare their pros and cons. Finally, we point out open issues and propose some future

research directions.
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1 INTRODUCTION

ITH the rapid development of mobile and commu-

nication technologies, mobile and wearable devices
have become an indispensable part of people’s daily life.
Nowadays, mobile devices are usually equipped with
abundant sensors, which allows them to collect various
types of data such as image/voice/video, location, and
ambient information. The powerful computing capabili-
ties that come with today’s mobile devices allow them to
perform many complex computing tasks, such as
MapReduce-based parallel data processing. Moreover,
advances of communication technologies such as 5G cel-
lular networks, Wi-Fi, and Bluetooth, offer mobile devices
direct connectivity to the Internet to exchange data at
high speed at any time and anywhere.

Mobile Crowdsourcing (MCS) has emerged as a popular
and effective method for data collection and data pro-
cessing by utilizing the sensing, communication and com-
puting capabilities of the widely available mobile devices.
It combines the concepts of crowdsourcing and mobility. A
MCS system is open to mobile devices to participate in any
sensing and computing tasks. It allows outsourcing a com-
plex task that is usually difficult to be completed by a sin-
gle computer or a group of people to an unspecified group
of mobile devices. MCS that involves human intelligence,
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called human-assisted MCS, is an effective method to per-
form tasks that are easy for humans but remain difficult for
machines. Human-assisted MCS can help build collabora-
tive intelligence between human and machines.

In recent years, MCS has attracted much attention from
both academia and industry. Many MCS applications have
been developed [1-31] and are used for environment moni-
toring [2, 4], infrastructure monitoring [3, 10, 11], quality-
of-experience analysis [8, 9], surface perception [5], and
public safety [7]. In parallel to MCS applications, there are
some studies aiming at improving the energy-efficiency in
MCS [32, 33]. For instance, Lane et al. [33] proposed Piggy-
back Crowd Sensing (PCS), which tried to reduce the over-
head of data collection by exploiting Smartphone App Op-
portunities.

MCS has a number of advantages over traditional Wire-
less Sensor Networks (WSN). First, MCS system saves the
extra cost of installation and maintenance of new hardware
infrastructure by leveraging the widely distributed mobile
devices for data collection and processing. Therefore, its
deployment and operation cost is lower than WSN. Se-
cond, the sensing devices in MCS are mobile and can pro-
vide a wider coverage than WSN. Third, MCS can perform
instant data collection in a more flexible and cheaper way
than WSNs. For example, in the application of urban traffic
monitoring, it could be costly to deploy sensors that can
cover a whole transportation network. This problem can be
easily solved with MCS, due to the ubiquity of mobile de-
vices. Fourth, MCS can be easily applied to sense big and
temporary data. Massive data could be generated via MCS,
thanks to the system scalability. For those tasks that need to
collect data from a certain area just once, deploying sensors
is costly and unnecessary. In contrast, MCS can conduct
data collection in a convenient and self-organized manner
in such scenarios. Finally, MCS provides a way to involve
and utilize both human and machine intelligence.
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In spite of the great benefits that MCS gains, it still faces
a number of serious problems in terms of security, privacy
and trust. First, the nature of openness and mobility leads
to the situation where it is easy to behave selfishly and
raise attacks. This would cause serious security threats in
MCS, such as eavesdropping and monitoring, collusion,
tampered data uploading, and so on. Second, privacy is a
crucial issue in MCS. The data collected via MCS may con-
tain plenty of sensitive information about mobile users,
which is directly related to user privacy. This gives chances
for attackers to infer user private information from the col-
lected data. For example, some MCS applications collect
GPS fixes or cellular network IDs, from which a user’s loca-
tion and his/her physical activities can be inferred [114].
Besides, the privacy of a MCS service requestor may also
be endangered because the task he/she requests may relate
to some sensitive information. Third, data trust is a big is-
sue in MCS. The openness of MCS offers almost all mobile
users an opportunity to participate in MCS activities. As a
result, the workers in MCS may be unreliable and vary in
terms of ability, honesty, dependability, loyalty and so on.
Accordingly, the data generated by different workers also
vary in terms of trustworthiness that concerns data quality
and reliability. If the above-mentioned security, privacy and
trust issues cannot be well solved, they may severely hin-
der the adoption of MCS applications.

In this paper, we review the existing studies in the area
of MCS security, privacy and trust by analyzing the char-
acteristics of MCS, specifying its security threats, and then
summarizing the requirements for achieving a secure,
privacy-preserving and trustworthy MCS system. Fur-
thermore, we use the proposed requirements as a meas-
ure to thoroughly review existing solutions in the litera-
ture in order to figure out open research issues and pro-
pose future research directions. Although there are al-
ready several surveys on the security, privacy or trust in
MCS [113-120, 123]. They mostly concentrate on a single
aspect. None of them offers a comprehensive overview and
analysis on the state-of-the-art solutions taking into ac-
count security, privacy and trust at the same time. They
mainly investigated technologies for solving security prob-
lems and discussed MCS challenges. Differently from the
existing surveys, we comprehensively consider the securi-
ty, privacy and trust issues in MCS. We define security, pri-
vacy and trust requirements, and use them to evaluate the
existing solutions. In the sequel, we find several open is-
sues and some future research directions for building up a
secure, privacy-preserving, and trustworthy MCS system.
Specifically, the contributions of this survey can be summa-
rized as below:

*  We analyze the specific characteristics of MCS, explore
its potential threats in terms of security, privacy and
trust, and specify the requirements on a secure, privacy-
preserving and trustworthy MCS system.

*  We review the current literature about MCS security,
privacy and trust countermeasures by analyzing and
comparing their advantages and disadvantages accord-
ing to the proposed requirements.

*  We further figure out a number of open issues and pro-
pose some future research directions to motivate re-
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search on MCS security, privacy and trust.

The rest of the paper is organized as follows. Section 2
briefly introduces the specific characteristics and system
architecture of MCS. We compare MCS with WSN to give a
deep insight into MCS. In Section 3, we analyze potential
threats in terms of security, privacy and trust in MCS, and
investigate the special requirements for building up a se-
cure and trustworthy MCS system with required privacy
preservation. In Section 4, we comprehensively review the
state-of-art of countermeasures in MCS by applying the
requirements as a measure to analyze their performance,
effectiveness and comprehensiveness. Furthermore, we
discuss open issues and future research directions in Sec-
tion 5. Finally, a conclusion is presented in the last section.

2 OVERVIEW OF MCS

2.1 Application Scenarios and User Cases

MCS can be applied into different application scenarios.
Herein, we classify it into the following categories based on
the properties of a crowdsourcing task and whether human
assistance is needed.

Mobile crowd computing: Mobile crowd computing
leverages spare computing power of mobile devices to
complete a computing task. Nowadays, mobile devices are
powerful in terms of computing capability and data trans-
mission. Therefore, it is possible to outsource a computing
task to mobile devices and collect their computing results
via various networks.

Mobile crowd sensing: Mobile crowd sensing is the
most popular MCS system. It utilizes mobile devices as
sensors to collect information about environments, infra-
structures, and mobile users. It is widely applied in per-
sonal data collection, e.g., personal health data, and in en-
vironment monitoring, e.g., noise, weather and pollution.

Human-assisted  crowdsourcing: = Human-assisted
crowdsourcing aims to utilize human intelligence to finish
a certain task. A typical example is image annotation, in
which mobile users help finish a labeling and classification
task. It could well solve a problem that remains challenging
for computers.

2.2 System Architecture of MCS

2.2.1 System Model

Generally, there are three main parties in a MCS system,
namely MCS Service Provider (SP), end user and MCS
worker, as shown in Figure 1.

MCS Service Provider: MCS SP could be played by an
organization or a corporation that provides a platform for
crowdsourcing. It accepts service requests from MCS end
users, deals with the requests, selects proper MCS workers,
and assigns relevant tasks to them. After receiving ex-
pected data or computing results from the workers, MCS
SP would aggregate them and deliver a final result to the
MCS end users. To build a practical MCS platform, the
MCS SP needs a mechanism that guarantees the quality of
data or computing results with a low cost. An MCS SP
could be acted by a single or a group of mobile users, who
receive the task requests from the same or other mobile
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users and find a worker group to finish the task.

MCS End User: MCS end users are the users of MCS
services. They request services offered by the MCS SP with
a certain cost. An end user could be an individual or organ-
ization that lacks an ability to perform a certain computing
or data collection task.

MCS Worker: MCS workers are the mobile users who
participate in crowdsourcing and perform the assigned
tasks. There are mainly two kinds of workers, namely,
computing workers and sensing workers. The difference
between them lies in the different tasks they perform. The
computing workers act as computing nodes to perform
computing tasks and upload their computing results to SP.
SP normally aggregates and processes the computing re-
sults in order to provide a final result to end users. The
sensing workers act as sensors to collect data.

Figure 1 shows an architecture of MCS. Herein, we clas-
sify MCS into three categories according to their architec-
ture, namely, MCS with a centralized server, MCS with
distributed servers, and fully distributed MCS. Generally,
MCS is built with a centralized architecture, where SP is a
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Fig. 1. System Architecture of MCS

server that collects data from workers and delivers data
processing results to end users. This architecture usually
suffers from single point failure or security attacks target-
ing at the central server. As a result, MCS with distributed
servers was proposed [35, 36]. In [35], several decentralized
servers cooperate to provide data storage or processing
services. In the third category, fully distributed MCS, both
SPs and workers are served by mobile devices. It is possi-
ble that a mobile end user directly requests data from other
mobile devices without getting any SP involved.

2.2.2 Procedures of MCS Activities

To give an insight into how a MCS system works, we give a
brief introduction to its workflow. Firstly, an end user
sends a request to an SP to initiate a task. After receiving
the request, the SP analyzes the properties and require-
ments of the task. Based on the analysis, it divides the task
into a number of subtasks, selects a dynamic group of mo-
bile users as workers, and assigns the subtasks to them.
The assignment of subtasks is determined by the require-
ments of the task. Worker selection and task allocation are

based on the properties of workers, such as their abilities,
locations, interests, etc. After receiving the assigned tasks,
the workers perform the tasks and return their working
results to the SP. The SP stores the received data or compu-
ting results, processes them and then presents the final re-
sults to the end user. Concerning the openness of MCS,
there exist trust issues on both the workers and the data or
computing results provided by them. Therefore, a trust
management mechanism is usually needed in order to
provide a reliable MCS service. From the above descrip-
tion, we can see that a practical and reliable MCS system
should include the following procedures, as shown in Fig-

ure 2.

*  Worker Selection and Task Assignment: This process
selects a group of mobile users as workers and assigns
the task to them. To provide a high-quality MCS ser-
vice, it is important to guarantee the reliability and
trustworthiness of workers. The requirements of a task
should also be considered. Due to privacy and security
concerns, or lack of interests, mobile users may be un-
willing to participate in MCS activities. Therefore, an
incentive mechanism is usually applied to attract more
workers. In some designs, SPs encourage mobile users
to serve as workers by offering them monetary rewards
or extra services. A reasonable and effective worker se-
lection and task assignment scheme should fulfill the
following requirements. First, worker selection and task
assignment should fulfill the requirements of the task,
with regard to, for example, the number of workers and
the coverage of their geo-locations. Second, the selec-
tion should guarantee high reliability, abilities, and
trustworthiness of workers. Third, the worker selection
process should ensure fairness. Both the SP and the
workers should follow a predefined protocol and
should not break their commitments. The SP should not
forge selection results or the amount of payment, while
the workers should not deny the workload they have
committed to. Fourth, in this procedure, workers are
probably required to upload some personal infor-
mation, such as sensor types, computing capabilities,
and etc. The uploaded personal information should be
carefully protected from being leaked to attackers. Fifth,
the scheme could be able to resist several attacks, such
as forging and collusion.

* Data Sensing and Processing by Workers: In this step,
MCS workers sense data or process data locally. In
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Fig. 2. MCS procedures
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some cases, the workers are requested to perform some

computing tasks. In other cases, the sensed data may

contain redundant information that is not needed by a

task. This not only generates extra computing and

communication overhead, but also increases the possi-
bility of privacy leakage. Therefore, even for data collec-
tion tasks, the data should also be processed locally to
exclude redundant information to a certain extent, and
to protect the private information that the data contains.

e Data Reporting: In this procedure, the data generated
by the workers is transmitted to the SP via various
types of wireless networks. This procedure faces several
challenges in security, privacy and trust. The transmit-
ted data may be highly related to the privacy of work-
ers, and may suffer from several attacks such as eaves-
dropping and data tampering. Therefore, this process
should guarantee the security and confidentiality of
sensed data. SP should authenticate the provenance of
data. The validity and the trust of data contributors
should also be verified.

* Data Processing by SP and Presentation: After receiv-
ing the reports from the workers, SP processes the data
and finally generates the results according to the re-
quirements of the end users. In most cases, SP is re-
sponsible for evaluating the quality of data generated
by workers to ensure high Quality-of-Service. Since
both SP and end users may be curious about workers’
privacy, data processing should be performed in a pri-
vacy-preserving way. In addition, the final result pre-
sented to the end users should minimize the disclosure
of worker privacy. Typical data processing in MCS in-
cludes truth discovery, quality evaluation, information
fusion, data aggregation, data mining, and etc.

Apart from the above four procedures, trust manage-
ment is also an important part of the MCS system. Trust
plays an important role in a MCS system, due to uneven-
ness and unreliability of MCS parties. A trust mechanism
measures the trust of mobile workers, and therefore is use-
ful for worker selection and task assignment. In MCS, trust
with impact of multiple factors (such as capability and
honesty) should be considered. Therefore, it is necessary to
measure the factors that influence trust, and to aggregate
them to evaluate trust in a proper and accurate way.

2.3 Characteristics of MCS

MCS integrates the concepts of mobility with crowdsourc-
ing. It is similar to WSN in the way that both of them can
be applied for data collection. However, compared with
WSN, MCS owns several special characteristics. In what
follows, we summarize them and analyze MCS'’s differ-
ences from WSN.

2.3.1 MCS vs. WSN

Compared with WSN, the main difference is that MCS re-
lies on mobile devices as sensors and utilizes existing
communication networks for data collection and transmis-
sion. In this way, the deployment cost is pretty low. MCS is
more flexible than WSN with regard to worker selection,
because MCS can select any mobile devices in a sensing
area based on the underlying requirements. However, this

2327-4662 (c) 2017 IEEE. Translations and content mining are permitted for academic research only. Personal use is also permitted, but republication/redistribution requires IEEE permission. See

IEEE INTERNET OF THINGS JOURNAL, MANUSCRIPT ID

may result in involvement of distrusted mobile devices,
and the data sensed is probably unreliable. Besides, how to
encourage the participation of mobile users is also a practi-
cal problem in MCS. Specifically, MCS allows the involve-
ment of human intelligence, which normally cannot be
provided by WSN.

2.3.2 Special Characteristics

Based on the above description and analysis, we summa-

rize the characteristics of MCS as below.

* Openness: MCS is an open system that relies on the
participation of mobile devices in data sensing or com-
puting. Any mobile devices can participate as workers,
and they do not need to belong to any MCS platform or
owned by any SPs. Hence, malicious workers are not
prevented from joining any MCS tasks. They may per-
form attacks to harm the privacy and security of SP, end
users and other workers. Moreover, distrusted data or
false data may be inserted by unreliable or malicious
workers. As a result, it becomes essential to conduct ac-
curate trust evaluation on workers and the collected da-
ta.

e Unreliability: Unreliability is mainly caused by the
openness of MCS. Workers differ from each other in
terms of trust (e.g., ability, availability, reliability and
honesty). The unreliability may further result in the un-
trustworthiness of the collected data or the processing
results. In addition, worker of low reliability is easier to
be controlled by attackers, thus harming the whole
MCS system.

* Mobility and Dynamic Topology: The workers in MCS
are mobile in nature. In a fully distributed MCS archi-
tecture, SP is also served by mobile devices. In this sce-
nario, the topology of MCS becomes extremely com-
plex. The mobility and dynamic topology makes work-
er management very challenging. Moreover, it also has
a negative impact on key management in many cases.
For example, in MCS-based cyber networking, frequent
changes of base stations would cause changes of securi-
ty parameters, such as keys and certificates.

* Network Heterogeneity: Data in MCS can be uploaded
to SP via various networks, such as 3G/4G/5G cellular
networks, Wi-Fi, Bluetooth, and so on. Although this
feature offers mobile devices multiple opportunities to
connect to the SP in MCS, it also increases the risks of
security, privacy and trust. First, malicious nodes can
perform several security attacks in certain kinds of net-
works. For example, it is easier to perform jamming at-
tack in Mobile Ad-hoc Networks (MANETs). Second, it
increases difficulty in trust evaluation on data, since da-
ta transmitted through different networks suffers dif-
ferent interference. Therefore, they should be dealt sep-
arately when evaluating data trust. Third, security pro-
tocols vary in different networks. It is necessary to solve
the problems caused by different protocols when the
underlying network changes.

* Data Massiveness and Diversity: Compared with tra-
ditional online crowdsourcing and WSN, MCS can be
applied in various applications and scenarios. The pop-
ularity of mobile devices and network heterogeneity of
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MCS makes it possible to collect massive amount of da-
ta. The massiveness and diversity of data in MCS
makes data processing more complicated in MCS than
in other systems. It affects both data trust and worker
trust. The massiveness and diversity increases the diffi-
culty of data processing, and makes it hard to get accu-
rate truth discovery result. As a result, the final result
presented to end users may be deviated from the real
truth. On the other hand, insufficient computing ability,
data massiveness and data diversity make it impossible
to verify the accuracy of final results. Since worker trust
is related to trust of the data he/she contributed, the
hardness of accurate data trust evaluation has a nega-
tive impact on worker trust evaluation. Besides, various
data is likely to expose private information of workers,
and thus harms the privacy of workers.

3 REQUIREMENTS ON SECURITY, PRIVACY AND
TRUST

3.1 Concepts of Security, Privacy and Trust

Security means protecting collected data and MCS sys-
tems from unauthorized access, use, disclosure, disrup-
tion, modification, destruction, and etc. A secure MCS
system should be able to resist security attacks, protect
the collected data and processing results from leaking to
unauthorized parties, and maintain the normal functions
of the whole system.

However, it is not enough to guarantee the security of
MCS only. Even if a system has proved to be secure, it
may still leak some private information to others. For ex-
ample, if an end user publishes his task without any pro-
tection, the privacy of end users may be harmed. Apart
from security, a practical MCS system should also pre-
serve the privacy of both end users and workers. Privacy
usually means the ability of an entity to determine
whether, when, and to whom the information about the
entity is to be released or disclosed. Compared with secu-
rity, privacy pays more attention to the protection of pri-
vate information. Security helps improve privacy, but
cannot guarantee privacy.

Trust can be seen as the confidence, belief, and expecta-
tion regarding the reliability, integrity, ability, and other
characteristics of an entity [128]. In MCS, trust can be di-
vided into worker trust, SP trust and collected data trust.
A worker with high trust should be of high computing
and communication abilities, reliable, trustful and should
behave honestly. High data trust requires data to be accu-
rate and trustworthy enough. Trust helps provide high-
quality services and attract users.

3.2 Threat Analysis

As mentioned above, MCS faces serious problems in terms
of security, privacy and trust. All above issues relate to the
three types of system parties in MCS, e.g., the privacy of
both end users and workers. In what follows, we go
through the main threats in terms of security, privacy and
trust in MCS.

3.2.1 Security Threats

Messages transmitted in MCS could contain sensitive in-
formation about end users and workers. Therefore, it is
necessary to protect data or computing results from attack-
ers or malicious parties. However, most devices in MCS are
still constrained in terms of computing and communication
capabilities. Besides, open wireless channel and distributed
nature make it easy for attackers to perform eavesdropping
and monitoring attacks. Even worse, as an open system, it
is inevitable to include some selfish or malicious workers,
which may perform various attacks and destroy the normal
function of the system. Outsourcing a task to an unspeci-
fied or randomly generated group makes the management
of workers very difficult. To better illustrate the security
issues in MCS, we summarize potential security attacks in

MCS and list them in Table 1.

TABLE 1

POTENTIAL SECURITY ATTACKS IN MCS

Potential Attacks Description

Eavesdropping. The unauthorized real-time interception of
messages that should be transmitted confi-
dentially, such as collected data, personal
information, etc.

Free Riding At- The free riding attack refers to that a worker

tack receives a payment but devotes no effort to
the completion of a task.

Sybil Attack A malicious worker may launch multiple
identities and then perform attacks, such as
uploading false data to interfere the judge-
ment of SP.

False Data Up- A worker uploads outdated, tampered or

loading even fake data to SP.

Tracking An attacker collects location based reports of

False Personal
Information Up-
loading

Impersonation
Attack

Worker Selection
Forging

Worker Reward
Forging

DoS/DDoS At-
tack

workers and tries to decide their precise
locations or trajectories.

In the process of worker selection and task
assignment, a mobile user uploads false
information with regard to ability and re-
sources, etc., intending to be selected as a
worker.

A malicious worker pretends to be another
valid worker to upload false data or perform
other misbehaviors.

SP breaks its commitment and falsely selects
workers by disobeying a predefined proto-
col.

SP breaks its commitment and falsely deter-
mines the amount of reward for a selected
worker.

DoS attack is a kind of attacks that harm the
availability or dependability of a MCS ser-
vice. If it is performed in a distributed way, it
is DDoS attack.
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Collusion One party in MCS colludes with another one
to pursue their own benefits or to achieve a
certain goal. In MCS, there are mainly three

kinds of collusion:

1. SP colludes with end users to determine a
low reward for workers;

2. SP colludes with workers to generate a
result with low quality for end users, or to
forge worker selection results and worker
rewards in order to reduce its cost;

3. Workers collude with each other to gener-
ate false data or repeated data.

3.2.2 Privacy Threats

Threats to Data Privacy of Workers. The privacy issues
concerning the workers are serious. One basic issue is
sensed data privacy. MCS can be used to collect knowledge
and environmental information surrounding workers as
well as the information about their physical and social ac-
tivities. Obviously, the data sensed by the workers proba-
bly contains private information. The exposure of these
data would certainly harm the privacy of the workers.
Some collected information, such as heartbeat rates and
fingerprints, is related to the workers’ privacy directly.
Apart from sensed data privacy, some environmental in-
formation sensed by the workers can be utilized to infer
extra information about their preference. For example, the
pictures and audio samples may include unique features,
which may reveal fine-grained details about the workers,
such as user trajectory and preference. Another typical ex-
ample is to obtain personal information from imaging data
directly or through further inference, since images usually
contains most sensitive information about participants,
such as their appearance, location, and environment. Nota-
bly, the data privacy can be threatened in many ways. In
MCS, data are first sensed by workers and transmitted to
SP. The SP would store and process the data and then pre-
sent the final results to the end users. The wireless commu-
nication channel makes it easy for the adversaries to moni-
tor or eavesdrop the transmitted data. Illegal access to the
collected or processed data at the SP may also harm data
privacy.

Threats to Personal Information Privacy of Workers.
Another privacy issue is about the personal information
privacy of workers. Herein, personal information means

IEEE INTERNET OF THINGS JOURNAL, MANUSCRIPT ID

the information about location, workload, computing abil-
ity and communication capacity, etc. that is uploaded to SP
in the worker selection procedure, which is requested by
SP for selecting proper workers. Personal information pri-
vacy requires protecting the uploaded information from
leakage.

Threats to Task Privacy of End Users. The privacy of a
MCS service requestor may also be endangered because the
task he/she requests may reveal some sensitive infor-
mation. For the end users, the privacy issues are mainly
caused by the potential privacy leakage from their task
descriptions. The attackers can utilize the task information
to deduce valuable information about the end users. Nota-
bly, outsourcing a task to a dynamic group of workers
without effective protection could greatly impact the priva-
cy of the end users. For example, if an end user publishes
crowdsourcing tasks that can only be fulfilled by psycholo-
gists, SP may infer that this end user may suffer from some
psychological diseases. Therefore, the MCS system should
guarantee identity privacy and task privacy for end users.

3.2.3 Trust Threats

MCS faces trust threats in terms of worker trust and data
trust, as well as SP trust. The worker trust threat is mainly
caused by the intrinsic openness of MCS. Some workers
may behave selfishly or maliciously and raise attacks by
considering their own profits. Due to openness, workers in
MCS usually vary in computing abilities, communication
capacities, sensor types and reliability, etc. Lowly trusted
workers, poor reliability, low computation capability and a
poor communication environment could negatively impact
the quality of collected data and result in low data trust.
Therefore, the threats caused by both worker trust and data
trust should be paid attention to. SP trust is another im-
portant issue. In the centralized server architecture, SP trust
is similar to cloud computing trust. In terms of a distribut-
ed server architecture or a fully distributed architecture, SP
trust becomes a more challenging issue due to the nature of
mobility, dynamicity and ubiquity of mobile SP in MCS.

In Table 2, we summarize the potential attacks and the
threats to security, privacy and trust in MCS based on its
working procedures to conclude the above analysis.

TABLE 2
ATTACKS AND THREATS IN EACH PROCEDURE OF MCS

Procedures Attacks and Threats
Security Related Privacy Related Trust Related
False Personal Information
Worker Selection and Uploading; Threat to Personal Information Privacy; Threat to Worker Trust
Task Assignment Sybil Attack; Threat to Task Information Privacy Threat to SP Trust
Worker Selection Forging
Data Sensing and Free Ridding Attack: Threat to Personal Information Privacy; Threat to Worker Trust
Processing by Worker & ! Threat to Data Privacy Threat to Data Trust
False Data Reporting;
. Sybil Attack; Threat to Personal Information Privacy; Threat to Worker Trust
Data Reporting Xl”racking; Threat to Data Privacy Y Threat to Data Trust
Impersonation Attack
Data Processing by Various Attacks on a Single Threat to Personal Information Privacy; Threat to Worker Trust
SP System Party (DoS/DDoS) Threat to Data Privacy Threat to Data Trust
Threat to SP Trust
Trust Evaluation and Impersonation Attack; Threat to Personal Information Privacy; Threat to Worker Trust
Management False Personal Information Threat to Data Privacy Threat to Data Trust
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2327-4662 (c) 2017 IEEE. Translations and content mining are permitted for academic research only. Personal use is also permitted, but republication/redistribution requires IEEE permission. See



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2017.2765699, IEEE
Internet of Things Journal

FENG ET AL.: A SURVEY ON SECURITY, PRIVACY AND TRUST IN MOBILE CROWDSOURCING 7
Uploading; Threat to SP Trust
Sybil Attack
TABLE 3

REQUIREMENTS ON SECURITY, PRIVACY AND TRUST IN MCS

Security Lev-

Target Threats and Attacks

Definition
el
Threat to Data Privacy;
C/1 B Any transmitted messages should be protected from Threat to Personal Information Privacy;
eavesdropping and tampering. Threat to Task Information Privacy;
Eavesdropping.
Threat to Worker Trust;
The identity or validity of a message sender should be Sybil A‘tt‘ack;
Au - R Free Riding Attack;
authenticated. :
Impersonation Attack;
DoS/DDoS Attack.
The scheme can detect or resist misbehaviors of SP, e.g., Threat to SP Trust;
. worker selection forging, and can resist all kinds of col- Worker Selection Forging;
High (H) . .
lusions. Worker Result Forging;
Collusion.
The scheme can detect or resist misbehaviors of SP, and Threat to SP Trust;
ST Medium (M) can only resist some kinds of collusions listed in Table 1. | Worker Selection Fo.rging;
Worker Result Forging;
Collusion.
The scheme can detect or resist the misbehavior of SP, Threat to SP Trust;
Low (L) but fails to resist collusion attacks. Worker Selection Forging;
Worker Result Forging.
The worker trust is evaluated by comprehensively con-
sidering most of trust impact factors, such as worker Threat to Data Trust;
High (H) ability (including reliability, computing capacity, etc.), Threat to Worker Trust;
sensed data trust, historical behavior trust, user prefer- Collusion.
WT ence, etc.
. . . . Threat to Data Trust;
Medium (M) One or two influencing factors are considered. Threat to Worker Trust.
Low (L) Only part of a single factor influencing worker trust is Threat to Data Trust;
considered. Threat to Worker Trust.
The scheme considers most of the factors that influence Threat to Data Trust;
High (H) data trust, such as network reliability, worker trust, Threat to Worker Trust;
worker ability, etc., and can resist false data uploading. False Data Uploading.
DT Medium (M) The scheme considers most of the factors influencing Threat to Data Trust;
data trust, but cannot resist false data uploading. Threat to Worker Trust.
Low (L) Data trust is guaranteed by providing user trust, and Threat to Data Trust;
only part of trust influencing factors are considered. Threat to Worker Trust.
Personal information trust should be provided by dis-
PT - couraging false personal information uploading and False Personal Information Uploading;
encouraging workers to upload real information.
Personal . . L Threat to Personal Information Privacy;
Information The privacy co?cerns personal information in the pro- Tracking;
K cess of task assignment. .
Privacy (PP) Eavesdropping.
. Threat to Data Privacy;
Data Privacy . K
Pr (DP) The privacy concerns data sensed or computed. Tracking; A
Eavesdropping.
Task Privacy The privacy concerns the task information related to end | Threat to Task Privacy;
(TP) users. Eavesdropping.
Identity Pri- The privacy concerns the identity information of work- Threat to Personal Information Privacy;
vacy (IP) ers. Eavesdropping.
A/D | - The system could survive when being attacked or in a Threat to Data Trust;
poor environment. Threat to SP Trust;
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Threat to Worker Trust;
Threat to SP Trust;
Neither SP, end users, nor workers can deny the message | Threat to Worker Trust;
Nr -- that has been sent by them and the commitment they False Data Uploading;
have promised. False Personal Information Uploading;
Worker Selection Forging.
Threat to SP Trust;
Malicious or distrusted system parties should be exclud- reatto rus
Re -- Threat to Worker Trust;
ed from the MCS system.
Threat to Data Trust;
Selecti Threat to SP Trust;
clection . The worker selection results can be verified to guarantee reatto .rus .
Result Verifi- K K Worker Selection Forging;
K the fairness and correctness of selection. .
cation (SV) Collusion.
P .
v Rroceifs\llng i The processing results performed by SP can be verified Threat to SP Trust;
esult Verifi-
cation (PV) with regard to its quality and correctness. Collusion.
Reward Issu- | SP should follow a pre-defined protocol to determine the | Threat to SP Trust;
ing Verifica- reward for each worker, which can be verified by work- Worker Reward Forging;
tion (RV) ers in some way. Collusion.
Only eligible parities that satisfy certain requirements Threat to Data Privacy;
AC - can access collected data, uploaded worker personal Threat to Personal Information Privacy;
information, task information or data processing results. | Threat to Task Privacy.

3.3 Requirements

Driven by the above threats analysis, we propose a num-
ber of requirements with regard to the security, privacy
and trust of a MCS system for the purpose of overcoming
the potential attacks and security threats.
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Confidentiality and Integrity (C/I): Confidentiality and
integrity are two basic properties that a secure system
should fulfill. In a secure MCS system, collected data,
computing results, task information and personal in-
formation should all be protected from eavesdropping,
modification and leakage. The illegal reuse of historical
data as up-to-date one should also be prevented. In
MCS, the messages are transmitted via wireless chan-
nels, which are easy to be eavesdropped by attackers.
Therefore, it is necessary to guarantee data confidential-
ity and integrity to resist eavesdropping attack and pro-
tect data from being tampered.

Authenticity (Au): Authenticity is a key to resisting
many identity-based attacks, such as Sybil attack and
impersonation attack. The MCS system should be able
to verify that the data reports are from a valid worker
that the sender declares. To provide authenticity, both
provenance authentication and identity authentication
should be offered. As an open system, MCS allows all
kinds of mobile devices to participate in. Hence, there
may exist selfish and even malicious workers or end
users. Authentication helps exclude invalid and dis-
trusted workers from a certain task, and guarantees that
the data are generated from a preselected worker
group, which helps improving data quality. Authentica-
tion on end users can deny some malicious tasks re-
quested by attackers.

Worker Trust (WT): Worker trust represents the confi-
dence on a worker with regard to its dependability, abil-
ities (computing abilities, communication abilities, sen-
sor abundance, etc.), reliability, worker preference,
worker expertise, and availability of sensors, reputa-
tion, worker honesty and loyalty. We expect that the

workers selected for a task should be of high trust. In
MCS, trusted workers should not only perform honest
behaviors, but also fulfill the requirements of a certain
task with high quality. To accurately evaluate a work-
er’s trust, many influencing factors, such as worker de-
pendability, reliability and worker abilities should be
holistically considered. Worker trust authentication can
greatly help identifying selfish or malicious workers
and thus support high quality MCS services.

SP Trust (ST): In MCS, SP is expected to be trusted and
to perform its duties honestly. SP should select workers
and calculate the reward for workers according to pre-
defined protocols. On the other hand, the processing on
the data collected from workers should be of high trust
and the final result provided to end users should be of
high quality. It requires that SP does not forge worker
selection result, worker result or final results to obtain
benefits.

Data Trust (DT): Data trust means that a MCS system
should have the ability to figure out whether the col-
lected data or computing results are trustworthy and
the data with low trust is excluded. SP should also be
able to deal with the data with low reliability so that the
final result presented to end users is reliable and trust-
worthy. As aforementioned, sensed data in MCS varies
in reliability, and cloaked or fake data may be generated
by selfish or malicious workers. This requirement is
important to deal with the data with low reliability and
helps providing sound MCS services.

Personal Information Trust (PT): Personal information
is usually requested by SP for worker selection. In re-
ward based worker selection and task assignment
schemes, it influences the reward amount of a worker.
Therefore, workers have incentive to upload false in-
formation to get more benefits. Therefore, personal in-
formation trust should be ensured to block false per-
sonal information uploading, and to encourage workers
to upload real information.

http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2017.2765699, IEEE

Internet of Things Journal

FENG ET AL.: A SURVEY ON SECURITY, PRIVACY AND TRUST IN MOBILE CROWDSOURCING

e Privacy (Pr): Privacy requires that private information
should not be leaked. In MCS, the privacy of both
workers and end users should be considered. In MCS,
the privacy includes the following three aspects: task
privacy of end users, personal information privacy of
end users and workers, and privacy of the collected da-
ta. Moreover, the privacy of the worker’s identity is also
very important. Identity information is directly related
to the worker privacy. The data collected by the work-
ers or its type can be used to infer sensitive information
about them. The privacy of workers can be divided into
data privacy, identity privacy and personal information
privacy. Most MCS services gather data around mobile
workers themselves, which may reveal information
sensitive to their privacy. Adversaries can extract per-
sonal information about workers, such as location in-
formation, trajectory, and preference by analyzing the
data. Though data privacy is the most important part of
privacy, the privacy of personal information that is re-
quested in worker selection and task assignment (i.e.,
tasking) is also important and should be preserved. An-
other privacy issue in MCS is about the privacy of end
users. The task information specified by the end users is
probably related to their privacy. To support this re-
quirement, the messages transmitted in the network
should be protected to resist leakage of private infor-
mation or data.

* Availability and Dependability (A/D): Availability and
dependability ensure survivability of MCS services to
end users. The MCS services should be available even
under Denial-of-Service (DoS) or Distributed Denial-of-
Service (DDoS) attacks or in a poor communication en-
vironment. However, compared with traditional net-
works, MCS service should also be of high quality to
well support A/D. That is, the final results presented to
end users should be reliable enough. Both intermittent
availability of MCS services and low-quality final out-
put provided by a certain MCS SP may irritate end user
experiences and thus hinder MCS adoption in practice.

* Non-Repudiation (Nr): Usually, non-repudiation
means that no party can deny the message it has sent.
In MCS, for a worker, it means that the worker cannot
deny the data it has provided and it should not deny
the commitment to the task it has promised to per-
form. In terms of MCS SP, non-repudiation means that
it cannot deny the payment it has promised to offer to
the worker. For an end user, it should also not be able
to deny the task it has issued to SP. Non-repudiation
can benefit to resist impersonate attack and the threats
related to data transmission security, and help in
maintaining the normal functions of the MCS system.

* Revocation (Re): Any workers or users should be ex-
cluded from MCS in time if they are detected as mali-
cious, ineligible, harmful or invalid. This could help re-
sisting DoS/DDoS attacks by preventing invalid mobile
users from participating in MCS activities. Besides, it al-
so helps improving the efficiency of worker selection
due to the fact that only trusted workers should be in-
volved into task fulfillment.

* Verifiability (V): Verifiability means that the worker

selection result, the issued rewards and the final results

presented to end users can be verified in some way by

workers or end users or public. That is, Selection Result

Verification (SV), Processing Result Verification (PV),

and Reward Issuing Verification (RV) should be consid-

ered in MCS. On one hand, a method should be offered
to end users to verify the correctness or evaluate the
quality of the final results. On the other hand, in the
process of task assignment, workers should be able to
verify worker selection is fair and rewards are issued in

a predefined and agreed way. Verifiability helps judg-

ing whether SP obeys the predefined protocols and

checking the correctness of final crowdsourcing results.
* Access Control (AQ): For end users, they usually hope

that the task information is only disclosed to valid

workers, since it contains their sensitive information.

Although workers agree to upload sensed data to SP,

they may not be willing to disclose these data to others.

Therefore, SP should deny any illegal access to the

sensed data. A fine-grained access control mechanism

can well solve this problem by allowing valid devices to
access relative data based on the access policy defined
by end users and workers.

The above requirements can be applied to evaluate the
performance of existing schemes. For better evaluation, we
further divide some of them into three levels, namely high,
medium and low, to measure how well an existing scheme
fulfills each requirement. The detailed descriptions of re-
quirements are given in Table 3 with our comments on why
such requirements are proposed for overcoming which
threats or attacks (i.e., target threats or attacks).

4 COUNTERMEASURES

Although MCS brings great benefits, it still faces many
problems in terms of security, privacy and trust. Nowa-
days, much attention has been paid to building a secure,
privacy-preserving, and trustworthy MCS system. In order
to have a holistic understanding of the state-of-the-art, we
review the related studies published in recent decade. We
searched the databases: IEEE Explorer, ACM library,
Springer library, and Elsevier library with the following
keywords: security, privacy, trust, authentication, trust
management, reputation, data aggregation, data pro-
cessing, truth discovery, access control, and mobile
crowdsourcing /mobile crowd sensing/ participatory sens-
ing. We review the existing work by classifying them into
six categories, i.e., secure worker selection and task as-
signment, secure data aggregation, truth discovery, trust
management, access control, and secure and privacy-
preserving data reporting. We examine whether each work
fulfills the aforementioned requirements. For easy presen-
tation and reading, we summarize all the abbreviations
appeared in the rest of paper in Table 4 with corresponding
full terms. Table 5 summarizes our evaluation and compar-
ison results with regard to the requirements specified in
Section 3.

4.1 Secure Worker Selection and Task Assignment
The procedure of worker selection and task assignment is
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responsible for dividing a requested task into subtasks,
selecting a dynamic group of workers, and assigning the
subtasks to them. Obviously, one main purpose of this pro-
cedure is to provide high-level WT, which means that the
selected workers should be highly trusted. However, the
trust of workers is determined by many factors, such as
computing and communication abilities of workers, net-
work reliability, worker preference, worker expertise, the
availability of sensors, and worker reputation (including
honesty and loyalty). WT can help support DT to a certain
degree as well.

TABLE 4
ABBREVIATIONS
Abbreviation Full Term
MCS Mobile Crowdsourcing
WSN Wireless Sensor Networking
PCS Piggyback Crowd Sensing
SP Service Provider
DoS Denial of Service
DDoS Distributed Denial of Service
Al Auction [ssuer
TLC Time-Lapse Cryptography Service
TPK Time-Lapse Public Key
TSK Time-Lapse Private Key
AS Auction Server
IBE Identity Based Encryption
MAC Message Authentication Code
BGV Brakerski-Gentry-Vaikun-tanathan
TA Trust Authority
RS Code Reed-Solomon Code
TSE Truth Finder for Spatial Events
PTSE Personalized Truth Finder for Spatial
Events
EM Algorithm Expectation Maximization Algorithm
MAP Estimation Maximum A Posteriori Estimation
GBC Generalized Batch Cryptosystem
RPM Reputation and Pseudonym Manager
TPM Trust Platform Module
TLS Transport Layer Security

However, worker selection and task assignment face
several security and privacy threats. Firstly, task division
and assignment may leak some sensitive task information
to malicious workers. Secondly, workers are required to
upload some personal information in the worker selection
process. The uploaded information may impact the per-
sonal information privacy of workers. Therefore, the in-
formation should not be leaked to attackers and SP if the
SPs cannot be fully trusted. Thirdly, tasking suffers several
kinds of attacks, like Sybil attack and collusion attack.
Apart from security and privacy issues, how to guarantee
the trust in the selection process is also a crucial issue. MCS
workers may intentionally upload fake or cloaked infor-
mation requested by SP, so that their real personal infor-
mation will not be revealed. In addition, the SP or end us-
ers may also break their commitment or perform worker
selection in an unfair way to pursue their own benefits.
Therefore, the trust of tasking should be ensured in MCS.

A basic method of worker selection is to calculate a score
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for each worker according to its preference, interests, abil-
ity, location, trust, etc., and decide a worker candidate
based on the score [38-41]. Based on this idea, when calcu-
lating the scores of workers, An et al. comprehensively
considered a number of properties that affect data trust,
such as link reliability, service quality and region heat [38].
However, this scheme does not cover all the impacting fac-
tors of data trust and worker trust, e.g., computing abilities
and historical behaviors. Therefore, this scheme only sup-
ports Medium-level of WT and DT. It does not consider
false data uploading, and none of other requirements is
fulfilled.

Amintoosi et al. proposed a ranking-based scheme that
introduces trust and worker ability into the calculation of
worker scores [39, 40]. The scheme adopts worker ability of
privacy preservation as a factor that influences worker
ranking in order to enhance privacy, which helps improve
WT. Since the workers with higher trust are more possible
to upload data with higher reliability, DT is also improved.
This scheme considers both the ability factors and the
trustworthiness of workers. In addition, it also offers a
mechanism to resist collusion between workers. When de-
ciding whether a worker should be added into a selected
group, SP checks the likelihood of the formation of a col-
luding group among the selected workers. If the likelihood
is beyond a threshold, the candidate worker cannot be
added into the selected group. As a result, the scheme sup-
ports medium-level WT, medium-level DT and PT. As the-
se schemes do not consider false data uploading, they pro-
vide DT with medium level. However, the privacy issue is
not considered in the work. Based on a similar idea,
Amintoosi et al. further proposed a trustworthy and priva-
cy preserving task assignment in social crowdsourcing [42].
The biggest difference between this scheme and the above
one is that when selecting workers, the SP calculates the
pairwise privacy score of possible workers, which reveals
the ability of privacy preservation. In this way, WT is en-
hanced with DP provision. However, evaluating a worker’s
ability for privacy preservation is not an easy task. Besides,
the pairwise score evaluated using interaction between two
system parties cannot totally reveal the privacy preserva-
tion ability. Therefore, only medium-level WT, medium-
level DT and PT are provided. Moreover, none of the above
schemes pay attention to the personal information privacy,
and the collusion-resist method may also falsely detect
collusion attacks. Some socially related workers may prob-
ably generate similar data due to the similar habits they
have, which should not be thought as collusion. Therefore,
this scheme hinders the recruitment of workers by leverag-
ing social networking.

Many papers studied incentive based tasking schemes
to attract workers for massive data collection [37]. Incentive
based schemes usually reward workers with money, ser-
vices of other types, etc. [43]. In [44], it was proposed to use
bitcoins as rewards. Based on game theory, an incentive
method measures the abilities of workers, the benefit the
MCS SP could get, and the budget of the SP. Based on the
measurement, SP then outputs a group of workers. Most of
incentive based schemes utilize an auction model to decide
the worker group. In these designs, the uploaded personal
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information of workers is usually called bidding infor-
mation.

Nowadays, incentive based schemes have been widely
studied. Some schemes achieve that even with false bid-
ding information, workers cannot increase their rewards
[45-49]. This helps in resisting the false personal infor-
mation uploading and providing PT. Zhang et al. extended
this method and proposed an incentive scheme aiming at
discouraging free-riding and false reporting based on game
theory [50, 51]. The scheme guarantees that both the end
users and workers cannot achieve more benefits by break-
ing their promises and PT is supported as a result. Howev-
er, the scheme fails to resist DDoS attack, and none of them
takes into account the privacy issues. In addition, it is only
effective for selfish workers. For malicious attackers with
other purposes apart from benefits, it may not work well.
Therefore, these schemes can only support WT and DT
with a low level.

To protect the personal information privacy, some
schemes try to support differential privacy by adding a
random perturbation to the bidding information [45, 49,
52]. Based on this idea, Jin et al. proposed an incentive-
based worker selection and task assignment scheme [49].
This incentive based tasking scheme mainly explores the
differential privacy of bidding information by adding ran-
domization to its outcome. In this way, a change in the bid
of one worker would not lead to much change in payment.
As a result, it is difficult for a curious worker to infer bid-
ding information of other workers from outcome. There-
fore, this scheme can well protect personal information of
workers and provide PP. It guarantees that no worker
could achieve more benefit by claiming a false bid as well.
This prevents false bid submission, which enhances PT to a
certain degree. Similar schemes were proposed in [45, 52].

All the aforementioned methods do not consider verifi-
ability of the selection result. To tackle this problem, some
schemes take into consideration SV, and utilize homomor-
phic Cryptography to preserve personal information priva-
cy. In [53], a secure and dependable incentive mechanism
was designed based on an optimal omniscient auction
model. In this scheme, the crowd of workers is randomly
divided into two groups of different sizes. With a con-
strained budget, the scheme estimates proper unit payment
using a small group by maximizing the total revenue that a
winner set can obtain, and then uses the estimated unit
payment and the left budget to decide the payment for
each worker. To prevent SP from forging the payment and
to protect the bidding privacy, the SP is required to publish
encrypted bids from bidders and encrypted aggregated
results to all. After that, the workers in the small groups
can verify whether the SP tampers the bid input and
whether the result is true or not. This scheme satisfies C/I
with the help of homomorphic encryption. Since the pay-
ment can be verified, SV is also offered. However, to sup-
port SV, it requires all the members of the small group to
present their bids honestly, which may not be realistic. To
address this problem, the scheme encourages workers to
participate in the verification process by offering more
payment. However, SP cannot be fully trusted, and internal
attacks could occur due to collusion among SP and mali-

cious workers. For example, distrusted SP can request ma-
licious workers in a small group to deny participating in
the verification procedure. In this case, verification will fail.
As a result, low-level ST is offered.

In [54], the authors proposed a signature and homo-
morphic encryption based privacy-preserving verifiable
incentive mechanism. Auction Issuer (AI) maintains a bul-
letin board, and all public information can be published on
it. The scheme introduces a trustworthy party Al in a MCS
system. When a worker uploads its bid, it also makes a
commitment on its bid. The commitment can be used to
verify whether the worker has uploaded this bid. To pro-
tect privacy, the commitment needs to be encrypted by
workers, and the commitment will not be open until the
task is finished. However, the worker may collude with SP
and reject to open the commitment after the task. To tackle
this problem, the authors introduced Time-Lapse Cryptog-
raphy Service (TLC). TLC is offered by Al and the workers
encrypt the commitment with Time-Lapse Public Key
(TPK) issued by AL When worker selection is finished, Al
issues corresponding Time-Lapse Private Key (TSK) to de-
crypt the commitment. In this way, the scheme can support
Nr and is able to resist collusion attack. After receiving
bidding information and associated commitment, SP de-
cides the payment for the worker and returns a receipt to
the worker. The worker can verify whether the payment is
calculated by following a predefined protocol by decrypt-
ing all the encrypted commitments. Even SP colludes with
workers or end users, it cannot forge the amount of pay-
ment. Therefore, RV and high-level ST are supported. The
encryption of bidding information helps realize C/1.

Dimitriou et al. proposed a pseudonym based security
framework for implementing an incentive mechanism [56].
The main idea of the scheme is to attach a unique signature
of the worker to its encrypted bids. In the scheme, the
workers first send a commitment on its bid to an Auction
Server (AS). However, AS cannot extract the bid until an
opening process. Once the AS is able to read the bids, it can
choose a winner set and publish it in a bulletin board with
a signature. Similar to the scheme in [53], the scheme con-
siders C/I, Au, medium-level WT, medium-level DT, PP, IP,
Nr, SV, and RV.

Apart from applying homomorphic encryption to pro-
tect personal information, there are some other popular
methods that were applied to protect personal information
privacy of workers, e.g., uploading cloaked information,
adding random noise, clustering workers into one group to
support k-anonymity or differential privacy [43, 57-62].
These methods reduce the precision of uploaded infor-
mation. Without carefully processing, these methods could
have a side impact on worker selection. Many schemes
apply the above methods into the protection of location
privacy in MCS, which is required in many applications,
such as transportation monitoring. In the incentive-based
tasking scheme designed by Wu et al. [43], workers join a
clustering group to support k-anonymity. In this way, PP
and IP is protected. Pournajaf et al. proposed a task as-
signment method for spatial sensing task assignment with
cloaked location information [59, 60]. The scheme intro-
duces a task server that estimates location distribution with
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the cloaked information for task assignment. To improve
assignment accuracy, workers need to perform local pro-
cessing and to decide where to sense data. This method
could protect worker location privacy to a certain degree.
However, if the workers cloak their location information
too much, the method may fail, thus PP is not well en-
hanced. In [61], a scheme to support location privacy
preservation was proposed. It divides a whole sensing area
into several sub-areas based on privacy budget and ran-
dom noise. Then, each sub-area is divided into several are-
as randomly. For each area, there exists at least one worker
with a high probability. The worker could transmit the
sensed data to the requester with the help of a centralized
server or through MANET. Similarly, in [63], a scheme that
supports differential location privacy was proposed, which
applies a contour plot to demonstrate the density distribu-
tion of workers, and adds a random noise to their location
information. In [62], workers are allowed to upload gener-
alized location information rather than the accurate loca-
tion in order to protect personal location information and
support k-anonymity. Most of these schemes fulfill PP, IP,
and C/I. However, none of the schemes consider other
personal information except for location privacy. Addition-
ally, SV and RV of selection are not considered.

Krontiris et al. proposed a worker selection scheme that
considers both the privacy of workers and that of end users
[36]. The scheme enables end users to select workers based
on their own criteria, and only the mobile users fulfilling
their criteria can access their data. The scheme protects the
location privacy and the identities of workers by introduc-
ing cloud agents, which act as the interference of workers
thus hiding the concrete locations and identities of work-
ers. Since the end users can choose workers based on their
attributes, this scheme provides AC and TP. Similar
schemes were proposed in [35]. In [64], personal infor-
mation privacy is protected by sharing generalized infor-
mation rather than precise one with SP. The workers are
allowed to choose a privacy level by themselves. As a re-
sult, PP is provided. A similar scheme was proposed in
[65].

Apart from the above schemes, there are some other
schemes designed for privacy-preserving tasking. In [55],
Wang et al. proposed an incentive based scheme and intro-
duced reputation to it to guarantee WT with medium level.
In [66], Ye et al. designed a context-trust-based worker se-
lection method. This scheme comprehensively considers
the influence of task types, difficulty and payment amount
to a worker. By combining all the influencing factors and
the historical behavior of a worker together, the scheme can
determine the context trust of the worker and figure out
whether its claim is trustworthy. In this way, the scheme
can choose workers based on task information and worker
trust. It supports medium-level WT, and PT, which further
ensures DT to a certain degree. In [122], Ni et al. proposed
an anonymous and location-based worker selection
scheme. The authors adopted a matrix to check whether a
worker is located in a targeted sensing area without know-
ing the exact locations of workers. The data is uploaded in
an encrypted form. As a result, the scheme fulfills C/I, PP,
IP, but not any other requirements. Huang et al. proposed
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to prevent tracking and ensure identity privacy by fre-
quently changing pseudonym [125]. In this scheme, PP and
IP are fulfilled to a certain degree. In [126], Duan et al. de-
signed a distributed worker selection framework that max-
imizes social welfare. In their scheme, the result of worker
selection is computed locally by workers rather than glob-
ally by centralized parties. It hence achieves privacy
preservation since mobile users do not need to expose their
personal information during task allocation. The scheme
achieves PP to a certain degree. Another distributed worker
selection scheme was proposed in [127]. The authors intro-
duced several semi-trusted nodes in place of a fully trusted
authority. Worker are divided into several groups linked
with semi-trusted parties. The bid of each worker is dis-
guised and shared within group. In this way, PP is
achieved to a certain degree.

4.2 Secure Data Aggregation

Data aggregation is an important data processing step for
getting data statistics. It can protect original data privacy to
some extent by combining all data. Because the process of
data uploading suffers several attacks and SP cannot be
fully trusted by workers, it is necessary to guarantee the
DP of workers against attackers and SP. Two of the most
popular techniques for privacy-preserving data aggrega-
tion are homomorphic encryption [67, 69, 71, 75] and add-
ing random noise/ perturbation to data [68, 71, 72, 73, 74].
Both allow the SP to aggregate the data without knowing
the content of them. Some schemes introduce additional
technologies about pseudonym and trust to enhance secu-
rity, privacy and trust in the process of data aggregation
[69].

In [67], a data aggregation scheme was proposed based
on additively-homomorphic Identity Based Encryption
(IBE). The data reported to SP should be encrypted with
the private keys of workers. Then, the SP can aggregate the
data without knowing their contents. This scheme also in-
troduces a trusted third-party, named registration authority
to handle the registration of participating parties and to
issue IBE keys to the workers. The underlying encryption
algorithm guarantees that even some of the workers col-
lude with SP or end users, they cannot decrypt the en-
crypted data, thus resist collusion attacks. This scheme
guarantees C /I, Au, but cares little about trust issues.

Chen et al. proposed a data aggregation scheme [68] to
support privacy preservation and data integrity. Diffie-
Helman cryptography was adopted to guarantee confiden-
tiality. Integrity was supported by attaching a homomor-
phic Message Authentication Code (MAC) to each mes-
sage. By adding a random noisy value to each data mes-
sage, data privacy is supported. In this scheme, the distri-
bution of noise is carefully selected to guarantee differen-
tial privacy, and thus it can support high-level data privacy.
Moreover, all workers are divided into several groups and
the workers of the same group are organized to form a
ring, which is managed by a group manager.

Another scheme based on Brakerski-Gentry-Vaikun-
tanathan (BGV) homomorphic encryption was proposed in
[69]. This scheme introduces a Trust Authority (TA) to per-
form identity and key management. In the scheme, ring
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signature is adopted to protect the identities of workers for
achieving anonymity. The scheme also offers a verification
mechanism. It enables end users to verify the correctness of
aggregation results of the collected data by utilizing ho-
momorphic encryption and homomorphic hash function.
Since data is transmitted in a form of cipher text, DP can be
ensured. The scheme also supports other functions apart
from sum, such as mean and variance.

Xie et al. considered both data privacy and location pri-
vacy in data aggregation [70]. The authors anonymized
location information to support location privacy, and uti-
lized erasure codes, such as Reed-Solomon (RS) code, to
slice data reports to support k-anonymity. As a result, this
work supports IP, DP, and partial location information pri-
vacy. In [71], both homomorphic encryption and data
cloaking were adopted to support differential privacy of
data report and C/1

In [72], a personalized privacy-preserving data aggrega-
tion scheme was proposed for histogram estimation. Work-
ers can choose privacy levels according to their own strate-
gies. In this scheme, an aggregator is not trustworthy. To
guarantee data privacy, the workers first decide some pa-
rameters based on their own privacy strategies for a bloom
filter, which is used to generate a random response to the
request of the aggregator. In this way, the scheme supports
local differential privacy, and the data is confidential even
for the aggregator.

Some schemes support DP by adding random perturba-
tion to sensory data [73, 74]. In this way, attackers cannot
obtain the real truth of data reports unless they get a large
number of data reports. Even with a number of data re-
ports, the attackers can only obtain the content of the ag-
gregated result and cannot get the concrete content of a
single report uploaded by a worker. In this way, DP is
guaranteed to a certain degree.

A cloud-enabled privacy-preserving data aggregation
method was proposed in [75]. This scheme adopts worker
reliability as an impact factor, and uses homomorphic en-
cryption to protect both the sensed data privacy and the
privacy of reliable information. However, this scheme re-
quests interaction between a cloud and users to generate a
final aggregated result, which may introduce extra com-
munication overhead.

4.3 Truth Discovery

Truth discovery in MCS is mainly about dealing with the
false reports and discovering truth from noisy reports with
various reliability and trust. A fine truth discovery should
first of all guarantees DT and WT, which is its primary
goal. That is, even some of collected reports are unreliable,
the final result generated by SP should still be of high relia-
bility, and the truth can be found. In this process, privacy
issues and security issues should also be paid attention to.
A common method of truth discovery is voting. In prac-
tice, there may be several observers in terms of a same tar-
get. Voting based truth discovery schemes take observed
results with the most observers as the truth. In [80], a vot-
ing based truth discovery method was proposed. The
adoption of voting offers DT in a medium level. The
scheme further adopts random perturbation to support

differential data privacy, and thus provides DP. However,
this voting based method requires that the number of ob-
servers to be big enough, which could be costly and in-
crease extra communication overhead. Similarly, Ren et al.
proposed to evaluate the reputation of a MCS report based
on the amount of supports and conflicts it obtains from
other sensing reports [107].

Another idea is to compare required context information
(location information, for example) to generate a report
with inferred context to determine the trustworthiness of a
report. Based on this idea, Quyang et al. studied the pro-
cess of how a crowdsourced report is generated [76]. In
order to make a report, a worker must physically present at
a certain location to observe whether there is any target
event. With this analysis, the authors proposed two new
unsupervised models (i.e., Truth Finder for Spatial Events
(TSE) and Personalized Truth finder for Spatial Events
(PTSE)). SPs utilize the two models to evaluate location
popularity, a worker’s location visiting indicators, event
labels, worker reliability, and crowdsourced reports. With
the evaluated results, SPs are able to decide the trustwor-
thiness of the worker that validates whether a report is
generated by a certain worker as desired. This method can
detect false data only in the case that an attacker uploads
data at a false location. Even we ascertain that a worker is
present at a certain location where its report is generated,
we could not determine whether this report is tampered or
not. Therefore, this scheme can only guarantee low-level
data trust, and cannot satisfy any other requirements on
DT. Besides, privacy issues are not considered much in this
scheme.

Several context-aware schemes were proposed in the lit-
erature. In [77], Kurve et al. proposed a MCS context-aware
incentive method, which introduces a cloud platform. Two
mobility-aware schemes were proposed in [78] and [79],
which take into account the context or mobility trajectory
of workers to decide the likelihood that a worker has actu-
ally generated the sensing report it uploads. Just like the
work in [76], only low-level DT is offered, and these
schemes lack the consideration of security and privacy is-
sues.

Wang et al. proposed to utilize a maximum likelihood
estimation approach in truth discovery [81]. The authors
considered two main variables that influence generated
reports, namely, sensor reliability and real truth. The
scheme adopts an Expectation Maximization (EM) algo-
rithm to estimate the real truth based on maximum likeli-
hood estimation. Although the scheme comprehensively
considers the two factors that affect sensed data reports, the
trust of workers is not taken into account, which is hard to
predict. Therefore, the scheme supports medium-level data
trust. Wang et al. further improved the above scheme and
proposed a new one to support an online data arrival mod-
el [15]. The EM algorithm was also adopted, which im-
proves effectiveness by inserting ground truth. A similar
scheme was proposed in [82], which uses Maximum A Pos-
teriori (MAP) estimation to find the truth in a quantitative
claim system and utilizes bias and confidence to evaluate
the ability of workers. Wang et al. also proposed a truth
discovery mechanism to handle the situation that the data
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reports arrive continuously [114]. They pointed out that in
some cases, the reliability of individual sources is usually
some unknown priori. To tackle this problem, they intro-
duced reputation scores of workers and adopted the EM
algorithm to estimate the real truth in a recursive way.
Therefore, the scheme supports DT with a medium level.
The likelihood analysis based truth discovery methods
support DT. However, few of the existing schemes consider
privacy issues.

Zhang et al. proposed a ground truth (i.e., real truth) in-
ference scheme for a multi-class labeling system [83] based
on machine learning. Its main idea is to utilize the multiple
noisy label sets of examples to generate features. Then, it
uses a K-Means algorithm to cluster all examples into k
different groups, each of which is mapped to a specific
class. But the scheme does not consider the influence of
WT, thus could only support medium-level DT. However,
none of other requirements are fulfilled by this scheme.

Prandi et al. proposed a path discovery application
based on both MCS and traditional online crowdsourcing
[84]. The scheme evaluates data trustworthiness by com-
paring the collected data with a gold data set in which the
data is authorized and correct. In the absence of the gold
data set, the data is evaluated by a voting system based on
the feedback from end users. By considering the reputation
of end users, the scheme guarantees data trust to a certain
degree. The truth discovery based on a gold data set could
support DT with a high level. The concept of gold data set
is also adopted by Pouryzdan et al. in [85]. The authors
designed a voting-based scheme. In addition, fully trust-
worthy workers called anchors are set to help improving
the trustworthiness of the whole system.

In [87], a trust assessing framework was proposed for
inferencing with uncertain streaming information. It treats
streaming data from different organizations with different
trust levels for verifying the correctness or quality of an
inference. The scheme is designed for the verification on an
inference and the adoption of worker trust. Data trust
measurement helps enhance data trust validation. Howev-
er, the scheme ignores the privacy issues in MCS truth dis-
covery.

In [88], Meng et al. proposed an effective optimization
based framework to solve the problem of truth discovery
for crowd sensing of correlated entities. The scheme con-
siders real truth and sensor reliability as two variants. Dif-
ferent from the work in [81], the authors considered the
influence of data correlation and tackled the problem by
clustering the sensors into disjoint independent groups
based on their relationships. In [90], Hamm et al. proposed
to utilize perturbation to support differential privacy of
sensed data.

Meng et al. explored observation sparsity and redun-
dancy issues in MCS [89]. The authors pointed out that
there are usually several participants observing a same
entity, and sometimes, the observation of an entity by a
participant may be missing. The authors proposed to first
estimate the missing observation values and then aggre-
gate observations of the same entity together. With this
way, the truth of an entity is estimated with high reliability.

To better deal with the big data collected by workers,
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Zhuo et al. introduced a cloud-based solution to reduce
computation burden [121]. The collected data are encrypt-
ed, and only valid end users can request the data. Thus,
this solution achieves C/I, DP and AC. The cloud also gen-
erates proofs during computing. With these proofs, end
users are able to verify the correctness of final computation
results. Therefore, PV is fulfilled. The scheme does not full-
fil other requirements.

In [124], Zhou et al. proposed a framework called FIDC
for improving data credibility. The scheme adopts a cluster-
ing algorithm to analyze correlation characteristics of col-
lected data. In this way, it can defend against collusion at-
tack and potential data falsification threats attack, and thus
achieves DT with high level.

4.4 Access Control

In a MCS system, the workers need to request for some
task information. However, for the sake of privacy protec-
tion, end users may not be willing to provide their task
information publicly. In this case, it is expected that only
the valid workers are allowed to access this information.
Apart from the data privacy of end users, the sensed data
provided by workers should also be protected from leaking
to malicious parties. Access control aims to prevent illegal
access to the task information. Thus, applying access con-
trol can support TP and DP. Currently, there are many ac-
cess control schemes proposed.

Ye et al. proposed a context-aware fine-grained access
control scheme for the data stored in mobile devices [91].
The authors considered that sensed data, like audio may
contain sensitive information concerning worker privacy.
Moreover, the contextual information included in the
sensed data may reveal sensitive information of other par-
ties apart from workers. For example, if a worker uploads a
photo of his environment, the private information of the
corporation where he works may be leaked. To tackle this
problem, Ye et al. set a binary context attribute group for
the collected data, and leveraged machine learning meth-
ods to decide the attribute group of the data. The attribute
group enables a manager to decide whether the data is al-
lowed to be uploaded to a server [91]. The scheme supports
AC and DP.

Some schemes introduce trust or reputation into access
control. In [92], the authors considered both the worker
trust and the expertise level of a worker to perform data
access control. Only the trustworthy workers with enough
expertise can access the data. In this way, the scheme guar-
antees DP, AC and WT to a certain degree. Chang et al.
proposed a flexible and adaptive access control scheme for
crowdsourcing systems named TrustForge [93]. The
scheme combines policy-based access control and reputa-
tion-based access control by setting reputation as an attrib-
ute of worker. The reputation of worker is calculated ac-
cording to data quality. The scheme supports low-level
data trust and AC.

In [94], Choi et al. tried to solve the issue of data access
control in a decentralized manner. They argued that there
exists single point failure risk if all sensed data is stored in
a centralized server. Therefore, they proposed to adopt
several distributed remote storages. In this scheme, a bro-
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ker is introduced to manage the data. A worker can decide
its access control policy by itself. This scheme access control
scheme can prevent illegal access to both the sensed data
and workers’ personal information such as identity and
location. Therefore, this scheme supports DP and AC.

Zhou et al. proposed an efficient Generalized Batch
Cryptosystem (GBC) to support both batch encryption and
decryption for any public key encryption algorithms [95].
GBC enables that only the data requesters with certain at-
tributes can decrypt encrypted data. With GBC, an attrib-
ute based access control scheme for secure file sharing in a
cloud-assisted mobile crowdsourcing system can be devel-
oped. The scheme supports C/I, AC, and DP.

In [96], the authors explored task information privacy by
applying a decentralized MCS architecture. In the scheme,
with the help of tokens issued by SP, the end users obtain
data from workers directly. In this way, only the end users
fulfilling certain requirements can access the data. The end
users can select workers based on their own policies.
Therefore, the task information is only the selected group
of workers. We can see that the task information is protect-
ed to a certain degree and the scheme supports TP and AC.

In [97], Boutsis et al. proposed to store data locally in us-
ers’ personal devices and keep personal information
among multiple user databases. As a result, in the sight of
attackers, the data stored by users has equal probability to
contain sensitive information, thus this method provides
DP and AC in terms of storage.

4.5 Trust Management

Trust plays an important role in MCS systems. Trust man-
agement helps SP offer sound services by selecting trust-
worthy workers to generate reliable data. In MCS, both
data trust and worker trust should be evaluated. When
evaluating a worker’s trust, the MCS systems should take
into account many properties related to the worker, e.g,,
historical behaviors, sensed data trust, worker abilities
(such as computing ability, sensor availability, communica-
tion capacity, and user expertise). Trust evaluation and
management can provide WT and facilitate DT. Since trust
evaluation and management request collecting the behav-
ior and personal information of workers, PP and IP should
be paid attention in this process.

Amintoosi et al. proposed a reputation framework for
social crowdsourcing systems based on fuzzy logic for the
evaluation of data trust [98, 99]. The framework compre-
hensively considers quality of contribution and trust of a
worker. Besides, it also takes into account the impact of
such properties as data quality, worker locality, link relia-
bility, expertise, time decaying, friend gap, and so on. The
scheme guarantees DT with a medium level. The trust of
data could be further utilized to evaluate the reputation of
workers together with the feedback from end users. There-
fore, the scheme also supports high-level WT.

Wau et al. proposed a novel endorsement-based reputa-
tion system to evaluate the trust of workers [100], which
takes endorsement of other workers into account. In the
scheme, an endorsement web is first of all built to reveal
the endorsement relationship between workers. Then, to
assess the reputation of a worker, the evaluator would turn

to all the workers it endorsed to predict the target worker’s
expertise by leveraging collaborative filtering. Further-
more, the feedback of performance from users is used to
adjust trust evaluation results. With the expertise taken into
consideration, the reputation of the target worker is as-
sessed. Since the scheme considers both worker expertise
and user feedback, it supports WT and DT with a medium
level.

Manzoor et al. computed the trust value of a worker us-
ing predications and user feedback [101]. The trust manag-
er performs error analysis, and leverages analysis results to
evaluate the quality of contributions. The trust value of a
worker is decided by the current and historical data quality
as well as the results of data trust evaluation in the past.
This scheme considers the data trust, however, the trust of
the worker is ignored. The data trust alone may not repre-
sent the trust of a worker. Therefore, it cannot accurately
evaluate worker trust.

Vaya proposed a robust reputation mechanism for MCS
[102]. The scheme mixes gold tasks with normal tasks, and
issues them to workers together. The gold task is a kind of
tasks for which the correct result has been computed or
known by SP ahead of time. The results of these gold tasks
provided by workers would be compared with the pre-
computed results to reveal the current contribution quality
of workers. The trust score of a worker is decided by cur-
rent data trust and historical data trust, which is computed
with the number of successfully completed tasks and the
total number of assigned tasks. This scheme can support
high-level data trust. The trust of worker is calculated by
considering the historical and current performance of the
worker, and it supports medium-level WT.

Ceolin et al. considered data provenance [103], which is
considered as the source information about entities, activi-
ties, and people involved in producing a piece of data or
thing. Data provenance can be used to form assessments on
data quality, reliability or trustworthiness. Ceolin et al.
proposed a reputation and provenance based trust assess-
ment scheme for the collected data. This scheme compre-
hensively considers worker reputation, its abilities and
sensing conditions, thus it supports DT in a medium level.
A similar scheme was proposed in [104].

To protect the privacy of workers in trust evaluation,
Christin et al. proposed a pseudonym based scheme that
leverages cloak to prevent the leakage of collected data, in
which a trade-off is made between the accuracy of evalua-
tion and the privacy [105]. The scheme could resist such
attacks as Sybil attack, replay attack, etc. In [106], Huang et
al. showed that two challenges in MCS are data trustwor-
thiness and worker privacy. They proposed one solution
that utilizes reputation as criteria to evaluate contribution
reputation. The above two schemes offer A/D, IP, PP, and
WP with a medium level. However, the method proposed
in [105] suffers from several drawbacks. The reputation is
in conflict with pseudo-identities, and using historical be-
haviors to evaluate the reputation of a worker would harm
its privacy. To address these problems, a pseudonym based
identity preserving scheme was proposed, in which a
trusted third-party is introduced to map the reputation to
workers’ new pseudonym [34].
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4.6 Secure and Privacy-Preserving Data Reporting
Data reporting is the process of uploading the data from
workers to SP, which includes data encryption, provenance
authentication, secure routing, key exchange, etc. Data
conveyed via MCS can be protected with encryption, data
cloak, data generalization, etc. In this process, data confi-
dentiality, integrity and provenance authentication should
be guaranteed. In a centralized MCS architecture, data is
usually considered to be transmitted to SP directly, and
current work tends to utilize data encryption to guarantee
confidentiality and integrity.

In [108], data generalization is applied to support k-
anonymity, which supports DP. In this scheme, workers
change their pseudonym periodically. The worker gener-
ates a new key pair for this pseudonym, and a trusted au-
thority called Reputation and Pseudonym Manager (RPM)
is introduced to sign the public key by applying a blind
RSA signature mechanism to provide authenticity for the
pseudonym and key pair. The signing key of RPM also
changes periodically. As a result, the worker uses the blind-
ly signed pseudonym and the newly generated private key
to report sensor readings and to transfer reputation to its
next pseudonym. To prevent attacks by maliciously track-
ing workers or by linking pseudonyms of different periods
through reputation values, the reputation value of each
worker is generalized and cloaked. In this way, the ano-
nymity and identification of workers are guaranteed. The
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introduction of RPM further supports Au and Nr.

In [109], the authors turned to Trust Platform Module
(TPM) to solve the problem of integrity guarantee. With
TPM, the scheme guarantees that the data cannot be tam-
pered by malicious workers. In [110], Gisdakis et al. intro-
duced a trusted third party for the purpose of identity and
key management. The adoption of pseudonym well pro-
tects the identity privacy of workers. C/I and Au are sup-
ported by authenticated Transport Layer Security (TLS)
channels established between different MCS entities.

Qiu et al. proposed SLICER, which is one of the first k-
anonymous privacy-preserving schemes for crowdsourcing
of multimedia data. SLICER integrates a data coding tech-
nique and message transfer strategies to support strong
protection of participants’ privacy, while maintaining high
data quality [111].

Pournaras et al. proposed a ubiquitous social mining
method via modular and compositional virtual sensors,
which takes MCS as a data source for a planetary nervous
system [112]. The data is collected via a decentralized
method. The main idea for privacy preservation is when
designing virtual sensors, a filter is involved for the pur-
pose of access control, which means that the data is only
available for the virtual sensors that fulfill specified re-
quirements. However, the virtual may not be trustworthy
or secure enough, therefore, although the data privacy is
considered, it is not well protected.

TABLE 5
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[97]

Z|R|Z|Z|Z|Z|Z|<|K|K|K|<|Z|<|Z|Z|<|=<|=<|<|<|=|=|=<|Z|Z|Z
KIKIRI=R|Z|<|Z|Z|Z2|R|2Z2|Z2|Z2|Z2|Z2|Z2|Z2|Z2|\Z|Z2|Z2|Z2|2|Z2|Z|Z|Z
z|x|\z|z|z|\z|Z|Z|z|z|z|z|z|z|Z|Z|Z|Z|Z|<|Z2|Z2|z2|Z2|Z|Z|Z
Zz|z|z|Z2|Z2|Z|Z|Z|<|Z|<|<|<|Z|Z|Z2|Z|<|=<|Z2|<|Z2|Z2|<|Z|Z|Z
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167] Y| Y[ N|[N|[N[N[N]JY][N[Y[Y]Y|[N|N|N]IJN]IN

[68] Y| N| N|N|N|N|[N|Y|N|N|[Y|[N|[N|[N|Y]|N|N

[69] Y | N| N|N|N|N[N|Y|N[Y[|[Y|Y|[N|[N|]Y]|N|N

[70] N|N|N|N|N|N|[Y|[Y|[N|]Y|N|N|N|N|N|N]|N

1| f,‘ggrega‘ Y| N|N|[N|[N|[N|[Y|]Y|[N|[N|]N|N|[N|[N|[N|N|N

[72] on Y| N|N|N|N|N|[N|Y|N|N|[N|N|N|N|N|NI|N

73] N[ N|[N|[N|[N[N[N|[Y|[N|[N|[N|[N|[N|[N|N][N]|N

[74] N|N|N|N|N|N|[N|[Y|[N|[N|[N|N|N|N|N|N|N

[75] Y| N|N|N|N|N|[N|Y|N|[N|[N|N|N|N|N|N|N

98, 99] N|N|H|M|N|N|[N|[N|[N|[N|N|N|N|N|N|N|N
[100] N|[N|M|M|N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N
[101] N|[N|L|L|[N|N|[N|[N|[N|[N|[N|N|N|N|N|N]|N

————— Trust Man-

[102] sgoment | NI N[ M H[NININININ[NIN[N|IN[N[N[N]N
[103, 104] N|N|M|M|N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N
(105, 106] N[N[M|[L|[N|[N][Y|[N|[Y|]Y|[N|[N|[N|[N|N|[N]|N

[48] N|[N|L|N|N|N|[N|[N|[N|[N|[N|N|N|N|N|N]|N

[80] N|N|N|M|[N|N|[N|[Y|[N|[N|N|N|N|N|N|N]|N

[84] N|[N|Y|H|N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N

[76-79] N|N|N|]L|[N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N

[86] N|[N|[Y|[H|[N|[N|[N|[N|[N[N|[N|[N|[N|[N|N[N]|N

83] |TruthDiscov-] N | N | N | M | N | N | N|N|N|N|N|N|N|N|N|N[N
(15, 81, 82] ery N|N|N|M|N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N

[80] N|N|[N|[M|[N|[N|[N|[N|[N|[N|[N|[N|[N|[N|N[N]|N

[107] N|[N|L|M|N|N|[N|[N|[N|[N|N|N|N|N|N|N]|N

[121] Y| Y| N|N|N|N|N|Y|N|N|N|[N|[N|[N[N[Y][Y

[124] N|N|L|H|N|N|[N|[N|[N|[N|[N|N|N|N|N|N]|N

[108] N Y| N|[N|N|N|N|N|N|N|N|[N|[N[N[N[N]|Y

————Data Reporting
[110] N|[N|[N|[N|[N[N[N|[N|[N][Y|[N|[N|[N|[N|N][N]|N

Tasking contains both worker selection and task assignment;

Incentive refers to incentive based worker selection and task assignment;
Y means the scheme achieves the corresponding requirement;

N means the scheme does not achieve the corresponding requirement;

H/M/L respectively means the scheme achieves the corresponding requirement at a high/medium/low level.

5 OPEN ISSUES AND FUTURE RESEARCH
DIRECTIONS

5.1 Open Issues

According to the above analysis and comparison as sum-
marized in Table 5, we figure out a number of open issues
in MCS.

First, truth discovery still needs to be further explored.
As aforementioned, a lot of tampered, unreliable, cloaked
data exist. Specially, with personal privacy concerns, it is
possible that workers upload cloaked or tampered data to
SP. Current truth discovery methods measure the trust of
data reports in an indirect way by considering various in-
fluencing factors, such as worker trustworthiness, ability
and reliability. Based on this idea, many algorithms were
developed [15, 81, 86, 108], e.g., voting-based methods [80,
84]. However, they often ignore the privacy issues. From
Table 5, we can see that few truth discovery schemes guar-
antee DP and PP. Besides, the literature still lacks truth dis-
covery methods that analyze the intrinsic properties of data
in different application scenarios and need the methods
that measure data trust and find real truth based on data
analysis results. In addition, most of the current methods
cannot well deal with distrusted and tampered data. How
to find the truth from unreliable data reports by exploring

the intrinsic properties between data is still an open issue.

Second, verifiability on the output result provided by SP
is not supported by most of the current schemes. For an
end user who turns to the SP to complete a certain task, it is
reasonable to provide him with a mechanism to verify the
correctness or quality of the final result. Verifiability of the
final result will enhance user trust in the SP. However, few
schemes support verifiability on final results. In practice,
verifiable computation or evaluation or auditing on the
final result outputted by the SP should be well supported.

Third, most of the literature concentrates on the central-
ized architecture of MCS, where SP is a centralized server.
Only a few studies consider a decentralized architecture of
MCS, in which SP is acted by several distributed agents.
Moreover, few work pay attention to a fully distributed
MCS architecture. There exist serious security, privacy and
trust issues in fully distributed MCS. In the centralized
architecture, the data is considered to be transferred to the
SP through secure channels, and it is easy to realize key
management. However, it is more complex to perform
identity and key management, trust management, secure
data uploading, secure routing, data aggregation, and data
fusion in a distributed environment. How to build a secure,
privacy-preserving and trustworthy MCS system in a dis-
tributed way is another open and interesting issue.

Fourth, data processing by workers is not fully explored.
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Collected data may contain sensitive information of work-
ers. If this information is not protected, the risk of privacy
disclosure will be increased. On the other hand, the up-
loaded data may contain extra information that is not
needed by the task. How to exclude sensitive or unneces-
sary data should be studied. Furthermore, data collected
through MCS may contain duplicated data. Many workers
may upload the same or similar data to the SP. The dupli-
cated data not only influences the efficiency of data pro-
cessing like truth discovery, but also increases communica-
tion overhead. Therefore, attention should also be paid to
data duplication. Data aggregation and data fusion with
deduplication should be further explored.

Finally, there are only few researches paying attention to
secure data reporting. Authentication on data reporting,
especially authentication on data provenance and data
trust, is seldom considered. Specially, their relative identity
and key management issues are seldom investigated. Prov-
enance authentication can provide non-repudiation and
help improve revocation, and thus becomes a significant
mechanism to build up a trustworthy MCS system.

5.2 Future Research Directions

Before concluding this survey, we propose a number of
interesting future research directions in the field of MCS
security, privacy and trust in order to motivate innovation
and special efforts. These directions also stimulate our
future research work.

5.2.1 Truth Discovery with Privacy Preservation

Truth discovery is expected to be performed in a privacy-
preserving way. This is because, for one thing, most of data
collected in MCS is related to the privacy of workers. For
another thing, SP is generally supposed to be not fully
trusted and curious about the privacy of workers. Till now,
although many truth discovery schemes have been pro-
posed based on various methods, most of them do not con-
sider the privacy issues. Therefore, it is significant to study
how to find the truth meanwhile protecting worker privacy.

5.2.2 Truth Discovery in Various Application Scenarios
Current truth discovery methods usually measure the trust
of contributions of workers by evaluating their ability, reli-
ability, etc. However, data reports provided by workers
may have specific intrinsic properties in different applica-
tion scenarios, with which more reliable and trustworthy
truth discovery can be offered. However, few studies pay
attention to a truth discovery method by exploring the in-
trinsic properties between data reports, and no related
truth discovery model was proposed, which is a significant
topic. How to create a generic and pervasively feasible
model for truth discovery that can be applied in various
application scenarios is worth our investigation.

5.2.3 Verifiable Data Processing by MCS

As aforementioned, few existing schemes have paid atten-
tion to the verifiability and quality of the outcome present-
ed by SP, as well as the fairness of worker selection and
correctness of reward payment. How to offer verification
and perform auditing in MCS is seldom explored in the
past literature. However, verification and auditing on com-
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puting results, tasking fairness and reward execution can
greatly help end users make a wise choice among several
SPs, enhance user trust and worker trust in MCS and bene-
fit its practical adoption. Obviously, due to the lack of
computing ability and actual information, it is very chal-
lenging to support auditing, evaluation or verifiability on
the result outputted by SP. In our opinion, it is significant to
explore the methods to support verifiability in MCS with
regard to SV, PV, and RV.

5.2.4 Countermeasures in Fully Distributed MCS
Architecture

Distributed MCS architecture is a promising platform for
MCS services, in which SP is implemented by a single mo-
bile node or several mobile nodes rather than a server. With
the popularity of mobile devices and mobile social net-
working, it is possible that mobile end users turn to dis-
tributed SPs for help by utilizing their social associations.
In this case, the security, privacy and trust issues in MCS
are becoming more complex, which are different from
those in the case that the SP is acted by a server. Therefore,
relative countermeasures, like authentication, trust man-
agement, data aggregation, data fusion, etc. should be seri-
ously studied in such a distributed architecture. More in-
teresting schemes should be innovated to support distrib-
uted and ubiquitous MCS applications and services.

5.2.5 Trustworthy and Privacy-Preserving Data Fusion

Data fusion is very helpful to support efficient data analy-
sis and real truth discovery. It integrates various data into a
consistent, accurate, and useful representation. However,
collected data in MCS normally varies in trust, quality and
reliability, which increases the difficulty of data fusion. Da-
ta provided by different MCS workers may contain dupli-
cated information as well. Furthermore, it is also quite usu-
al to process data locally at workers to remove duplicated,
useless or sensitive information. Therefore, data fusion
becomes challenging in MCS since it should be able to deal
with data variety, data duplication, useless data and sensi-
tive information at both worker side and SP side. How to
support trustworthy data fusion in order to ensure the data
set quality after fusion and how to preserve sensitive data
privacy during data fusion are interesting future research
topics.

5.2.6 Trustworthy Provenance Authentication with
Privacy Preservation

Provenance authentication helps verify the validity and
trust of data reports, which helps SPs choose data accord-
ingly. Considering the privacy issues in MCS, it is crucially
important to offer data provenance by preserving the pri-
vacy of workers simultaneously, especially for identity pri-
vacy. Since data trust is highly related to worker trust, the
authentication on the worker trust with privacy preserva-
tion is also important. Important as it is, current work pay
little attention to anonymous authentication on different
types of trust in MCS. However, it is a promising topic for
building up a secure and trustworthy MCS system with
privacy preservation.
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6 CONCLUSIONS

MCS has emerged as an effective and efficient method for
data collection and processing due to its ubiquity and flex-
ibility. Despite the great benefits it brings, MCS still faces
many problems in terms of security, privacy and trust, due
to its nature of openness and unreliability. There are still
some issues that have not yet been deeply investigated in
academia and industry. In this paper, we performed a thor-
ough survey on the security, privacy and trust in MCS. We
introduced the basic architectures of MCS and analyzed the
specific characteristics of MCS by comparing MCS with
WSN and traditional online crowdsourcing. Based on the
threat analysis, we further proposed the requirements for
establishing a secure, privacy-preserving and trustworthy
MCS. Taking the requirements as essential criteria, we ex-
tensively reviewed the current literature and commented
the pros and cons of existing work. Finally, we explored the
open issues that have not yet been seriously investigated
and proposed a number of research directions to stimulate
future efforts.
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