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Abstract—Encrypted data search allows cloud to offer funda- assured of the authenticity of returned search result in @mo
mental information retrieval service to its users in a privacy- challenging scenario where a fullpalicious cloud server
preserving way. In most existing schemes, search result i®1 qyists  Furthermore, the result verification cost should be
turned by a semi-trustedserver and usually considered authentic. . | and affordable t . fi fth
However, in practice, the server may malfunction or even minimal and a or. able ous_ers_lrre_spec ve 0 e‘?umﬂ'f
be malicious itself. Therefore, users need a result verification Iarge.datla collection. OtherW|§e it W'”_nOt be of practivalue
mechanism to detect the potential misbehavior in this compu considering the dramatically increasing number of ressurc
tation outsourcing model and rebuild their confidence in the constrained mobile devices.
whole search process. On the other hand, cloud typically hts On the other hand, a preferrecrifiable search scheme

Iéic:gte S%ngﬁju%: deg;tign?feﬁirgh'r}ofsprs;g{i%?'u-;ge iY:. ”f'ifag; should be constructed without sacrificing other criticadrsé

depends on the Corresponding search Operation, regarc”egg‘ functiona”ties. One Of these iGOI’]junCtive keyword SeaI‘Ch
the file collection size. In this paper, we are among the first [3], [6], [7], [8], i.e., it allows the cloud server to prodec

to investigate the efficient search result verification prokem search result containing all the queried keywords withie on
and propose an encrypted data search scheme that enablesgeqrch operation. This multi-keyword search capability no

users to conduct secure conjunctive keyword search, updatie v boost h effici but also i th I
outsourced file collection and verify the authenticity of tre search only Doosts search efliciency, but also improves the overa

result efficiently. The proposed verification mechanism isficient ~USer experience. Moreover, a practical scheme should also
and flexible, which can be either delegated to gublic trusted work for dynamic datg4], [5], [9], [10], i.e., search can be
authority (TA) or be executed privatelyby data users. We formally  conducted even aftaénserting deleting or modifyinga file,
prove the universally composablgUC) security of our scheme. e js specially appealing to users who would like to updat
Experimental result shows its practical efficiency even wh a g . L .
large dataset. th_e|r fll_es while re_zta_lnmg the encrypted data search fiameti
ality without rebuilding the whole system from scratch.
|. INTRODUCTION In this paper, aiming to provide all the above search func-

While cloud computing provides unparalleled benefits tiionalities in a challengingnaliciousmodel while preserving
its users in a “pay-as-you-go” manner, such as on-demasehrch privacy, we propose an efficient verifiable conjwecti
computing resource configuration, ubiquitous and flexile akeyword search scheme (VCKS) over large dynamic encrypted
cess, considerable capital expenditure savings, etcurigec cloud data. We use thiaverted indexstructure [2], [11], [10]
concern is still the major inhibitor of cloud adoption for mya to build our secure index and allow data user to delegate her
large companies, organizations and individuals [1]. Epting search task to a cloud server. We exploit thiénear-map
sensitive data before uploading them to cloud storage, eaccumulatof12], [13] technique to construct an authenticated
Google Drive, Dropbox, etc., can avoid user privacy breactiata structure. As such the user can verify the returnedlisear
but the obfuscated data thwart the cloud to quickly sort otgsult eitherprivately by herself or with the assistance of a
intended information as per user-selected keywords ofaste public TA. The proposed VCKS scheme also supports file

In the literature, encrypted data search is proposed to allection update, i.e.insertion deletion and modification
dress the above challenges, but the majority of these schemmally, the extensive experimental evaluation shows the e
[2], [3]. [4], [5], [6], [7], [8] assume that the cloud servés ficiency and practicality of our scheme. Our contributioas c
semi-trustedIn other words, the server will not deviate frombe summarized as follows:
the designated protocol and return erroneous search .resull) To the best of our knowledge, our proposed VCKS
This assumption is usually insufficient in the real world duscheme is the first secure search solution, which supports
to the underlying software/hardware malfunctions, finahciconjunctive keyword searchynamic data updatandsearch
incentives (cloud server may intentionally save compateti result verificationsimultaneously.
resources and return false result), or even the existence of) We evaluate the performance of the scheme with large
a malicious server controlled by an outside attacker, eteeal-world dataset and show that it is efficient enough for
Therefore, cloud users may desire a more trustworthy secpractical use. The verification cost merely depends on the
search system beyond teemi-trustednodel, i.e., they can be corresponding search operation, irrespective of the dizkeo



able logarithmic-time search scheme was presented to sup-
port range queries. Kurosawa et al. proposed the first UC-
secure verifiable search scheme with single keyword [11]

and extended it to a dynamic version [10] later. For static
data, Sun et al. proposed the first verifiable multi-keyword
(conjunctive and disjunctive) search with hash and sigeatu
techniques in [21] and later presented a verifiable atteiut
Cloud server based keyword search in [22]. Stefanov et al. [9] recentiyega
/é} a dynamic encrypted data search scheme with small search
Data user \ %i %@@f&ﬁ privacy leakage, which enables result verification for kng
de/eg;’“ano |||| keyword search. It is worth noting that most of these search
Trusted authority verification mechanisms are heuristic constructions witho

evaluating the practical performance, especially fordasgale
dataset stored in the cloud. In addition, no scheme canachie
conjunctive dynamic and publicly/privately verifiablesearch

at the same time as shown in Tab. I.

Fig. 1. System model.

searched data collection. Furthermore, the verificationhae
nism is flexible in the sense that it can be either delegated to
a public TA or be executegrivately by a data user.

3)We formally prove that our proposed VCKS scheme is

TABLE |
COMPARISON OF VERIFIABLE SEARCH SOLUTIONS

UC-secureagainst amaliciousadversary. Scheme | Query type| Dynamism | Verifiability | PPE
[19] single static private no
20 range dynamic private no
Il. RELATED WORK 11 single static private no
Secure search technique has been achieved in both symmet-[10 single | dynamic | public/private | no
ric [2], [3], [4], [5], [6], [7], [8] and asymmetric [14], [15 [18] 21] | conunctivé] _ static private | _no
settings with a variety of search functionalities inveateg in [22] conjunctive static private no
. 9] single dynamic private no

the literature. This paper| conjunctive | dynamic | public/private | yes

Static Search.In the symmetric setting, Curtmola et al. [2] 1 PPE— Practical performance evaluation.
proposed an efficient secure single-keyword search scheme;rhis work also supports disjunctive keyword search.
and gave a formal security notion, i.egcurity against chosen-
keyword attack(CKA1) and a stronger notion o&daptive
security against chosen-keyword attg€KA2). To enrich the  Our proposed VCKS scheme consists of three main entities:
search functionality, secure multi-keyword search wabzeé data owner data user and cloud server as shown in Fig.
in [3], [6] (conjunctive keyword search) and [7], [8] (comic- 1. Data owner first prepares ciphertexis= {ci,ca,...,cn}
tive and disjunctive keyword search). Furthermore, Sunl.et ér the file collection I = {f1, f2,..., fn} Of size n by
[8] improved the search efficiency and accuracy using a tragsing any secure encryption algorithm, such as AES. She also
based index structure and thesine similarity measurm the generates an encrypted index with a pre-defined dictionary
vector space modeln the public key scenario, Boneh et alW = {wy, wa, ...w., } containingm keywords and verification
[14] presented the first public key encryption with keywordelated data for these files. Then data owner uploads all
search scheme constructed from identity-based encryptitile above information to cloud server. Later she can update
Recently, Sun et al. [15] proposed the first attribute-baséie server-hosted file collection arbitrarily, i.e., filesertion
keyword search scheme to realize fine-grained owner-esdoraleletion or modification Authorized data users are able to
search authorization. Note that the above schemes onlysuppbtain a search token from data owner for multiple keywords
static datg and are secure againssami-trustedserver. of interest and other auxiliary information via the search

Dynamic Search. Goh [16] proposed a dynamic secureontrol mechanism [2], which is outside the scope of this
search scheme but the bloom filter based index may introdymgper. On receiving the search token from data user, server
false positive into the final search result. Chang et al. f1§¢ performs theconjunctive keyword searaver the secure index
presented a dynamic search solution with linear search. tineé C. Our scheme supports botrivate and public search
Kamara et al. [4] proposed a dynamic version of [2], supesult verification as shown in Fig. 1. For the latter, datarus
porting data insertion and deletion on the outsourced ditagzan offload the computational burden of verification fmulic
and proved it CKA2-secure. Later they accelerated the beail@A. In this case, server returns the result and its proof & th
process by using parallelization technique [5]. Howevsgse TA. The TA will send the result to the user if it is valid.
works will not be secure against maliciousadversary, and Otherwise, it notifies the user of its rejection.
users cannot verify the authenticity of returned searchltres o

Verifiable Search. Wang et al. [19] use the hash chairf*: Definition of VCKS
to verify the single keyword search result. In [20], a verifi- We give the definition of our scheme in the following.

I1l. PROBLEM FORMULATION



Definition 1: (Verifiable conjunctive keyword search)ver- For update, this function also reveals the identifiers antth®
ifiable conjunctive keyword search scheme for dynamic dasize of the corresponding files; Zy (4, F, Q). Given the index
is a tuple(Setup, Enc, GenTree, GenToken, Search, Gen- ¢, the file collectionF’, and the keyword s&p searched in the
Proof, UpdToken, Update, Verify, Dec) of ten polynomial- past, this leakage function revealsarchandaccess patterns
time algorithms such that: We adapt theprivacy definition in [10] to a dynamic con-

o (K,s,pub) «+ Setup(1*): On input a security parameterjunctive keyword search setting, wheresemi-trustedserver
)\, this probabilistic algorithm outputs secret kefss, is considered. Note that this security definition is slightl
and other public parameteps:b. stronger than CKA2 security defined in [2], [4], [5].

e (7,C) + Enc(K,d,F): On input a secret keys, an Definition 2: (Privacy) For a dynamic conjunctive keyword
index§ and a set of files, this probabilistic algorithm search scheme as given in Def. 1, we consider the following
outputs an encrypted index and a set of ciphertexts. experiments, wherel is a stateful adversary is a stateful

« T + GenTree(s, d, C): On input a secret key, an index Ssimulator, andC, and £, are stateful leakage functions.

& and ciphertexts, this deterministic algorithm outputs Reals(A): The challenger run§en(1*) to generate a key
an accumulation tre@ (c.f. Sect. 1V). K. A sends a tuple(F, ) to the challenger and receives

« 70 + GenToken(K,Q): On input K and an intended (7,C) < Enc(K,4, F). The adversary makes a polynomial
keyword setQ = {w;,,w;,, ...,w;,} € W, this (possibly number of queries by picking € {Q, (u,9)}. If ¢ = Q is

probabilistic) algorithm outputs a search tokes a search query then the adversary receives a search token

« C(Q) + Search(y, 7, C): On input an encrypted index 7@ < GenToken(K, Q) from the challenger. Iy = (u,1)
v, a search tokeng and ciphertextg’, this deterministic the adversary receives from the challenger an update token
algorithm outputs the search resal{Q) for the file list 7. < UpdToken(u, 7). Finally, A outputs a bitb.

Lgq, where each ciphertext; contains all the intended ldeal.ss(A): A chooses a tupleF,d). Given £y(d, ),
keywords inQ and its identifieri is included inLg. simulator S outputs a tuple(,C) and returns it toA. In

o II + GenProof(C(Q), T, pub): On input a search result the search phase, the adversary makes a polynomial number of

C(Q), an accumulation tre for the file storage and queries by picking; € {Q, (u,i)}. If ¢ = Q is a search query,
public parametergub, this deterministic algorithm out- revealLs (4, F, Q) to S and returnrg generated bys to A. If
puts a proofil. q = (u, 1), S is given the updated output 6% (¢, F, {w;}) and
o 7, + UpdToken(u, f;,d(v)): On input an update oper- sendsr, to A. Finally, A outputs a bith in this experiment.
ation v € {modify, insert, delefg a file f; and corre- We say that our dynamic conjunctive keyword search
sponding digestsi(v) for nodesv in T, this (possibly Scheme in Def. 1 satisfigmivacyif there exists a probabilistic
probabilistic) algorithm outputs an update token polynomial-time (PPT) simulatoS such that for any PPT
« (+/,C",T") « Update(y,C,T,7,): On input an en- adversaryA, [Pr[Reals()) = 1] — Pr(ldealss(A) = 1]]
crypted indexy, a set of ciphertext’, an accumulation i negligible. _ _
tree T and an update token,, this deterministic algo- ~ 2) Verifiability: Due to possible data corruption, soft-
rithm outputs newy’, C’, and7”. ware/hardware malfunctions, and even the existence of a

e (accept, reject) + Verify(C(Q), I d(r), pub): On input Maliciousserver in the system, search result returned to the

a search resulC(Q), a proofII, a root digestd(r) USer may be false or contain errors. The data user should be

from data owner, and parametersb (also the secret key able to detect such misbehavior to guarantee the validity of
s in the case of private verification), this deterministiéhe search operation. Specifically, given a valid searchitres
algorithm outputsiccept if the search result is valid; else, C(Q) and its prooflI for a search tokeng , the adversary

it outputsreject. A wins if she can forge invalid* (@) andII* that will pass
« [+ Dec(K,c): On inputK and a file ciphertext, this the Verify algorithm. We have the following definition.
deterministic algorithm outputs a plaintext fife Definition 3: (Verifiability) A verifiable and dynamic con-
, " junctive keyword search scheme in Def. 1 satistiesfiability
B. Security Definition if for any PPT adversaryd, the probability of successfully

1) Privacy. Almost all the existing secure search schemdsrging search result and its proof is negligible for any dixe
[2], [3], [4], [5], [7]. [8], [9], [11], [10] leak search pattern (F,V,~v) and search tokensy.
i.e., whether the same keyword was used for search in the3) UC-Security The security of a protocol proven in a
past or not, andccess patterni.e., after searching keywordsstand-alone setting is preserved under composition if it is
in @, the file list Lg is disclosed. In practice, these privacysecure in the universally composable security framewo8k [2
information cannot be preserved efficiently. Thus, we irs thin the UC framework, an environmet exists to produce all
work do not aim to protect them. Similar to [5], we define twahe input and read all the output in the system, and arHirari
stateful leakage functions; and L to precisely capture what interacts with an adversaryl. We say a protocol securely
is being revealed by ciphertext and the tokens:L1}d, F'). realizes a given functionality if for any adversary4, there
On input the index and the file collection?”, this function exists an ideal-world adversary such that noZ can tell
outputs the dictionary siz@V)|, the file collection siz¢F'|, the wether itis interacting with4d and parties running the protocol,
file identifiersi and its sizeli|, and the size of each filgf;|. or with S and parties that interact wit in the ideal world.



We define the ideal functionality" of our proposed VCKS
scheme in what follows.

Definition 4: (Ideal functionalityF). The adversans is @ @
only given £,(d, F)) and L2(d, F, Q) in this ideal world. The
ideal functionalityF interacts with user (data owner or data @ @ @ @
user) P, serverP, and adversans, and runs as below:

« On receiving(F,0) from Py, verify that it is the first L L, L L,

upload input fromP;. If so, store(F,¢), and reveal ' _ _
L4 (6, F) to S. Otherwise discard this input. Fig. 2. Example of an accumulation tree with= 0.5.
» On receiving search tokem, from P, revealls (4, F, Q)

S II S ret’l,Jrns accept’, send search resultitg else, each of whichacc(L;) is computed. By choosing a constant
send “reject” toP;. .
o 0 < e <1, atreeT can be generated with = [1/¢€]
« On receiving update token,,.q from Py, replace corre- !
P levels andm leaves. Each leaf node represents a particular
sponding file inF" and reveall, (6, F') to S. . : .
- set L; in the set collection. It stores the accumulation value
« On receiving update tokemny.; from P;, delete corre- (54+9) (thi
ST acc(L;) andd(v) = acc(L;)**?) (this proves that; refers
sponding file inF’ and reveall, (6, F) to S. . : .
g : to acc(L;)). Each internal node of this constant-height tree
« On receiving update token,, from P, insert correspond- . )
ing file to I and reveall, (5, F) to S T has degregD(m*) and contains the hasti(v) of a set
’ ' of its children N (v), whered(v) = glluenw (s+h{dwW) gpg
IV. PRELIMINARIES h : G — Z, is a collision-resistant hash function. Hence,
the integrity of the set is protected by its accumulatiorueal
and the accumulation tree protects the integrity of all the
4ccumulation values stored in the leaves. For instance, Fig
2 shows a 2-degree accumulation tree of 2 levels for Bets
hig' L3 and L, by selectinge = 0.5.

Not only does an accumulation tree support update op-
eration on dynamic data collection, which is inherent from
bilinear-map accumulator, it also can be used to verify set
operations, such as set intersection. More precisely,ngive
t queried sets{L;,,L,,,...,L;,}, the intersection sef =
L; NLj,N...NL;, should satisfy the following two conditions.

Bilinear-map Accumulator. Bilinear-map accumulator
[12], [13] is an efficient data authentication mechanisnt th
provides a constant-size digest for an arbitrarily largease
inputs, and a constant-size witness for any element in the
such that it can be used to verify the (non-)membership of t
element in this set. Bilinear-map accumulator can be redliz
using eithersymmetricor asymmetricpairing. For ease of
illustration, we adopt the symmetric version in this paper.

Let G and Gr be two cyclic multiplicative group with
the same prime ordep. g is a generator ofG. Thus, a
bilinear pairing is defined as : G x G — G with the
properties ofbilinearity, computabilityand non-degeneracy ~ * Subset I C L; NI C Ly, N...N1 < Lj,;
To construct a bilinear-map accumulator, we generate an® Completeness(L;, —I)N(L;, —I)N...0(L;, —1I) = 0.
accumulation valuewce(L) = gHaice(@+9) in G for a set  To meet the first requirement, the verifier only needs to
L of n elements{ay, as, ...,a,} in Z;, wheres € Z; is a check Eq.1. As for completeness condition, suppdsgs)
randomly chosen value ar[d, ., (a; + s) is acharacteristic is the characteristic polynomial of set;, — I for 1 <
polynomialfor the setL. For any subsef.’ C L, a witness b < t. We need find another polynomials P;, (s) such that

Witr: 1, = gllaier—1/(@+%) can pe produced. SubsequentlyZZ:1 Pj,(s)A;,(s) = 1, which can be computed efficiently
the subset test can be carried out by checking by Euclidean algorithm. Thus we obtain the completeness

M, coi(aits) 117 ? witnessesCwit;,,, = g accordingly. Given the subset

e(g'teet T Wit ) = e(ace(L), ). @) witnessesWitr,, = g¢*»(®), we say the completeness

Note that only given corresponding elememtand{gsi 0 < condition is satisfied if the following equation holds:

i < ¢} whereq is an upper bound om, ¢I1(¢*$) can be t ,
constructed with polynomial interpolation [24]. The satur H e(CMtI.,ijaWitl,ij) =e(g,9). (2)
of the bilinear-map accumulator is derived from tstrong b=1

bilinear Diffie-Hellman ¢-SBDH) assumption [25].

This data structure can also support update operation. For
example, to insert a new element,;; into the setL, By indexing the dataset using inverted index structure,[10]
we can obtain a new set accumulation valwe’(L) = we design our VCKS scheme with an efficient result verifica-
ace(L)@n+1+9), andacc' (L) = ace(L)*+9) " is an updated tion mechanism that can be realized in bptblic andprivate
accumulation value after deleting some elemenfrom L. settings. The inde¥ = {a,;;} in our scheme is am x n

Accumulation Tree. To support efficient integrity check matrix as shown in Fig. 3 such that ff contains the keyword
over multiple sets in one data structure, we extend bilimeap w;, thena;,; = 1, otherwise set;; = 0. We denotes; as
accumulator to acollision-resistantaccumulation tree [25]. the j** row of §. In what follows, we begin to describe our
Specifically, suppose there atesets{L, ...,L;, ..., L,,,}, for proposed VCKS scheme in terms of system level operations,

V. OUR CONSTRUCTION



The server also prepares the prdaffor (public) result

n
22 o, o : :
5 MLATTT Tol B CF‘ verification with theGenProof algorithm as below:
5,2200]1] : 1]l [o] [a] « Accumulation valueacc(C(i);,) and IL;, for each in-
i, e : dex row d;,. Let vg,v1,...,v; be the path inT" from
m< &,—=>[0]o] HESE [o]«— 1] the leaf nodewv, associated withace(C(i);,) to the
: THE root nodev; = r. Sety, = glleneanw., (HdW)F9)
w I || for = = 1,2,..,1. As such, II;, is defined as
s,—[1]0] o} [1] [3 Y
" — T {(d(vo), 1), (d(v1),¥2), ..., (d(vi-1),90) };
}; S e Subset witnest’tc(Q)yc(i)jb and completeness witness
CWitC(Q),C(i)jbv forb=1,2,...,¢
Fig. 3. lllustration for matrix inde» and insertion operation fof,41. « Coefficientssg, 01, ..., 0, Of the characteristic polynomial

for {h(i,c;)}t, wherec; € C(Q) andp is the size of the

i.e., Data Upload, Search Data Download Update, where search result

. . . . « The root node digesi(r).
each operation may contain one or more algorithms in Def. 1. ] _ -
The cloud server returns all the encrypted filg&)) identified

A. Data Upload in Lo and the proofl.

In this initial operation, the data owner generates a secret
key set KX = (ki,ks,ks) by calling the algorithmSetup, C. Data Download
wherek; andk, are keys of a pseudorandom functipnfy, The data user first verify the search result in eitheblic
and the keyks is for the secure symmetric-key encryptiorpr private setting.
algorithmEnc and decryption algorithrbec shared with data
user. The data owner uses the algoritRmc to encrypt the “Algorithm 1: Public Search Result Verification
file coIIe_cgonFJnto a qp?lertext se@ Sheftrlllen p.repares the Input: Search resulC(Q), proof I, root node digest
secure indexy = {(my(;), Jy(;))1<j<m} as follows: d(r) from data user and system parameters.

1) For each keywordv; € W, computer; = pr fi, (w;); Output: “accept” or “reject”.

2) Setd; equal to the firsta bits of §; © pr fi, (w;);

3) Apply a random permutatiop on {1, ..., m}.

The Setup algorithm also outputs a secret keyand public
parametergpub = {p,G,GT,g,e,h,gS,gs2,...,gsq}, where
g = maxz{m,n}. Subsequently, the data owner generates "
accumulation tred for indexd using the algorithnGenTree. 3 | Checke(d(vo), 9) = e(acc(C(3);,), 9™+ g°) (3);

For a leaf node of T' pointing to a ciphertext sef'(i); = 4 | for z=1—1-1do

{cila;; = 1} associated withy;, compute digestd(v) = 5 ‘ checke(d(vs), g) ée(wz,gh(d(vz—ﬂ)gﬂ (4);
ace(C(i);)m+9) = glleiec; PO+ ang store it in end

this leaf node. Otherwise, lg{v) = glluen ) (MAWF9) gy Checke(d(r), g) = e(ty, g"(@vi-1) g5) (5);

is the digest on the root nodeof 7. If any one of the equations 3, 4 and 5 fails output

The data owner retains the secret keyand all the node “reject”, otherwise continue;
digestsd(v) for v € T. Then she uploads the file ciphertexts) end
C and the secure index along with the accumulation tréE 10 Check subset condition by Eq. 6. If it fails output
to the cloud server. “reject”, otherwise continue;

B. Search 11 Chgck completgness cpndition by Eq. 2. If it fails output

“reject”, otherwise continue;

12 If none of the above fails, output “accept”;

1 Checkd(r) in II with that from data user, and the
correctness of coefficientsy, o1, ..., 0,,. If any one fails
output “reject”, otherwise continue;

5nfor b=1—tdo

[}

o ~

For a set@ of ¢ intended keywords{wj,, ...,w;,} from
data user, the data owner calls the algorit@@nToken to
obtain the search tokeny = {(aj, = prfe, (w;,), B85, = ] o -
7 fy (W, )]1..n)} fOr 1 < b <, whereg;, is the firstn bits 1) Public verifiability: The data user delegates the verifi-
of prfu, (wy, ), and returns it to the user cation task to gublic TA. In this scenario, the cloud server

Apf k2 \ g0 )1 h h token f : he d returns the search result and its proof to the TA. With only

ter receing t_e searc token from the data user, ﬂ%\%cess to public parameters, ig.,, the TA calls the algorithm
Search algorithm is invoked by the cloud server. Moreverify to verify the search result as illustrated in Algorithm
precisely, it identifies each tupler,;,), 0’ .b)) in the secure 1. Note that the user also needs to send the latest root node

index v if T,;,) = aj,. Next, the c|off server is able todigestd(r) acquired from the data owner to the TA in order to

recoverd;, = 5;(7.17) ® B4, for 1 < b < t. Finally, the

search resulC'(Q) can be derived by performing intersection “Given the roots of the polynomial, we can compute its coeifits effi-
ciently by polynomial interpolation [24]. Accumulation lu@, subset witness

operation on Set@?h ) 6j2a o 63} }’ wherec; € C(Q) contains g completeness witness can also be constructed by usirgptresponding
all t keywords of interest ir. coefficients and public parametegsgs, ..., g5°.




facilitate the result verification (line 1) Given search result following equation:

C(Q), the coefficients can be verified efficiently (line 1) [25]. .

By checking equations 3, 4 and 5 (line 3, 5 and 7 respectively) . 11 (h(i,c5)+s) .

we can guarantee that the index royy is associated with the ~ ¢(9" JIWitcw.cm,,)

7" leaf node ofT". To check the subset condition for all the b=1

corresponding”(¢);, in a batch manner (line 10), we make , ! _

use of the equation below =e([J ace(C(i);,), 9). (10)
b=1

o . . D. Update
e([Te") [T Witcw).cw,,) = e(I T ace(C(i)i,), 9), (6) In a dynamic cloud storage, the data owner is ablaadalify,
=0 b=1 b=1 insert or deletefiles arbitrarily.

1) Modify: This update operation only results in a modified
whereg® is from the public parameteysub. If the algorithm Vversion f; of the original file f; and has the file identifier
outputs “accept’C(Q) is indeed the search result with respedfnchanged. Suppose th#t has the same keywords witf).
to the queried keyword se). the TA will send it to the data Hence, the data owner does not need to update the secure
user. The user then decryptsto f; by calling the algorithm index. By the algorithmUpdToken, the data owner acquires

Dec. Otherwise, the TA notifies the user of the rejection. the update tokem,,.q = (i, ¢;, {d'(v)}). ¢} is the ciphertext of
fland{d'(v)} is the modified digest set computed as follows.

For the pathug, vy, ..., v; from a leaf nodey, containingc; to

Algorithm 2: Private Search Result Verification root nodev; = r, updated’ (v) = d(vo)(h(i,cmrs)*l(h(i7cé)+s)
Input: Search resulC(Q), proof II (exclusive of the and setd’(v.) = d(v,)Pd@=—0)+s) " (h(d (=) +5) for 5 =
coefficientsog, 01, ..., 0,,), root node digest(r) 1,...,1. On receiving this update request from the owner, the
from data owner and system parametens. cloud server updates the ciphertext set and accumulagen tr
Output: “accept” or “reject”. 2) Delete: To delete a filef; from the storage, the data

owner adopts th&pdToken algorithm to generate an update
token 4., = (4,{d (v)}). The deletion operation is analogue
to file modification except that for each leaf node containing
ci, set correspondingl(vy) = d(ve) )+ Finally

1 Checkd(r) in IT with that from data owner. If it fails
output “reject”, otherwise continue;
2forb=1—tdo

)
3 | Checke(d(vo), g) = e(ace(C(i);,), 9™ ) (7); the server uses thElpdate algorithm to delete the original
4 | forz=1-1-1 dO? ciphertextc;, and produce a new accumulation tfBe
5 ‘ checke(d(v.,), g) = e(1., gMdv=-1)+5)) (8); 3) Insert: To insert a new filef,,; into current file
6 end collection, the algorithnpdToken generates a negw +1)%"
7 Checke(d(r), g) z e(ty, ghldi-0)+5)) (9); column ¢l,,41 for the matrix indexd as shown in Fig. 3.
8 | If any one of the equations 7, 8 and 9 fails output For 1 < j < m, a;nt1 = 1 if the file contains keyword
“reject”, otherwise Continue; U)], let Ajn+1 = 0 otherwise. ThenCl»,H_l is obfuscated
9 end to i1 bY ajni1 @ [prfe,(w))lns1 and apply the ran-
10 Check subset condition by Eq. 10. If it fails output dom permutationy to cl;, ,,, where [prfy,(w;)]n+1 is the
“reject”, otherwise continue; (n+1)"" bit of prfy, (w;). The owner encryptg, 1 10 ¢, 11
11 Check completeness condition by Eq. 2. If it fails output by Enc. With the related new leaf node digest§v,) =
“reject”, otherwise continue; d(vo) M+ leni) ) an updated digest sed'(v)} can be
12 If none of the above fails, output “accept”; computed. The corresponding update tokep is a tuple

(n4+1, cny1,cly 1, {d'(v)}), which allows the cloud server to
update the file collection, the secure index and accumulatio
ftree by calling theUpdate algorithm.

2) Private verifiability: In case the TA is unreachable o . i
does not even exist, we are able to achieve more CompuBemark. Data owner may keep a set of succinct file stubs

tationally efficientprivate search verification by giving the h(i,c;) after Data Uploa}d oper.atuon for update e.ff|C|ency.-
secret keys to legitimate users as shown in Algorithm 2. The N€ storage overhead is negligible compared with the size
cloud server directly returns the result and its proof touser, ©f £~ Otherwise, she need sign them and interact with server
The proofIl does not include the coefficients, o1, .., o,. every time theUpdate algorithm is triggered. In th@rivate

Note that with secret key, equations 7, 8, 9 and 10 can peetting, data user with secret keyand file digest information
computed more efficiently than their counterparts inpthilic from data owner can also update the file collection. This is

Verify algorithm. The subset condition can be verified by th desirable feature in the case that the outsourced dagaset i
allowed to be written by multiple group users.

VI. SECURITY ANALYSIS
2The data owner can also sign this digest with a time stamp twagtee In thi . | h . . f
the freshness of the search result, but the TA (or user in tivatp setting) n this section, we analyze the security properties of our

needs additional cryptographic operations to verify tfiimature. proposed scheme and show that it achieves the defined securit



goals. We first prove that our VCKS scheme satisfiggacy or the related]; is incorrect, one of the equations 3, 4 and 5
in Def. 2 with asemi-trustedserver (adversary). After incor- will not hold with non-negligible probability. Otherwis¢he
porating theverifiability in Def. 3, our final scheme achievessubset condition by Eqg. 6 or the completeness condition by
the stronger notion of security, namelC-securityagainst a Eq. 2 will fail.

maliciousadversary (c.f. Sect. lll.B ). 2) C*(Q) # C(Q) andIl* = II. In this case, the probability

Theorem 1:The VCKS scheme satisfigsivacyin Def. 2. that Verify outputs acceptis negligible because given the
Proof: Let A and S be an adversary and a simulatofoefficients inII* equal to those inl and different search

in Idealy s()\) in Def. 2, respectively. Given the Ieakagéesu!tsj’ the coeffip!ent validit_y 9heck will su_cceed onl_yth/vi.
function £1 (5, F), S outputs(y/, C') as follows. It simulates negI|g|t_>Ie probability. Even _|f it passes this check, it Iwil
the encrypted file; = Ency, (01/:1) for i = 1, ..., n, wherek; not s_a_tlsfy the subset condition by Eq. 6 or the completeness
is randomly selected for the CPA-secure encryption algorit condition by Eg. 2.
Enc, and|f;| is revealed by’ . To simulate the secure index 3) C7(Q) # C(Q) andII* # 1L If d*(r) # d(r), the
v = {(mps). 8,;)} for j = 1,...m, S setsw; as a random Verify algorithm will output reject If the integrity of the
number and csahg)oseﬁg € {0,1}" at randoms then applies a accumulation tree and the corresponding accumulatioresalu
random permutatiop on {1, ...,m} and send¢C”,~') to A. is verified, and the coefficients ii* are computed correctly,

Adversary.A can make a polynomial number of queries by (@) Will not satisfy the subset condition by Eq. 6 or the

icki j [ leteness condition by Eq. 2.
picking ¢ € {Q, (u,i)}. If ¢ is a search query for a keyword®°MP : : .
setQ of ¢ conjunctive keywords{w;, }o_1..., the leakage O theprivate Verify algorithm, we are also able to prove
function £(5, F, Q) revealsL to S. Given this. forb — the verifiability property analogue to the above proof. B
1 t S can7 géneratez» = 1if i € Lg; othe,rwise set In what follows, we prove the UC-security of our scheme.
PR} Jbst T 1 ’

aj,; = 0. ThenS setsaj, = 7, and computes3;, = Theorem 3:The VCKS scheme is UC-secure if it satisfies
bt . Jb (3p) Jb ) ) o - .

5;(%) @ (ajy. 15y ajym). She returnSré = {(a;,,8;,)} to Privacyin .Def. 2 andverifiability in Def. 3. _

AJIf ¢ = (u,4) is an update query: 1) = modify. Given Proof: (Sketch) 1) If no parties are compromised by the
|f/| from leakage functionS simulatesc;, = Ency, (0|f;\)_ adversaryA in our protocol, for each keyword se&p, the
ThensS sendsr’. ., = (i,c)) to A; 2) u = delete. S returns USET (P1) outputs the correct search resd{@). Thus the

m

i, = it0 A; 3) u = insert. With | 1| from £1(6, F), environ_mem_Z cann_otdistingui_sh the real world from the ideal
world since it only interacts withP;.

2) If P, is corrupted byA, then.A can send the commu-
nication pattern ofP; to Z. In the ideal world, an adversary
S can runA internally by playing the role of serve%). All
messages betwees and A are forwarded byS. Z cannot
distinguish the real world from the ideal world since it will
not interact withP, andS can play the role of?, faithfully.

S computes:,, ;1 = Ency, (01/++11). Chooserl/, ., € {0,1}™
and apply the random permutatigron it. ThenS sendsr/, =
(n+1,cnq1,cly, ) tO A

The adversaryA cannot distinguishC’ from C in ex-
periment Reals () since Enc is CPA-secure. Due to the
pseudorandom functioprf used in Reals(A\) A cannot

distinguish »* from 7 either. Likewise, A cannot tell the = % " "\ i b " nd P, breaksverifiability in Def. 3 with

differences betweeRr,,, 7/, . Thers Tin } N 1deal 4 s(A) and .y - ,
(70, Toons 7ot Ton} ?nQReaIAd()\)d é)ecaise of the Clg,é\)-securenegl'g'ble probability, the ideal world adversafycan run.A

: : internally by playing the role of?;. All messages betweef
Enc, pseudorandom functigpr f and random permutatiop. n
Thus, A cannot distinguistReal(A) andldeal 4 s(\). a_ndA are forwarded bys. As .SUCh’S acts as same as the
' simulator in the Def. 2 and the ideal functionaligywill reveal

_Next, we prove the VCKS scheme secure againstai- 4.4/, to.S. From the proof of the Theorem 1, we can see
ciousadversary. that the inputs to4 are distinguishable from those in the real
Theorem 2:The proposed VCKS scheme satisfigs/acy world. In other wordsA in the ideal world behaves as same as
in Def. 2 andverifiability in Def. 3. in the real world. On the other hang, cannot distinguish the
Proof: (Sketch) Similar to the proof of Theorem 1, we camutputs of the user in the real world and in the ideal worlarfro
proveprivacy property. Therefore we only prowerifiability.  the proof of the Theorem 2. For a search query} ifeturns the
Suppose the adversayy can breakverifiability with non- valid ciphertext of the search result and its proof, the ugtr
negligible probability for any fixed(F,,~) and search output correct plaintext of the search result in the reallayor
tokensrg. A can producdC*(Q),IT*) # (C(Q),1I) but the and in the deal worldS will return “accept” toF and F will
public Verify algorithm outputsaccept C(Q) andII are valid send correct plaintext of the search resulfg otherwise, the
search result and its proof respectively. user will output “reject”, andZ will receive “reject” in the real
We will show that the probability of the above situation isvorld, and in the ideal worldS will return “reject” to 7, F
negligible given the collision-resistant hash functioand the will send “reject” to P; and Z will receive “reject” from P;.
security of the accumulation tree proved in [25]. For all the update queries, i.enodify, delete andinsert,
1) C*(Q) = C(Q) andII* #II. If only d*(r) # d(r), the the user receives nothing from. Therefore, she can always
Verify algorithm will definitely outputeject If the coefficients update the corresponding authentication informationeaxtly
in IT* are computed incorrectly, the coefficient validity checknd outputs nothing. Thug, cannot distinguish the real world
will fail with high probability. If either the accumulatiomalue from the ideal world. [ ]



on the client side is to host all the hash valugs, ¢;). We

4 20, . . .
implement the hash function with SHA-256. Thus, for one
7, (35 million files, the size of their hash values are merely 32 MB.
o o
£, £ 10 TABLE I
5 5 SIZE OF ENCRYPTED INDEX WITHn = 1,000, 000
@ @
&1 § 5 m 1,000 2,000 3,000 4,000 5,000
Size ofy (MB) 125.03 250.06 375.10 500.13 625.16
0 0
2 4 6 8§ 10 5 10 15 20 25 30
Number of files n (x10°) Number of intended keywords
TABLE Il
(a) (b) SIZE OF ENCRYPTED INDEX WITHm = 2,000
Fig. 4. Search efficiency. (a) For the different size of fildlemiion with the
number of queried keywords= 2. (b) For the different number of queried n (x10°) 2 4 6 ) 10
1 o = .
keywords with the number of files = 2 x 10°. Size ofy (MB) 50.06 100.06 150.06 200.06 250.06

VIl. PERFORMANCEEVALUATION

TABLE IV
In this section, we evaluate the performance of our proposed SIZE OF ACCUMULATION TREE WITH TWO LEVELS
VCKS scheme with real-world dataset, i.e., the Enron Email pory 1,000 2,000 3000 4,000 5,000

Dataset [26], which consists of about half million files. To ~Size of 7 (KB) 66.1 103.9 1956 260.1 324.6
demonstrate the efficiency and effectiveness of the VCKS,
we extend the size of this dataset to one million by insertirlg_ Search Efficiency

duplicates but with different file identifiers. For simptigiwe . . .

set a two-level accumulation tree with= 0.5. We conduct The main computational cost for search process is to do

the experiment using C and the Pairing-Based Cryptograp set i_ntersection on binary ino_lex_ vectors of si_za with
(PBC) Library [27] on a Linux server with Intel Core i7¢ mplexityO(¢n). We apply the bitwisé\ND operation to the

Processor 2.4GHz. We adopt the type A elliptic curve of 16&99”80' keyword vector§d;, } for b = 1,...,t. As shown in
bit group order to realize the symmetric version of our pr

cElg. 4(a), given the same two queried keywords, time cost for

posed scheme, which provides 1024-bit discrete log sgcuﬁtearCh is linear to file collection size In Fig. 4(b), it shows
equivalently, O,ur scheme can also be implemented by a t search is more time-consuming with the increased numbe

other secure asymmetric pairing technique. The exper'm‘len(f intended keywords. Experiment shows_that our proposed
result is an average of 10 trials. VCKS scheme enables very fast conjunctive keyword search

even with considerably large file collection. With a more
A. Storage Overhead powerful cloud server in practice, we expect that the search

Server side.The cloud server only stores the file ciphertext@P€ration can be more efficient.
C, the secure index and the accumulation treE after the
Setup operation by data owner. The storage overhead’ of
varies a lot for different file encryption method. Thus, we do
not consider it here. For the size 9f it is mainly determined m 1,000 2,000 3,000 4,000 5,000
by file collection sizen and dictionary sizen. As shown in _Time(s) 618.95 1,237.89 1,856.84 2,475.78 3,094.73
Tab. 11, if there are one million files in the collection, thizes

of ~ is linear tom. On the other hand, ifn is fixed, the size C. Verification Efficiency

of index is proportional to: as shown in Tab. lll. Our search \ve evaluate the performance of the proposed verification
verification scheme is storage-efficient, because Tab. &Wsh mechanism in terms of the accumulation tree generation time
that the storage overhead Bfwith the fixed number of levels gnq result verification time in theublic and private scenario.

is only up tom, regardless of the dataset sizeand a minimal 1) Accumulation tree generationConstructing the accu-
storage space suffices to host this tree structure. mulation tree involves sum, multiplication and exponetitia
Client side. The data owner and data users are all clients operations in grougs, and hash operation. Tab. V shows that
the secure search system. In gheblic scenario, apart from with the dataset containing one million files, tree generati
the secret key, data owner keeps the root node digé&t) time is proportional to the dictionary size. Notice that this
after the accumulation tree generation phase and latersseadmputational burden on the data owner is a one-time cost.
it to users for search verification propose. She also retaifter the accumulation tree along with the encrypted index
the hash values(i,c;) for all the files inC to efficiently and dataset ciphertext is outsourced to the cloud server, th
update the file collection. In thprivate setting, data owner following operations, i.e., update and search verificatmam
sends users, d(r) and h(i,c;) to enable efficientUpdate be executed efficiently. Thus, the overall efficiency is ltgta
andprivate verification operations. The main storage overheadtceptable in practice.

TABLE V
TIME OF GENERATING AN ACCUMULATION TREE WITHR = 1 x 106
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