Wireless Netw (2009) 15:279-294
DOI 10.1007/s11276-007-0039-4

SPREAD: Improving network security by multipath routing

in mobile ad hoc networks

Wenjing Lou - Wei Liu - Yanchao Zhang -
Yuguang Fang

Published online: 14 April 2007
(© Springer Science + Business Media, LLC 2007

Abstract We propose and investigate the SPREAD scheme
as acomplementary mechanism to enhance secure data deliv-
ery in a mobile ad hoc network. The basic idea is to transform
a secret message into multiple shares, and then deliver the
shares via multiple paths to the destination so that even if
a certain number of message shares are compromised, the
secret message as a whole is not compromised. We present
the overall system architecture and discuss three major de-
sign issues: the mathematical model for the generation and
reconstruction of the secret message shares, the optimal allo-
cation of the message shares onto multiple paths in terms of
security, and the multipath discovery techniques in a mobile

This work was supported in part by the US Office of Naval Research
Young Investigator Award under grant NO00140210464 and the US
National Science Foundation under grants CNS-0626881,
CNS-0626601 and ANI-0093241 (CAREER Award).

W. Lou

Department of Electrical and Computer Engineering,
Worcester Polytechnic Institute,

Worcester, MA 01609, USA

e-mail: wjlou@ece.wpi.edu

W. Liu

Scalable Network Technologies, Los Angeles,
CA 90045

e-mail: wliu@scalable-networks.com

Y. Zhang

Department of Electrical and Computer Engineering,
New Jersey Institute of Technology,

Newark, NJ 07102, USA

e-mail: yczhang @njit.edu

Y. Fang (1<)

Wireless Networks Laboratory (WINET), Department of
Electrical and Computer Engineering, University of Florida,
Gainesville, FL 32611, USA

e-mail: fang@ece.ufl.edu

ad hoc network. Our extensive simulation results justify the
feasibility and the effectiveness of the SPREAD approach.

Keywords Multipath routing - Network security - Ad hoc
networks

1 Introduction

Mobile ad hoc networks (MANETS) have received tremen-
dous attention in the past few years. On the one hand, its
rapid deployability and self-organizing configurability have
made a MANET very attractive in tactical and military appli-
cations, such as the tactical communications in a battlefield,
where the environment is hostile and fixed infrastructures are
not available or reliable, but fast network establishment, self-
reconfiguration and security-sensitive operations are neces-
sary. On the other hand, the salient features of a MANET,
such as the broadcast nature of the wireless channel, the
infrastructureless architecture, the highly dynamic network
topology, and the limited resources of mobile devices, have
posed many new challenges in the design and implementa-
tion of such a network [1].

Secure data delivery from one node to another is a fun-
damental service in a MANET as well as in any network.
Sensitive information, such as tactical military information,
transmitted across a hostile MANET should be protected
from passive attacks, such as eavesdropping. The wireless
channel in a hostile environment is vulnerable particularly
to eavesdropping due to its broadcast nature. Convention-
ally, data confidentiality is achieved by cryptography. How-
ever, the security of cryptographic methods highly depends
on the secure and reliable key management system. In par-
ticular, many computationally efficient cryptographic algo-
rithms, such as the stream cipher RC4 which is suitable in
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the resource constrained MANET, are highly sensitive to
the keying materials and susceptible to the known plaintext
attacks. Many efforts have been made in developing more
secure and more reliable key management systems [2-9].
However, in a highly dynamic MANET environment, end-
to-end encryption is usually impractical as the end-to-end
authentication and dynamic session key negotiation become
less reliable, particularly when the number of nodes becomes
large. So far no absolute secure and reliable key management
system is available. The gap between theoretic design and
practical implementation would further diminish such a pos-
sibility. Another potential threat in a MANET comes from
the compromised nodes. Compromised nodes may passively
collect information. They may also launch active attacks,
such as altering the content of forwarded packets, disrupting
routing functions, or simply selectively discarding important
packets. Secure routing protocols have been proposed to en-
sure the correct exchange of the routing information among
legitimate participating nodes [10-13]. However, they do
not exclude the possibility of selecting a compromised node
on a crucial communication path, nor do they prevent a
compromised node from collecting information from for-
warded messages or maliciously dropping important pack-
ets. As a second line of defense, some intrusion detection
mechanisms [14] or misbehavior detection schemes such
as the watchdog [15] have been proposed to detect such
attacks, but with limited success. Before any effective pre-
vention/reaction/recovery mechanism takes effect, the end-
to-end data delivery service might have been intercepted or
significantly disrupted. Therefore, developing a resilient se-
curity protocol becomes particularly important, that is, the
protocol should be able to function well in adversarial envi-
ronments when a certain number of nodes are compromised.
In this paper, we propose a multipath data delivery
scheme, SPREAD, to provide more secure end-to-end data
delivery service in a MANET. The fundamental idea of
SPREAD is based on two techniques: multipath routing and
secret sharing. Suppose a source node has a secret message
for a destination node that is multiple hops away. If the source
node sends the whole message through a single path, an ad-
versary can intercept it at any one of the intermediate nodes
along the path, or it can disrupt the delivery by dropping
packets at any one of the nodes along the path. However,
if the source node divides the message into multiple pieces
and sends them via multiple independent paths, the adversary
must intercept multiple pieces from multiple paths in order to
capture the whole message, or he must disable multiple nodes
on multiple paths in order to disrupt the delivery service. By
this means, the secret message is less likely to be intercepted
by the adversaries and more likely to reach the destination.
Our focus in this paper is on how to exploit this SPREAD
idea and to develop a security enhancement protocol to
strengthen the data delivery service in MANETSs. We ad-

@ Springer

dress three major design issues—how to divide the message
into multiple pieces; how those pieces are allocated onto each
path; and how to select the multiple paths. The contribution
of this paper is threefold. First, we put together techniques
from multiple disciplines (cryptography, optimization, net-
work routing) and propose a novel scheme which effectively
improves the network security. Secondly, we identify three
major design issues, investigate in depth into each of them,
and proposed a feasible solution to each of them—we apply
the secret sharing schemes to divide the message into pieces
(message shares); we propose the optimal share allocation
schemes which are able to provide a certain degree of reli-
ability without sacrificing security; we study the multipath
routing algorithms and propose a secure routing cost metric
which converts a non-additive cost function of security level
into an additive one so that security is introduced as one di-
mension of Quality of Service (QoS) routing. Lastly, most of
the simulation studies for multipath routing and/or security
design ignore the physical layer channel dynamics and MAC
layer contentions. We conduct extensive simulation with a
complete setting of physical layer and MAC layer models.
The significant performance impact of the shared physical
channel on concurrent multipath routing is studied as well.

The rest of the paper is structured as follows. We review
the related work in Section 2 and describe the overall system
architecture in Section 3. Then we elaborate the three major
design issues in three subsequent sections, respectively. We
present the extensive simulation results in Section 7 and
summarize this paper in Section 8.

2 Related work

The combination of secret sharing and multipath routing was
first proposed by Zhou and Haas in [2] where the role of a
certificate authority (CA) in a public key infrastructure (PKI)
is distributed to multiple servers by the means of secret shar-
ing and multipath routing. This idea was further developed
by Kong et al. in [3] where CAs are further localized by
distributing the servers more evenly in the network such that
operations such as signing a certificate can be done locally by
neighbors of the requesting node. The multipath routing in
their work indicates multiple paths from one node to multiple
nodes while SPREAD considers multiple paths between any
two nodes. A more recent key management approach based
on multipath routing is a probabilistic approach for the es-
tablishing of pairwise secret keys [6, 7]. The multipath in
their schemes are logical (i.e., encrypted by different keys)
rather than physically independent (node-disjoint) paths re-
quired in our SPREAD scheme. Recently, Papadimitratos
and Haas proposed a Secure Message Transmission (SMT)
protocol which combines Rabin’s algorithm and multipath
routing to safeguard the data transmission against arbitrary
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malicious behavior of other nodes [16]. While the idea is
similar to SPREAD, the focus of their paper is to defend
against malicious packet dropping by adversaries (compro-
mised nodes) who are on the forwarding paths, which is in
fact complemental to our work here.

Multipath routing has been shown to be effective in cop-
ing with the frequent topological changes and improving
resilience to node/link failures in a MANET [17-19]. Much
work has been focused on the alternate multipath routing, in
which a node maintains multiple paths to a certain destina-
tion but uses one path at a time. A second path is used as the
alternate only when the primary one fails. The concurrent
multipath routing, namely, using multiple paths simultane-
ously, has not been well studied. Tsirigos and Haas applied
concurrent multipath routing together with diversity coding
to mitigate the effect of frequent topological changes [20]
and to improve the packet delivery ratio [21]. They pro-
vided an analytical framework for performance analysis but
no specific routing algorithms were studied. Papadimitratos
and Haas [22] studied a disjoint path set selection protocol
(DPSP) which is similar to our multipath finding algorithm.
Their objective was to find multiple edge-disjoint paths for
reliability purpose while we are interested in node-disjoint
paths for security objective. In our previous work [23], the
SPREAD idea was first proposed but was studied in the wired
Internet context. In [24] and [25], preliminary and partial re-
sults of this paper were presented.

3 SPREAD overview
3.1 System model

The fundamental idea of the SPREAD scheme comes from
the following observation: a messenger who carries the full
message from one place to another place across a hostile
ground may reveal the message easily if he/she is captured,
while the message will not be fully recovered by adversaries
if multiple messengers are deployed, each only carrying par-
tial information and taking different routes across the hostile
ground. The SPREAD scheme works in the similar fashion:
when a source node wants to send a message to a destination
node securely in a MANET, the source can use a multipath
routing algorithm to find multiple paths from the source to the
destination with certain properties (e.g., disjoint paths); then
the source determines a secret sharing scheme, depending
on the message security level and the availability of multiple
paths, to transform the message into multiple shares; then the
message shares are routed to the destination by the multipath
routing protocol and the destination reconstructs the original
message upon receiving a certain number of shares.

We address the improved security by dealing with the
compromised nodes and eavesdropping problem. We as-

sume hop-by-hop link encryption, each link with different
key which is negotiated between neighboring nodes. We also
assume that if one node is compromised (either physically
captured or remotely broken into), all the shares traveling
through that node are compromised. A compromised share
means the adversary has a means to decrypt it and it could
be used to recover the original message. Therefore, we de-
fine that a message is compromised when the adversary has
compromised enough message shares for that message. Since
nodes in ad hoc networks use wireless channels to communi-
cate with each other, we also investigate the message eaves-
dropping problem. We assume that anyone sitting within the
transmission range of a transmitting node is able to eaves-
drop the transmission of that node. However, it should be
pointed out that an eavesdropped message share does not
divulge any useful information before it is decrypted.

We evaluate the performance for both individual attacks
and colluding attacks. For the former, we assume that each
adversary is working independently to recover the message,
while for the latter, we assume all the compromised nodes,
by some means, can combine their compromised message
shares to recover the original message.

We assume that the adversaries, after compromising the
nodes, will attempt to remain in the network by launching
only passive attacks in order to acquire more secure informa-
tion. If the compromised nodes launch active attacks, such
as stopping forwarding packets for other nodes or altering
the information when forwarding, some intrusion detection
mechanism [14] or the misbehavior detection schemes such
as a watchdog proposed in [15] can be used to identify the
compromised nodes quickly so that they can be excluded
from the network. Schemes which improve reliability by
re-transmission such as SMT proposed in [22] can also be
combined with SPREAD to defend against such attacks.

There are several major design issues in this scheme: first,
how to transform the message into multiple shares; secondly,
how to allocate the shares onto each path; and thirdly, how to
discover the desired multiple paths. We will briefly discuss
these three design issues in this section and will elaborate
each of them in the following sections.

3.2 Threshold secret sharing

The first issue is how to divide the message into multiple
pieces (shares)? Simply chopping the message into multiple
segments involves the least processing overhead. However, it
does not provide satisfactory security protection, since each
segment contains explicitly partial content of the message,
which could be used to infer the content of the whole
message. It also needs extra protection for the integrity of
the message. In the SPREAD scheme, we use the threshold
secret sharing algorithm to divide the message into multiple
pieces. With a (T, N) secret sharing algorithm, the secret
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message can be divided into N pieces (called message shares)
such that in order to compromise the message, the adversary
must compromise at least 7 shares. With fewer than 7 shares,
the enemy cannot learn anything about the message and
has no better chance to recover the secret than an outsider
who knows nothing at all about the message. This gives
us the desirable security properties. Another reason that
we use secret sharing is that the generation of the message
shares and the reconstruction of the message are all linear
operations over a finite field (e.g., the Shamir’s Lagrange
interpolating polynomial scheme [26]). In addition, the se-
cret sharing scheme can be designed with cheating detection
and cheater identification [27] capabilities. It is possible that
after compromising a node, the adversary attempts to cheat
our system by sending us faked or altered message shares.
By embedding the cheater detection and identification, we
can deterministically detect cheating actions and identify the
cheaters, no matter how many cheating shares are involved
in the secret reconstruction. This is a desirable detection
mechanism in an unreliable ad hoc network environment
and it also helps to protect the integrity of the message
transmitted.

3.3 Share allocation

The second issue is how to allocate the shares onto each
selected path so that the adversary has least possibility to
compromise the message. We consider the case that a mes-
sage is compromised due to compromised nodes. We assume
that if a node is compromised, all the credentials of that node
are compromised. So the message shares traveling through
that node are all intercepted and compromised. Given the
available independent paths and their corresponding security
characteristics, the fundamental objective is to maximize the
security by allocating the shares in such a way that the adver-
sary must compromise maximal number of paths to recover
the message. The simplest and most intuitive share allocation
scheme is to choose N as the number of available paths, apply
(N, N) secret sharing, and allocate one share onto each path.
This will achieve the desired maximum security with least
processing cost. However, in an ad hoc network, wireless
links are instable and the topology changes frequently. Pack-
ets might be dropped during the transmission. In case that
packet loss does occur, this type of non-redundant share allo-
cation will disable the reconstruction of the message even at
the intended destination. To deal with this problem, it is usu-
ally necessary to introduce some redundancy (i.e., T < N) in
the SPREAD scheme to improve the reliability, i.e., the des-
tination would have better chance to receive enough shares
for reconstructing the message. Generally speaking, the se-
curity and the reliability are two contradictive design goals—
more redundancy implies better reliability but worse security.
However, due to the salient features of the threshold secret
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sharing, we develop a redundant SPREAD share allocation
scheme, which could tolerate certain packet loss while at the
same time maintain the maximum security. We formulate
the share allocation into a constrained optimization problem,
with the objective to minimize the message compromising
probability. Our investigation reveals that, by choosing an
appropriate (7, N) value and allocating the shares onto each
selected path wisely, we could tolerate certain packet loss
without sacrificing the security. The maximum redundancy
we can add to the SPREAD scheme without sacrificing the
security is identified.

3.4 Multipath routing

The third issue is the multipath routing—how to find the
desired multiple paths in a mobile ad hoc network and how to
deliver the shares to the destination using these paths? Rout-
ing in a MANET presents great challenge because the nodes
are capable of moving and the network topology can change
continuously, dramatically, and unpredictably. A great effort
has been made in designing ad hoc routing protocols in
response to the frequent topological changes, among which
multipath routing technique is a promising choice. One ad-
vantage is that the use of multiple paths in a MANET could
diminish the effect of unreliable wireless links and the fre-
quent topological changes. Another advantage is that, nodes
in an ad hoc network is usually battery powered, by carefully
distributing traffic load onto multiple paths, the energy
consumption in each node can be made more evenly, hence
the overall system lifetime (i.e., the time before the first
node dies because of running out of battery) be prolonged.
For our SPREAD scheme, we need independent paths,
more specifically, node-disjoint paths, as many as possi-
ble, because we are dealing with node compromise problem.
Several multipath routing protocols have been proposed in
MANETS with the design goal of finding node-disjoint paths,
e.g., the split multipath routing [17], the diversity injection
technique [18], and the on-demand multipath routing [19],
etc. Those protocols are all on-demand, due to the network
bandwidth limitation, and of the source routing type, as the
source routing provides the source with the maximal ca-
pability of controlling the path disjointness. The multipath
discovery technique proposed for SPREAD also takes a sim-
ilar on-demand and source routing approach. We propose
a security related cost function by which we define the se-
curity as one dimension in Quality of Service (QoS) rout-
ing and make the security a measurable routing cost metric.
Therefore, satisfactory paths could be found according to
their security levels (i.e., the probability that path might be
compromised). Besides, we proposed in [28] a “link cache”
organization for on-demand routing protocols, where each
path returned to the source is decomposed into individual
links and represented in a unified graph data structure. The
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“link cache” organization allows us to take advantage of any
underlying routing protocols and provide us with a partial
view of network topology. Then we utilize a maximal node-
disjoint path algorithm to find multiple node-disjoint paths
so that the overall path set provides the maximum security
for the message delivery.

4 Message share generation

To help better understand our scheme, we give a brief intro-
duction to the threshold secret sharing system, which is used
to generate the shares from a message (messages). Suppose
that we have a system secret K and we divide it into N pieces,
S1, 82, ..., Sy, called shares or shadows. Each of N partici-
pants of the system, Py, Py, ..., Py, holds one share of the
secret, respectively. The generation of the secret shares guar-
antees that fewer than T participants cannot learn anything
about the system secret K, while with an effective algorithm,
any 7T out of N participants can reconstruct the system secret
K. This is called a (T, N) threshold secret sharing scheme
[26]. A secret sharing scheme consists of two algorithms.
The first is called the dealer, which generates and distributes
the shares among the participants. The second is called the
combiner, which collects shares from the participants and re-
computes the secret, i.e., it re-produces the secret K from any
T correct shares. A combiner fails to re-compute the secret if
the number of the correct shares is less than 7. Naturally, in
our SPREAD, the dealer is implemented at the source while
the combiner at the destination.

Several threshold secret sharing schemes have been de-
veloped in the literature. For illustration purpose, we take
the Shamir’s Lagrange interpolating polynomial scheme as
an example. The dealer obtains the ith share by evaluating a
polynomial of degree (7'— 1)

fx)=(ao+aix +---+ar_1x" ")y mod p
atx=it:
Si = f()

where p is a large prime number greater than any of the co-
efficients and is made available to both the dealer and the
combiner, and the coefficient ay (= K) is the secret while
other coefficients ay, a, ..., ar—; are all randomly chosen.
Then, at a combiner, once 7 shares have been obtained, the
combiner can reconstruct the original polynomial by solving
a set of linear equations over a finite field GF(p). For exam-
ple, assume that the received T shares are S;;, Si2, ..., Sit,
the original polynomial f(x) can be recovered by Lagrange
interpolation.

T
fx) = ZSij -1;,(x) mod p

j=1

where

T
L= 1]

l"
k=1k#j 7

.X—ik

_l'k

Particually, the original secret K can be recovered by calcu-
lating f(0).

Efficient (O(T lo g2 T)) algorithms for polynomial evalua-
tion and interpolation have been discussed in [29]. Moreover,
depending on the number of paths in a MANET, the (7, N)
value in our SPREAD will not be large. Even the straight-
forward quadratic algorithms are fast enough for practical
implementation.

Figure 1 is the illustration of applying the secret sharing
algorithm onto the secret message at the source node. Limited
by the size of the chosen prime number p, the secret sharing
is applied on a block-by-block basis, which is similar to any
block cipher used to encrypt a large message. Some cipher
chaining mode such as the Cipher Block Chaining (CBC)
might be used when concatenating the blocks together to
further protect the message shares. In addition, depending on
the number of paths used, the SPREAD seems to waste a lot
of bandwidth. To save the network bandwidth, in SPREAD,
more coefficients from ag, a;, az, ..., ar_; can be assigned
message blocks, as shown in the figure.

5 Optimal share allocation

How to choose the appropriate values of (7, N) and allocate
the N shares onto each selected path is another important
issue in the SPREAD design. In this section, we discuss
the share allocation with the objective of maximizing the
message security.

5.1 Problem formulation and notations

Assume that (7, N) secret sharing algorithm is applied to
the message to be protected at the source node. At the
network layer, we assume that there are totally M node-
disjoint paths, path 1, path 2, ..., path M, available from
the source to the destination (comparable to M participants
who hold the shares). We use vector p = [pi, p2, ..., pu]
to denote the security characteristics of the paths, where
pii =1,2,..., M) is the probability that path i is compro-
mised.! Without loss of generality, we further assume p; <
p2 <--- < py. Then, we use vector n = [ny, na, ..., ny)

! Note that such path security information, p;, if made available, as we
will discuss in the following section, is helpful in optimizing the secure
path finding procedure. However, the unavailability or inaccuracy of
such information does not diminish the effectiveness of SPREAD. In
general, security can be improved by even blindly (e.g., assuming all
the paths equally secure) spreading the traffic.
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Fig.1 (T, N) secret sharing
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to denote a share allocation that allocates the N shares onto
the M available paths, where n; is the integer number of shares
allocated to path i satisfying n; > 0 and ZIAL n; =N.We
assume that if one node is compromised, all the shares trav-
eling through that node are compromised. Therefore, we
define that a path is compromised when any one or more of
the nodes along the path is compromised. For each path, we
consider that if it is compromised, all the shares allocated
to it are compromised. Otherwise, if the path is not com-
promised, all shares on that path are safe. As those paths
are node-disjoint, we further assume that the probability that
one path is compromised is independent of others. As we
pointed out in previous section, SPREAD scheme only en-
hances the data confidentiality statistically when the data are
transmitted across the network. Thus the probability p; does
not include the probability that the source or the destination
node is compromised, i.e., we assume source and destination
are trustworthy. The protection of a node from being com-
promised is another issue and is out of the scope of this paper.
According to the secret sharing algorithm, the probability
that the message is compromised equals the probability that
T or more shares are compromised. We denote the probabil-
ity that the message is compromised in terms of the share
allocation n as P,(n). Then, the share allocation can be
formulated as a constrained optimization problem

minimize P, (1)

M
subject to Zn,- = N, n; is an integer, n; > 0

i=1
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5.2 Maximum security without redundancy

Let us define r =1 — % as the redundancy factor of the
(T, N) secret sharing scheme. We first study the optimal
allocation scheme when non-redundant SPREAD scheme
where r=0, e.g., N=T1is used. It is easy to derive that given
the number of available paths, M, and the corresponding
path security characteristics p = [py, p2, - - ., Pu], the non-
redundant (N, N) (N > M) secret sharing scheme would give
the maximum security, i.e., the minimum message compro-
mise probability, when at least one share and at most 7'— 1

shares are allocated to each of the available paths, i.e.,

1<n<T-M+1, i=1,....M
M

ZniZN

i=1

This share allocation forces the adversary to compromise all
the paths to recover the message. This probability equals the
probability that all the paths are compromised:

M
Pmsg(ﬂ) = l_[ Pi
i=1

It is noted that, given the available multiple paths, the maxi-
mum security achievable only depends on the paths chosen.
As p; is a probability satisfying 0 < p; < 1, the more paths
the source node uses to distribute the shares, the lower the
probability is, and the more secure the message delivered.
Thus, given a required security level (in terms of message
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compromising probability) yp,, the SPREAD scheme only
needs to choose the first m paths, path 1, path 2, ..., path m,
satisfying Py ,(n) = ]_[l'."=1 pi < vyp,,todeliver the message.
To simplify the notation and without loss of generality, in
what follows, we still use M to denote the number of paths
chosen to deliver the message.

5.3 Maximum security with redundancy

It is intuitive that the non-redundant secret sharing scheme
provides the maximum security to the message. However,
in the face of error-prone wireless channel it requires the
successful reception of all the shares in order to reconstruct
the original message. In an ad hoc network, wireless links are
not stable. Packets might be dropped due to various reasons
including broken routes, MAC layer collisions, or wireless
channel fading, and so on. In order to mitigate the effect
of such packet drops, it is usually necessary to add some
redundancy for reliability purpose.

Again we assume that M most secure paths are selected
to send the message. It is intuitive to show that, in order to
achieve the maximum security, the total number of shares
allocated to any M — 1 or fewer paths should be less than
T. This forces the adversary to compromise all the M paths
to compromise the message. This is also a necessary and
sufficient condition to achieve the maximum security. This
condition can be represented as

and simplified as

N—n<T—1, VYied,2,....M)

ey
np+ny+---+ny=N
Recallr =1 — % is the redundancy factor of the secret shar-
ing scheme. Then, we could derive a necessary and sufficient
condition for achieving the maximum security, i.e.,

(M =2) 2)

This is an important result as it defines the maximum redun-
dancy we can add to the SPREAD scheme without sacrificing
the security. It indicates that to maintain the maximum se-
curity achievable from the chosen path set, the maximum
redundancy we can add to the secret sharing algorithm is

bounded by r < % — %, where M is the number of chosen
paths (M > 2) and N is the number of total shares gener-
ated. In other words, we could claim that for a r-redundancy
SPREAD scheme, the maximum security can be achieved if
and only if the redundancy factor r satisfies r < ﬁ - %

In fact, with the (7, N) value satisfy the constraint (2), or
in other words, with 7 > [N (1 - —)—| + 1, any allocation

that conforms to the constraints

N-T+1<n<N—-(N-TH+1)(M—-1),

M
Zl’li =N
i=l

i=1,....,.M

is an optimal share allocation in terms of security. Notice
that the optimal share allocation in terms of security is not
unique. Other optimization objectives, such as the minimal
delivery cost, balanced bandwidth usage, or maximum reli-
ability, might be set to further optimize the share allocation
for other purposes.

6 Multipath routing and path set optimization
6.1 Multipath routing

As we mentioned earlier in the paper, routing in ad hoc
networks is a great challenge. The challenge comes mainly

m, <T—1, Viie(,2,....M)
ni,+ni, <T—=1, Vij,ihe(,2,...,M),i; #i>

ni1+ni2+"'+niM,1 ET_lv Vil9i27""iM—l6(1527°"9M)7i1#i27"'aiM—27éiM—l
n+n+---+ny=~N

from two aspects: constant node mobility causes frequent
topological changes while limited network bandwidth re-
stricts the timely topological updates. On-demand routing
has been widely adopted in mobile ad hoc networks in re-
sponse to the bandwidth constraints because of its bandwidth
efficiency and effectiveness. The multipath routing technique
is another promising technique to combat the frequent topo-
logical change and link instability problem in a MANET
environment since the use of multiple paths could diminish
the effect of possible link failures. Several multipath routing
protocols have been proposed in the literature to find node-
disjoint paths in an ad hoc network [17-19]. Most of the
proposed protocols are on-demand, and use source routing
technique to control the disjointness of the paths at the source
node. For an on-demand routing protocol, whenever it needs
a path to a certain destination but does not know one, it starts
a route discovery process by broadcasting the route discov-
ery messages throughout the network, the destination (or

a Springer



286

Wireless Netw (2009) 15:279-294

Route Replies: Route Error:

A»B»C»E
A»C»D»E»F

A»C

Path Cache:

Link Cache:

A»B

4-->C
A-»B—»C
A-~>C->D
A»B»C»E
> C> D> E
> C—>D-—E—F

(NN

Fig. 2 Path cache and link cache

intermediate nodes that have a valid route to the destination)
will reply by sending back the route. Some type of cache is
necessary to store the routes previously found so that the
node does not have to perform the costly route discovery
for each individual packet. In many routing protocols (e.g.,
DSR, AODV), the routes replied back to the source contain
the complete node list from the source to the destination.
By caching each of these routes separately, a “path cache”
organization can be formed. This type of cache organization
has been widely used (e.g., DSR and multipath extension
of DSR). However, the paths found by this means might
not serve our purpose best because they are usually selected
based on hop count or propagation delay, not necessarily the
security. In [28], we designed an alternative cache organiza-
tion, called a “link cache”, in which routes are decomposed
into individual links and represented in a unified graph data
structure, as illustrated in Fig. 2. Given the same amount of
route reply information, the routes existing in a path cache
can always be found in a link cache, while a link cache has the
potential to use the route information more efficiently by con-
necting individual links to form new paths which do not exist
in the path cache. We also developed an adaptive stale link re-
moval scheme to work together with the link cache. The pro-
posed link cache scheme could be incorporated into any un-
derlying multipath routing protocols, such as [17-19], to pro-
vide us with a partial view of network topology. Then, the op-
timization of the path set used to deliver the message shares
can be carried independent of the routing protocols used, and
is solely based on the discovered partial network topology.

6.2 Security related link cost function

We consider the security as the link cost function and dis-
cuss how to select a path based on nodes’ security property.
Assume in the mobile ad hoc network, each node n; is as-
sociated with a security related parameter g;. For simplicity
and consistency, we interpret this security related param-
eter g; as the probability that node n; is compromised. In
reality, ¢; indicates the security level of node »; and could
be estimated by some security monitoring software and/or
hardware such as firewalls and intrusion detection devices. It
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could also be evaluated using some theoretic trust evaluation
technique [30]. It is important that these security levels are
immutable, e.g., nodes should not be able to change their
security levels arbitrarily in an unauthorized way. To ensure
this, some form of authentication or tamper-resistant devices
are needed. Here, we simply assume such a mechanism is
already in place.

Based on the above argument, the probability that a (s, 1)
path consisting of node s, ny, ny, . . ., ny, t is compromised is
given by

p=1-0-q)d—g)---(1—q)

We define the following symmetric link cost function to
convert the security characteristics into an additive link cost
function so that the shortest path algorithm can be readily
used to find the most secure path. The cost of the link between
node n; and n; is defined as

¢ij = —log/(1 —g)(1—gq;)

Then the cost of the (s, ) path consisting of node s, ny, n,,
..., N, tis

cost(s,t) =cg1 +cp+ -+ oo+

1
) log(1 — g5) — log(1 — g1) — log(1 — q»)

1
—---—log(l1 —¢q) — Elog(l —qr)
—log{(1 —g)(1 —g2)---(1 —q)}

1
—5 log{(l = ¢;)(1 — g0)}

With the shortest path algorithm, s, ¢ are fixed,

cost(s, t) is minimized iff

—log{(1 — g1 — g2)--- (1 — g;)} is minimized iff
(I —g)(1 —q)---(1 —gq;) is maximized iff
p=1—(0=q)(1—¢q)---(1 —g)is minimized.

With this definition, the non-additive security metric can
be transformed into an additive one. The path found by the
conventional shortest path algorithm will be the most secure
path. If we treat security as a dimension of quality of service
(QoS) routing, many other QoS routing protocols [31] that
are developed for other additive performance metrics, such
as end-to-end delay, can also be applied easily with this new
metric.

6.3 Path set optimization

Ideally, given a network, we wish to find an optimal path
set, such that the probability P, is minimized. Recall that
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Find the first most secure path by modified Dijkstra algorithm, select the path
Perform a graph transformation as follows

a. For each selected path:

b. Replace the links used in the path with directed arcs — for the arc that is
directed towards the source, make its cost the negative of the original link cost;
make the cost of the arc directed towards the destination infinite (i.e., remove

c. Split each node on the selected paths (except the source and destination) into
two co-located subnodes; Connect the two subnodes by an arc of cost 0 and
directed towards the source node.

d. Replace each external link that is connected to a node in the selected paths by
its two component arcs of cost equal to the link cost — let one arc terminate on
one subnode and the other one emanate from the other subnode such that along
with the zero-cost arc, a cycle does not result.

Run the modified Dijkstra algorithm, find the most secure path in the transformed

Transform back to the original graph; erase any interlacing edges; group the

remaining edges to form the new path set.

Fig.3 Maximal node disjoint Step 1.
paths finding algorithm Step 2.
it)
Step 3.
graph
Step 4.
Step 5.

increase.

Prse(n) = ]_[f‘il p;. If given the available M paths, intu-
itively, since p; is a probability which is always less than
1, the more terms of p;, the lower the probability P,,,,, and
the better the security we can achieve. So the primary goal
of our path finding algorithm is to find as many paths as
possible while at the same time as secure as possible.

The maximal path finding algorithm proposed for our
SPREAD scheme is modified from the node-disjoint shortest
pair algorithm [32]. The basic idea of the algorithm is not
simply removing the nodes on the selected paths; instead, a
graph transform is applied so that the selected nodes and links
can be temporarily reused; then after the interlacing removal,
when the graph is transformed back to the original format,
the maximal number of paths can be found by regrouping
the selected links. In [22], Papadimitratos et al. proposed
a similar disjoint path set selection protocol (DPSP) which
aims to select multiple disjoint paths in a mobile ad hoc
network. The objective of their multipath routing is to combat
the path failures due to topological changes. The disjoint
paths they found are edge-disjoint while in our case we find
node-disjoint paths.

A modified Dijkstra algorithm is used so that negative
links are allowed (but no negative loop) in the graph [32]. The
modified Dijkstra algorithm modifies the standard Dijkstra
algorithm by allowing the permanent labeled node to change
back to a tentative label if a smaller cost to that node has
been found. Based on this observation, we develop a new
maximal path finding algorithm. The maximal path finding
algorithm we propose here is an iterative procedure. The
most secure path is found first and added to the path set. In
one iteration, the number of paths in the set is augmented
by one. Figure 3 summarizes the steps taken to find the
maximal number of paths. Each time a new path is added
to the selected pathset, a graph transformation is performed,
which involves a vertex splitting of the nodes on the selected
paths (except the source and destination node). Thus, the

Go to step 2, until no more path can be found or the security of the path set does not

modified Dijsktra algorithm is executed to find the most
secure path in the transformed graph. Then, the split nodes
are transformed back to the original one, any interlacing
edges are erased, and the remaining edges are grouped to
form the new path set. Figure 4 shows an example of the path
finding algorithm. After finding the first two node-disjoint
paths, the third one temporarily makes use of the selected
nodes but using the link in the reverse direction. After the
interlacing removal and regrouping, a path set consisting of
three paths is found instead of two.

The intuition we used in the pervious section—the more
paths used, the better security achieved, is based on the as-
sumption that candidate paths are fixed. When an additional
path is added to the path set, the paths previously selected are
not affected. However, with our iterative multipath selection
algorithm, because of the regrouping of edges, the paths in
the path set in each iteration might change. It is unnecessary
that the addition of one path will decrease the overall prob-
ability. In order to cope with this dynamics, we recalculate
P, after each iteration. If P, is not getting smaller in the
iteration, the path set found in the previous iteration will be
accepted and the path finding algorithm terminates.

This algorithm is selected because of its simplicity and
its capability to find the maximum number of node-disjoint
paths. Alternatively, other disjoint path finding algorithms
that are capable of finding maximum number of node-disjoint
paths with minimum total cost may be used, such as the
algorithms proposed in [33, 34].

7 Performance evaluation
7.1 Simulation configuration

We simulate an ad hoc network with 100 nodes randomly dis-
tributed in a 1000 m by 1000 m area. Two sets of simulations
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(a)

(e)
Fig.4 An Illustration of the maximal node disjoint paths algorithm. (a)
Iteration 1—modified Dijkstra algorithm; (b) Iteration 2—graph trans-
formation and modified Dijkstra algorithm; (c) Iteration 2—resulting

are conducted. The first set of simulations focuses on
the feasibility and effectiveness of the SPREAD. The
simulation scenario is relatively ideal. Nodes are not mobile,
and multiple independent logical channels are assumed
among nodes so that multiple paths can be deployed
independently at the network layer. This set of simulations is
implemented by C/C++. The second set of simulations aims
to examine more performance metrics under more realistic
and dynamic scenarios with node mobility model (random
waypoint model with [vmin, vmax] = [0,20 m/sec]),
contention-based MAC protocol (IEEE 802.11 Wireless
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2 paths; (d) Iteration 3—graph transformation and modified Dijkstra
algorithm; (e) Iteration 3—edge regrouping; (f) Iteration 3—resulting 3
paths

LAN standard), and radio model (frequency hopping spread
spectrum technology with 2 Mbps capacity). The second set
of simulations is implemented in OPNET [35].

To factor out the effect of routing protocols, in the sim-
ulation we assume each node knows the network topology.
However, to keep the fundamental features of the on-demand
routing protocols, a node only refreshes its network topol-
ogy data structure when it has a message to be transmitted
and there is no known path to that destination (to mimic the
route discovery procedure). The multipath finding algorithm
is then executed to find the desired number of node-disjoint
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paths. In simulation set 1, we always assume the optimal
share allocation. However, in simulation set 2, we use the
following simple share allocation. Each message is divided
into 10 shares and sent to the destination via the M paths.
For M=1,n=[10; M=2,n=[55]; M=3, n=[4 3 3],
M=4,n=[3322]; M=5,n=[22222]. The routing is
achieved by the source routing technique. A route cache is
kept in each node to save the paths used. Once the paths to
a certain destination are calculated, they are used till a link
error occurs (to mimic the route maintenance mechanism).

Two types of security settings are simulated in each
simulation set. In type 1 security setting, each node is
assumed equally likely to be compromised with probability
qi=0.14. In the second type, each node is assigned a
probability randomly: 10% of nodes being compromised
with probability ¢; = 0.50, 40% of nodes with ¢; = 0.20, and
50% of nodes with g; = 0.02. We will denote these two types
of security property settings as “equal Qi” and “different
Qi” in the figures.

7.2 Feasibility

Table 1 gives some basic parameters of the network topol-
ogy of the simulated ad hoc networks. It is known that in
the highly dynamic ad hoc networks, in order to maintain
the connectivity, ad hoc networks typically have dense con-
nectivity that allows the exploitation of multipath routing
techniques.

Figure 5 shows the probability that multiple paths are
found in the simulated network. It is observed that the prob-
ability that multiple node-disjoint paths exist in an ad hoc net-
work is pretty high. Since our SPREAD scheme depends on
the availability of multiple node-disjoint paths, the existence
of such multiple paths justifies the feasibility of our scheme.

In fact, if we run the maximal node-disjoint path finding
algorithm purely for finding the maximum number of paths
without considering the security property of the path set, the
number of paths found in both sets would be equal. This im-
plies that the maximum number of paths the algorithm is able
to find is independent of the link costs; it solely depends on
the network topology although the actual paths found might
be different for different link costs. In our simulation, we
stop augmenting the path set when the security property of
the found path set does not improve. Table 2 gives the proba-
bility that the path finding algorithm stops for this reason. It
indicates that when the nodes are of equal security level, the

Table 1 Network parameters

TR(m) 200 250
Node degree 10.3 15.4
Diameter 9 6.8

Table2 The path finding algorithm stops before finding the maximum
number of paths

TR(m) 200 250
Same Qi 0.45% 0.33%
Different Qi 22.7% 38.8%

' " [~ TR=200m, equal Qi
0.9 ~<$- TR=200m, different Qi
. —— TR=250m, equal Qi
4+ TR=250m, different Qi
0.8}
2
£ 07f 1
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£
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£
g
E o5 il
s
£ 04r J
o
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S 03} il
o
0.2f J
0.1 J
0 1 —
0 2 10 16 18

Number of paths (m)
Fig. 5 Capability of path finding

number of paths plays the most significant role. Basically,
the more the paths, the better the security. However, if nodes
are of different security levels (probabilities), the security of
each path will have more impact on the overall security of
the path set. This also explains that in Fig. 5 the number of
paths selected in type 2 simulations (different Qi) is fewer
than that in type 1 simulations (equal Qi).

7.3 Message compromise probability

We examine the security performance of our SPREAD in
terms of the probability that a message is compromised.
Since we assume link encryption is used, if one share is re-
layed by a compromised node, the share is compromised.
If T out of N shares are compromised, we assume that the
message is compromised. Obviously, the individual node at-
tack on a message does not work when multiple (M > 2)
paths are used because no single node is able to relay
all the necessary shares. Here, we study the collusion at-
tack where some kinds of collaborations among compro-
mised nodes are assumed so that they could add up together
their compromised shares to recover the original message.
Figure 6 shows this probability when multipath paths
are used and different secret sharing schemes are used.
Figure 6(a), where the logarithmic scale of the Y axis is used,
is from the first set of simulations and assumes the optimal
share allocation. We observe that the message compromise
probability drops quickly (actually exponentially fast) with
the increase of the number of paths used. This result verifies
the effectiveness of our SPREAD idea. We also notice that
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Fig. 6 Message compromise probability
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4.5 5

when nodes are with different security levels, our algorithm
tends to select more secure paths that further decrease this
probability significantly. Figure 6(b) and (c) are from the
second set of simulations. Notation {300s, (9, 10)} means
that the curve is obtained when the pause time in the mobility
model is set to 300s, (T, N) is set to (9, 10). The results verify
the above observation for the message compromise proba-
bility. In addition, we observe that the node mobility seems
to have a favorable impact on the message security. This
could be explained as, when nodes are moving, the chosen
paths are changing over time. The introduced path dynamics
reduce the chance for the adversary to collect enough shares.
We also notice that for m =4 and 5, the security is sacrificed
for (8, 10) SPREAD scheme because the non-optimal share
allocation scheme is used.

7.4 Message eavesdropping probability

We also examine the message eavesdropping probability. As
we use a single shared channel, when one node transmits
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a packet, all its neighbors would be able to overhear that
packet. If a compromised node overhears T or more shares
for a particular message, this message is considered eaves-
dropped. Figure 7 plots the message eavesdropping proba-
bility for individual node attack, which means that each node
works on its own to collect the 7 shares. It is observed that,
with the increase of the number of paths, this probability
decreases. However, the decrease becomes less significant
when more paths are used. In fact, there is a lower bound of
this probability because anyone sits within the transmission
range of the source node would be able to overhear all the
shares. The message eavesdropping probability for collusion
attack is pretty high (close to 1) because in our simulation,
we have about 14 compromised nodes among the totally 100
nodes. The receiving range of all the compromised nodes
has almost covered the whole simulation area. The simula-
tion results with equal Qi is very similar to the ones with
different Qi as shown in Fig. 7(b) and (c), which indicate
that the physical security of each node has little impact on
the eavesdropping of the wireless broadcast channels. The
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hop basis compared with the single minimum-hop path case. 1
We can see that using multipath does consume more network
bandwidth because of longer paths used. However, this is
the tradeoff. We argue that for security critical applications,
the network efficiency might not be as critical a concern as
security.

Number of paths (m)

Fig. 8 Bandwidth overhead
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7.6 More discussions

The security enhancement of the SPREAD scheme comes
from the concept of secret sharing and is achieved in the net-
work by spreading the message shares onto multiple paths.
The key to the performance improvement relies on the inde-
pendence of the multiple paths used to deliver the secret, i.e.,
the compromise of one path is independent of the other. This
implies that in reality, fully diversified paths are desirable to
achieve the security enhancement by SPREAD. For example,
in a heterogeneous tactical communication scenario, paths
involving various types of ground communication facilities,
paths using satellite or aircrafts in the air, and paths involving
ships or submarines in the sea, will provide desired path in-
dependence. The assumption used in our evaluation, namely
that all the nodes are sharing the same broadcast channel
and are using short range wireless transmissions, actually
represents the worst case scenario. Even in a homogeneous
MANET where all the nodes having identical configuration,
the desired path independence can be achieved by various
means. For example, when each node is equipped with a
directional antenna so it can transmit to the direction of its
intended receiver, or when each link is assigned a locally
unique channel that is distinct from those channels used
by its two-hop neighbors to avoid collision. Independent
paths can also be established at the higher layer. With the
multiple-channel model, each link’s communication activ-
ity is independent of those of its neighbors. The concurrent
data transmission in overlapped neighborhoods is possible.
The message eavesdropping probability will also drop sig-
nificantly to be similar to that of the message compromise
probability, given the multiple-channel model.

Moreover, the SPREAD can be made adaptive by adjust-
ing the number of multiple paths according to the security
levels for a message. We admit that the SPREAD may con-
sume more network bandwidth comparing to conventional
security schemes, however, this may be acceptable for some
applications, and probably desirable when reliability is a
consideration.

The proposed SPREAD scheme is an enhancement to
the data confidentiality service. It statistically enhances such
service but it alone cannot completely guarantee data confi-
dentiality without incorporating any underlying encryption
scheme and/or LPI/LPD (low probability of interception/low
probability of detection) schemes at the physical layer. Com-
pared with the traditional end-to-end encryption and single
path routing approach, SPREAD has the following advan-
tages. First, SPREAD makes it more difficult for adversaries
to intercept sufficient information to recover the secure mes-
sage. As we know that the adversaries must possess both the
ciphertext and the key in order to break an encrypted mes-
sage. The SPREAD scheme enhances the security by pro-
tecting the former, i.e., the ciphertext, from being intercepted
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by the adversaries in a highly dynamic MANET environment
where the key management is assumed not fully secure and
reliable. Also, keys are sort of “wear out”. The more en-
crypted data with the same key, the better chances that the
adversaries break the encryption system by cryptanalysis.
Protection of the ciphertext also provides “perfect forward
secrecy” in the sense that a previously transmitted message
can not be recovered by the adversaries even if the key used to
encrypt the message is thereafter compromised. In addition,
SPREAD potentially provides better reliability and failure
resiliency [20, 21]. With single path routing, one compro-
mised node might disrupt the delivery service between two
end nodes, while with SPREAD, if one path fails/is disrupted,
a retransmission scheme such as one described in [16] can
be implemented within SPREAD framework to deliver lost
data packets using other paths.

Recently, the Sybil attack [36] has been identified as one
type of attacks to which multipath routing is vulnerable. In
a Sybil attack, a single node presents multiple identities to
other nodes in the network. Several techniques to defend
against the Sybil attack have been proposed for a sensor
network [37, 38]. Like many other distributed systems, our
SPREAD scheme is not completely resistant to Sybil attack
in the sense that our SPREAD scheme fails when a com-
promised node presents itself as multiple identities and our
path finding algorithm happens to select at least one Sybil
node on each of the paths selected. Although the defense of
Sybil attacks is out of the scope of this paper, our SPREAD
approach actually makes the Sybil attack harder as the Sybil
nodes now need to present a greater number of identities
and they need to pretend to be geographically separated dur-
ing the on-demand route discovery process in order to be
selected in multiple paths.

8 Conclusions

In this paper, we present a novel security enhancement
scheme, namely, Secure Protocol for Reliable Data Delivery
(SPREAD). The basic idea of SPREAD is to distribute the
secret, first by secret sharing algorithm at the source node
to generate message shares and then by multipath routing
to deliver message shares across the network, so that in the
event that a small number of shares are compromised, the
secret message as a whole will not be compromised. We in-
vestigate the major design issues of the SPREAD. Extensive
simulation results show that the SPREAD can provide more
secure data delivery when messages are transmitted across
the insecure network. In particular, it is more resilient to
compromised nodes problem. We also show that a redun-
dant SPREAD scheme can be designed in such a way that
a certain degree of reliability can be provided without sacri-
ficing the security. Therefore, the SPREAD idea is a suitable
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and promising approach to improve network security in the
highly dynamic MANET environment.
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