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Abstract—Vehicle-to-grid (V2G) networks are important com-
ponents of the smart grid (SG) for their capability of providing
better ancillary services and facilitating the adoption of renewable
resources. The operation of the V2G networks is based on con-
tinuously monitoring the status of individual battery vehicle (BV)
as well as a carefully designed incentive scheme to attract suffi-
cient participating BVs. However, the close monitoring tends to
raise privacy concerns from the BV owners about identity and loca-
tion information leakage, which have not been considered in pre-
vious works. In this paper, we make the first attempt to identify
the privacy-preserving issues and propose a precise reward scheme
in V2G networks, both of which are important towards bringing
the concept of V2G network into practice. In V2G networks, it is
the service providers (individual BVs) who need privacy protec-
tion rather than the service consumer (power grid). This unique
characteristic renders privacy protection solutions proposed for
conventional network systems not directly applicable. To protect
privacy of BVs in V2G networks, we present �, a secure commu-
nication architecture which achieves privacy-preserving for both
BVs’ monitoring and rewarding processes. Extensive performance
analysis shows that � only incurs moderate communication and
computational overheads.

Index Terms—Secure communication, smart grid, V2G net-
works.

I. INTRODUCTION

T HE transforming of the traditional power grid to the smart
grid (SG) has drawn great attentions in both industry and

academia. Vehicle-to-grid (V2G) networks are emerging as an
important part of SG due to their capability of providing better
ancillary services than traditional approaches [1], [2] as well
as the rapidly increasing penetration rate of battery vehicles
(BVs).1 Specifically, a V2G network is a system where parked
BVs communicate with the power grid to consume electricity.
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1In this paper, BV refers to various vehicles that have a battery as part of
(or all) the energy sources required for propulsion, including battery electric
vehicles, fuel cell vehicles, plug-in hybrid electric vehicles, etc.

In addition, these BVs also sell their electricity storage capa-
bility by delivering electricity to or from the power grid as re-
quired. By letting BVs charge during off-peak hours (storing
surplus electricity generated during that time) and discharge
during peak hours (returning the stored electricity back into the
grid to meet the current high demand), V2G networks bring lots
of benefits to power grid, including 1) enabling new ways of pro-
viding ancillary services (regulation and spinning reserve); 2)
faster response time (start charging/discharging within millisec-
onds [3]) and no running cost of the unit commitment schedules;
3) smoothing variable generations from renewable sources like
solar, wind, etc. [4], [5]; 4) providing distributed grid-connected
storage for unexpected outages. Many trial projects for V2G net-
work have already been deployed around the world [6], [7].

In order to provide services to the power grid, operators of
the V2G networks need to monitor the up-to-date status of each
BV to evaluate the total electricity storage capability currently
available. The status information includes the BV’s location,2

battery’s capacity, battery’s state-of-charge (s.o.c., which is de-
fined as the ratio of the energy stored in a battery to its full ca-
pacity), expected time to leave, etc. This monitoring process has
to be continuous due to two reasons. Firstly, individual BV joins
and leaves the V2G network in a dynamic way. Secondly, pro-
viding these ancillary services requested by power grid needs
BV to do lots of charging/discharging operations, which may
harm the battery’s life (also referred as battery degradation) and
the effect of battery degradation is closely related to the bat-
tery’s current s.o.c. [8]. For example, s.o.c. higher than some
level makes the discharging operation less harmful to the bat-
tery. Since the s.o.c. of a parked BV is variable due to charging
or discharging operations, the continuous monitoring is neces-
sary for operators of the V2G networks to reduce the harm im-
posed on individual BV’s battery caused by providing services.

The capacity of individual BV’s battery is usually tens of
KWh. To satisfy the service requirement of power grid which
is in tens of MWh level, a V2G network needs a large amount
of BVs’ participation to ensure the availability of sufficient elec-
tricity storage at any given time. For instance, it is estimated that
about 200 000 BVs are needed to meet the requirement of reg-
ulation services and an additional 273 000 BVs for the spinning
reserves of California’s power grid [2]. To ensure the adequate
participation of the BVs into the V2G network, a well-designed

2The purpose of operators of the V2G networks to monitor BVs’ locations
is to avoid making improper charging schedule that causes grid congestion for
some specific area.
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incentive scheme is a necessity. One type of incentive scheme
is based on long-term agreement [9], [10]. Specifically, oper-
ators of the V2G networks provide BV owners battery main-
tenance service and discounts in the rates for the BV charging
and parking if they signed a long-term participation agreement.
In return, the BV owners are obligated to connect their BVs with
the power grid at designated time periods specified in the agree-
ment. BV owners who fail to meet the obligations will be pe-
nalized by stopping the battery maintenance service, canceling
discount on charging rate, etc.

However, the fixed connection requirement contained in
the long-term agreement will cause inconvenience to the BV
owners. For instance, there could be occasions when BV
owners need to drive BVs away during the connection times
specified in the agreement, either due to an unexpected early
leaving from the office or some other accidental events. In
these cases, the long-term agreement-based incentive schemes
enforce BV owners to give up one of the benefits, either the
services provided by operators of the V2G networks or the
freedom to use their own BVs. In another word, this type of
incentive schemes do not possess good usability. Besides this,
considering that different BVs may possess different types
of batteries with different capacities and may contribute to
different services, the long-term agreement-based incentive
schemes that does not take these differences into consideration
fail to achieve equitable incentive. This may also reduce BV
owners’ interest in joining the V2G networks. In this paper, we
propose another type of precise and equitable incentive scheme
with better usability, where operator of a V2G network rewards
each participating BV for each service that it made contribution
to. This incentive scheme does not require BV owners to sign
a long-term contract and obey restricted connection times, thus
giving the BV owners total freedom to user their own BVs.
The reward is in the form of E-cash [11] and BV owners could
redeem it later at the operator of the V2G network for battery
maintenance, cheaper charging/parking, etc.

The continuous monitoring and rewarding tend to raise pri-
vacy concerns from BV owners about identity and location in-
formation leakage. For instance, survey data shows that most ve-
hicles are in parked status 95% of a day on average [12]. Thus,
by analyzing the monitoring data of specific BV, such as the
parking lots it visited and how long it stayed there, the oper-
ator of a V2G network can easily deduce the personal activities
of this BV’s owner. Secondly, since ancillary services will be
requested by power grid quite frequently (e.g., regulation ser-
vices could be requested 400 times per day and each of them
typically lasts just a few minutes [1]), the detailed service record
for specific BV could result in privacy leakage too. For example,
based on those service records, battery sellers could find BVs
that likely need to replace their batteries due to heavy service
load and make targeted advertising, which maybe not wanted
by all the people. Finally, due to the direct interaction with the
power grid, a secure communication architecture is required to
protect the V2G networks against various cyber attacks, like im-
personation attack, replay attack, data modification, and injec-
tion. For reasons presented above, an effective secure and pri-
vacy-preserving communication architecture is fundamental to-
wards implementation of V2G networks.

Although security and privacy issues have been extensively
studied in various networks, such as wireless mesh networks
(WMNs) [13], [14], cellular networks [15], and indoor location
networks [16], solutions proposed for these network systems are
not directly applicable due to the unique characteristic of V2G
networks. In V2G networks, it is the individual BVs who pro-
vide ancillary services to the power grid, thus the service par-
adigm is that multiple service providers (individual BVs) pro-
vide services to a single3 user (power grid).4 This is in sharp
contrast with the common service paradigm in conventional net-
work systems where single or few service provider provide ser-
vices to a large amount of users. In addition, in V2G networks,
it is the service providers who need privacy protection during
the monitoring and rewarding processes rather than users. How-
ever, as the research in V2G networks is still in its early stage,
most existing works [1], [9], [17]–[20] are mainly focused on
the design of conceptual structures or the impact of V2G net-
works on the current power grid. To the best of our knowledge,
no previous work clearly identified the privacy issues in V2G
networks.

In this paper, we make the following main contributions. 1)
We make the first attempt to identify the privacy protection is-
sues in V2G networks based on their unique characteristic. 2)
We propose a precise and equitable reward scheme for V2G net-
works where individual BV is rewarded according to its contri-
bution to each service. This reward scheme allows participants
to enjoy both the total freedom of using their BVs and full ben-
efits provided by operators of the V2G networks. 3) To protect
privacy of BVs in V2G networks, we propose a secure com-
munication architecture which achieves privacy-preserving for
both BV’s monitoring and rewarding processes. also pursues
important objectives for secure communication, including mu-
tual authentication, confidentiality, data integrity, and so forth.

The rest of the paper is organized as follows. Section II intro-
duces preliminaries and Section III describes the system models
used in this work. Section IV will present the design of in
detail, which is followed by security and performance analysis
in Section V. Finally, Section VI makes a conclusion.

II. PRELIMINARIES

A. Background of V2G Networks

One of the fundamental properties of current power grid is
lacking of cost-effective storage (only 2.2% capacity in pumped
storage) [1], so the operator of the power grid has to continu-
ously manage the generation and transmission of the electricity
to match fluctuating customer load. This is now primarily ac-
complished by ancillary services provided by large generators,
where they are tuned on a minute-by-minute basis and tend to be
underutilized. The situation could be worse in the future smart
grid where large amount of intermitting renewable resources,
like solar and wind, are expected to be adopted. One promising
solution for this problem is BV-based V2G networks [21]. Al-
though batteries installed on BVs have limited energy storage,
short battery lifetime and high energy cost per KWh, which

3Due to the natural monopoly of the power grid in a specific area.
4In this paper, we focus on the process of providing ancillary services rather

than the charging process that BVs are considered as normal loads.
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Fig. 1. Aggregators in the V2G networks.

make them not suitable for providing baseload services [1], they
are perfectly fit for providing high-value, short-duration ancil-
lary services due to their quicker response time, lower standby
cost and lower capital cost per KWh.

However, individual battery’s capacity is too small, usually
tens of KWh. This is far below the base requirement for making
transaction in electricity market, which is at least in MWh level.
In addition, the charging/discharging operations of individual
BV alone can not provide any meaningful service to the power
grid if they are not synchronized with many other BVs’ oper-
ations. These problems could be addressed by introducing the
concept of aggregator in the system architecture for V2G net-
works [9], [18], which collects large amount of BVs as a group
and makes transaction with the power grid on behalf of them,
as illustrated in Fig. 1. Another function of the aggregator is
to avoid the V2G network’s reliance on individual BV’s be-
havior during providing services. For instance, although indi-
vidual BVs may leave the parking lot earlier than expected, thus
interrupting the service providing process, the rate of early de-
parture would be quite stable and predictable for a group con-
sisting of a large amount of BVs [17].

B. Basic of Blind Signature Techniques

Blind signature technique is introduced by David Chaum in
1982 [22], which enables a recipient to get signature on a mes-
sage without revealing this message to the signer. Since then it
has been widely used in applications like E-voting [23], E-cash
[11], etc., where user anonymity is required. Brands developed
the first restrictive blind signature scheme [24], which restricts
the signed message to conform certain rules rather than being
totally random. Abe and Fujisaki developed the first partially
blind signature scheme [25], where the signed message could
explicitly include some common agreed information that is vis-
ible during the blind signature process.

Maitland et al. and Chen et al. combined these two blind sig-
nature techniques and proposed provably secure restrictive par-
tially blind signatures, based on public key infrastructure (PKI)
and ID-based encryption (IBE) systems, respectively [26], [27].
The concept of IBE system is firstly proposed by Shamir [28].
Compared with certificate-based PKI system, IBE allows an en-
tity to use his identity as its public key, which greatly simplifies

Fig. 2. Network model of the V2G networks.

the key management. The first implementation of a practical
IBE system is presented by Boneh et al. [29] in 2001, which
is based on Weil pairing. We adopt the ID-based restrictive par-
tially blind signature technique as the cryptographic building
block of ’s design and readers could refer to [27] for detailed
description.

III. SYSTEM MODELS

A. System Model

The system model considered in this paper is illustrated in
Fig. 2. Each participating BV connected with the power grid pe-
riodically reports its current status to the aggregator. The power
grid publishes the service requests for the near future in the elec-
tricity market. Through the reports collected from BVs, the ag-
gregator evaluates the current total electricity storage capacity
of all the BVs in the V2G network. Based on the total capacity
and service requests from the power grid, the aggregator makes
bids in the electricity market for providing some of the services.
If a bid is successful, the aggregator selects a subset of BVs that
could provide the requested service with minimum cost and then
commands them to do the corresponding operations. For ex-
ample, charging in the following 5 minutes or discharging until
the s.o.c. reaches 60%. After confirming the service is fulfilled,
power grid makes payment to aggregator and then aggregator
rewards each BV that is selected to provide this service. Due
to the fast response requirement of regulation services, the re-
porting period of BV is usually a few seconds [9].

Since the interaction between aggregator and power grid
just follows routine in the electricity market, in this paper, we
only focus on the interaction between BVs and the aggregator.
Specifically, how to report monitoring data to the aggregator
and how to reward individual BV for providing services. Both
processes need to achieve security and privacy objectives which
will be identified in Section III-C.

B. Network Architecture

We describe the network architecture of a V2G network in
this section, which is shown in Fig. 3. In our architecture, there
are 4 parties, including central aggregator (CAG), local aggre-
gators (LAGs), individual BV, and trusted authority (TA). CAG
and LAGs usually belong to the operator of the V2G network,
individual BV belongs to its owner, and TA belongs to some
independent organizations like Regional Transmission Organi-
zations (RTO)/Independent System Operators (ISO). In the fol-
lowing we will introduce them in detail.

CAG is the only entity that could directly communicate
with the electricity market on behalf of those geographically
dispersed BVs. To reduce the communication burden on CAG
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Fig. 3. Network architecture of a V2G network.

caused by directly communicating with each BV, a hierarchical
aggregation scheme is adopted. Specifically, a LAG will be
deployed for each local area. This LAG will directly mon-
itor every BV within this local area and send the collected
monitoring data to CAG in batch mode. For each BV parking
position, either it belongs to a commercial parking lot or
a private residence, a charging device should be deployed,
through which the parked BV could connect to the power grid.
The TA could be shared by multiple V2G networks, which
does the system initialization, like generating public system
parameters, assigning private key for each entity and so forth.
Now we describe an imaginary V2G network. Assume there
is a V2G network focused on the New England area. It has
one CAG located in Boston and multiple LAGs dispersed in
Massachusetts, New Hampshire, Rhode Island, and other states,
and the ISO-New England plays the role of TA. The system
initialization is represented by dotted lines in Fig. 3, where each
BV, LAG, and CAG get a public/private key pair from TA. The
communication between smart meters and LAG in the local
area, which is represented by lighting marks in Fig. 3, could
be implemented with various technologies, including Zigbee
networks, WMNs, power line networks, or a combination of
them. The communication between LAGs and CAG could go
through broadband infrastructures like Internet, 3G/4G, etc.,
which is represented by bold solid lines in Fig. 3. Note that we
do not consider the communication between different BVs in
this paper.

We assume the deployment of charging device for each
parking position for two reasons if the V2G networks are going
to be widely deployed: 1) the charging speed of the battery
is too slow (usually needs 3–5 h for a fully charging) for the
BV owner to wait during the charging process, which makes
it not enough to just build designated charging stations for
BVs, as was done for gasoline vehicles; 2) vehicles stay in
parked status the most time of a day, during which the batteries
could be charged without affecting BV owners’ daily lives. For

instance, the owners do not need to purposely change their time
schedules to wait for charging the BVs. This charging device
deployment is also assumed by many other works [9], [17],
[18], either explicitly or implicitly and is suggested as the most
suitable infrastructure deployment strategy for V2G networks
according to the current industrial conditions by [30].

C. Security Model

1) Trust Model: The trust relationships between the 5 parities
in a V2G network are defined as follows. TA is trusted by all the
other parties. There is no direct trust relationship between indi-
vidual BV and CAG or LAGs since they belong to different or-
ganizations. In general, the operator of the V2G network (CAG
and LAGs) is honest but curious, which means it will basically
follow our proposed protocols, but will try to figure out as much
private information of each BV as possible during the execu-
tion of these protocols. More specifically, the private informa-
tion here means the location and identity of each BV during its
participation in the V2G network.

2) Security Goals: To protect the privacy of each BV as well
as the communications between different parties within the V2G
network against various cyber attacks, we recognize the fol-
lowing security goals needed to be achieved which are not nec-
essarily a complete list.

1) Mutual authentication between BV and aggregator
(CAG or LAG): a BV should authenticate an aggregator
for preventing impersonation attack and the aggregator
also should authenticate the BV to prevent illegitimated
BV from joining the V2G network.

2) Confidentiality and integrity of the communication:
the communicated messages between different parties
should be kept confidential and integrated to prevent
eavesdropping and data modification from malicious
attackers or commercial opponents.

3) Location and identity privacy of BV: no entity other
than the BV itself could link the real identity with each
parking location of the BV.

4) Incontestable and anonymous reward: a BV should get
exact amount of rewards from aggregators according to
its contribution of providing services and does not need
to reveal its real identity during the rewarding process.
When the BV owner redeems a reward at any aggre-
gator, the aggregator should not able to link it with any
reward assigned previously. However, if the BV owner
redeemed the same reward twice, which is called double
redeeming, the aggregator should be able to trace the real
identity of this BV owner with the help of CAG.

5) Efficient revocation of BVs: since does not impose
long-term contract on the BVs, It should provide mech-
anism to allow BVs to join or quit the V2G network ef-
ficiently.

Assumptions: We make the following assumptions in the de-
sign of .

1) The CAG and LAGs will not be compromised since they
are powerful and could be carefully placed in physical
secure locations.

2) Each BV is uniquely identified by its battery. The same
assumption is also made in [9].
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3) Each BV is equipped with 3 necessary devices for partic-
ipating V2G network, as stated in [2], [9]. The first one is
a precise, tamper-resistant metering device, which mea-
sures exactly how much electricity or electricity storage
capacity a BV did provide. The second one is a set
of control devices, which allow the driver to set pa-
rameters like willingness of participating the V2G net-
work,5 minimum allowed s.o.c. during parking period,
expected leaving time, etc. The third one is a communi-
cation module. The total cost of all devices is moderate
according to [2], [9].

Notations

• and : denote multihop communication and concate-
nation, respectively.

• ID : the real identity of an entity in V2G network.
• PS : the pseudonym generated by a BV based on ID .
• : the public/private key pair of BV corresponding

to its real identity ID .
• PS : the public/private key pair of BV corre-

sponding to its pseudonym PS .
• : the ID-based signature on a message using

signer ’s private key .
• : the symmetric key encryption on message

using the shared secret key .
• : a hash-based message authentication code

on message using the shared secret key .
• : the current status of the BV , which consists of

BV’s parking location, battery’s type, battery’s capacity,
battery’s s.o.c., minimum allowed s.o.c. during the parking
period, expected leaving time, expected s.o.c. when leaving
and charging/discharging rates.6

IV. DESIGN OF

We firstly present the main idea of . In order to achieve
secure and privacy preserving communication and precise re-
ward for individual BVs in a V2G network, we novelly utilize
the ID-based restrictive partially blind signature technique in the
design of . Specifically, each participating BV firstly makes
a registration at the CAG, during which the CAG will generate a

using ID-based restrictive partially blind signature tech-
nique and assign it to the BV. This has to be presented
to the LAG to ensure only the eligible BV could access the
V2G network. The blindness property of the protects
the BV’s real identity from the LAG. We modify the original
ID-based restrictive partially blind signature technique to make
it suitable for LAG to generate precise for individual
BV while the BV’s real identity is unknown to the LAG. Due to
the restrictiveness property of the blind signature technique, the

contains encoded information related to the real iden-
tity which enables the traceability of its double redeeming. To
reduce the potential computational overhead on LAGs incurred

5A BV owner may choose not to join the V2G. If this is the case, the BV
will not periodically report its battery’s current status and thus is invisible in the
V2G network. However, it still could execute normal charging operation.

6According to [17], once BV has to do charging/discharging operations, the
maximum rates should be adopted.

by generating large amount of s, we propose a lazy re-
ward scheme which postpones and aggregates the generation of

s for all the services provided by a BV during its current
parking period to the time when the BV is going to leave. In this
way, LAGs only need to generate a single aggregated
for each BV during one of its parking periods.

Generally, consists of initialization, -based access
control and BV’s monitoring, anonymous service providing and
rewarding, and BV’s revocation protocols. In what follows, we
will describe these protocols in detail.

A. Initialization

TA initializes the V2G network by performing the following
algorithm [27]:7 Assume is an arbitrary Bilinear Diffie-
Hellman (BDH) parameter generator which satisfies the BDH
assumption.

1) Select a security parameter and then run
on to generate a prime , two groups of order

and an admissible bilinear map .
Then TA chooses 3 random generators
and 4 cryptographic hash functions: ,

, , and
ID .

2) Pick a random and set .
3) The system parameters are

,
which will be published by TA and the ,

, will be kept as secret.
Each entity , including all the BVs, LAGs, and CAG, sub-

mits its ID information, which could be represented by a unique
string ID , to TA to get its public/private key pair

, where ID and ID .
Each BV participating the V2G network has to register its

ID information at CAG, during which BV randomly generates
a number and computes an unique account number

. Both ID and will be stored on
CAG and will be kept as BV’s secret number. We note that
although the participants of the V2G network in do not need
to sign a long-term contract with the operator of the V2G net-
work, BVs still have to do a simple registration at CAG. Those
failed to do so will be denied from accessing the V2G network.

B. -Based Access Control and BV’s Monitoring

To ensure only the eligible BVs could access the V2G net-
work, operator of the V2G network asks each BV to present a

before its participation, where the is generated
by CAG and assigned to eligible BV in advance. In the following
we will introduce the generation, verification
and BV monitoring schemes in detail.

1) Generation: Since the BV has to reveal its real
identity for obtaining the , restrictive partially blind sig-
nature technique is applied for generating to ensure that
verifier can not link BV’s real identity with this when
it sees the later. The ID-based restrictive partially blind

7We adopt standard IBE scheme in this paper due to its simplicity which could
facilitate readers to understand � , we note that more advanced hierarchical
ID-based encryption (HIDE) scheme could also be used by � for higher key
management efficiency.
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TABLE I
������ GENERATION ALGORITHM

signature scheme proposed in [27] is adopted by . Specifi-
cally, the generation algorithm is presented in Table I.
Suppose is the original message sent from BV to CAG for
signing, is the agreed common information and is a precise
timestamp. We define to be the expiration time of this
for BV’s efficient revocation, which is set to be 24 h after the
current time. The purpose of timestamp is to prevent replay
attack.

2) Verification: When accessing the V2G network,
each BV presents a and a pseudonym PS to the LAG
located in the local area. BV generates the pseudonym by ran-
domly selecting a number and computes the corre-
sponding public/private key pair as PS ID and

PS . The purpose of the pseudonym
PS is for easily constructing session keys for the frequent
communication during the BV’s monitoring process. A general
description of the verification process is like below.

(1) : PS , , ,

PS , where

PS . The LAG firstly
checks if the is expired and then verifies its validity. If
this is valid and not expired, it continues to check the
validity of the PS by computing the value and
compares it with the received one. If both and PS
are valid, the verification is successful and the LAG stores
them together. The verification algorithm is presented
in Table II. For each accepted , LAG also records the

following items: and sends them to CAG
through the encrypted channel created by shared symmetric
key .

3) BV’s Monitoring: After confirming the validity of the pre-
sented and PS , a session key generated based
on the shared symmetric key , will be used in the following
communication between this BV and LAG. could be up-
dated periodically. When the next monitoring cycle comes, this
BV reports its current status ST to the LAG. After collecting
ST s for this monitoring period from all the BVs in the local
area, LAG forwards them to the CAG in batch mode. Since
each ST is identified by pseudonym PS , both the LAG and
CAG could not link the monitoring data with the real identity of
the BV.

1) : PS ,

PS .
2) : ST ,

ST .

C. Anonymous Service Providing and Rewarding

After receiving those monitoring data from LAGs, the CAG
computes the current available electricity storage capacity re-
sides in the V2G network and makes bids for providing some
services which are publicly requested by power grid in the elec-
tricity market. How to do such computation is a complicated
problem which attracts lots of research efforts [31]. Here we just
assume there is one computation algorithm exists, since this is
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out of the range of this paper and does not affect the usability of
. If a bid is successful, CAG will ask LAGs to select a subset

of BVs to provide the requested service [9]. How to choose a
proper subset is another complicated problem which needs to
consider many factors, including the battery status, electricity
price, BV owner’s specific schedule, the restriction of power
lines, etc. This also attracts many research efforts [32], [33].
we assume there is an algorithm exists to select the BVs, since
this is out of the range of this paper and does not affect the us-
ability of . LAGs then send each selected BV a service com-
mand separately, which is encrypted by already built
shared secret key .

1) :

During the following monitoring cycles, LAGs keep checking
if the selected BV is executing indeed by observing
its ST , for instance, whether the s.o.c. has increased from
80% to 90% or not. If the LAG observed that some BV left un-
expectedly during the service providing process, it will imme-
diately find new BV to join the subset. After confirming the ac-
complishment of the service, the LAG has to give corresponding

to each selected BV. To achieve anonymous reward
and the traceability of its double redeeming, we also adopt re-
strictive partially blind signature technique for the generation
of the . Compared with generation of , gener-
ation of faces a challenge which is the anonymity of
the BV (only PS is known to LAG now). In the generation
of during the registration process where the BV has to
present its real identity to CAG, the CAG could restrict the orig-
inal message to contain identity related information. How-
ever, directly imposing such a restriction during the generation
of a , which is the key step for achieving traceability of
the possible double redeeming, is impossible since LAG does
not know BV’s real identity now. Fortunately we observe that
LAG has a copy of of each participating BV, one com-
ponent of which is the blind message that contains infor-
mation related to the real identity of the BV. By letting to
be the original message during the generation of , real
identity-related information is naturally contained in the orig-
inal message.

For specific BV, the frequency of providing services, thus
the frequency of requesting for from LAG, is much
higher than the frequency of requesting for . Thus gen-
erating reward immediately after each accomplished service
will put heavy computational burden on the LAG. To solve this
problem, we propose a lazy reward scheme which postpones
the generation of the s for all the services provided
during the current parking period to the time when the BV
is going to leave. Specifically, LAG gives a simple signature

to BV immediately after it accomplished an service,
which indicates the reward value of this service.
When the BV is going to disconnect from the power grid,
it requests a single from LAG based on the sum of
the reward values of all the s it received during this
parking period. Since generating a just involves one
normal signature and one hash operation that is far efficient
than generating a which needs 3 pairing operations

and several hash operations, the computational burden of the
reward scheme on LAG is greatly alleviated.

The precise reward scheme is described below.
1) : (PS , ID ,

, , and ), where
consists of PS ID ,

.
2) : when BV is about to

leave, it sends
.

3) : LAG and BV execute the restrictive
partially blind signature scheme presented in Table I.
However, now we let represent the orig-
inal message sent from BV to CAG for signing and

represent the agreed common in-
formation. is the blinded message, where
the is the random number that BV selected in step 2
which corresponds to in Table I. The consists
of .

When BV owner wants to redeem the at CAG (or
other LAGs), she presents the and the identity of the
LAG where this is generated to CAG. CAG does the
verification by generally following algorithm shown in Table II.
The difference is that the BV owner calculates responses as

and . If the veri-
fication is successful, CAG accepts and stores this .

D. BV’s Revocation

We need to consider two types of revocations. In the first case,
if the operator of the V2G network wants to revoke a BV’s right
to access the V2G network, what it needs to do is just deny this
BV’s new requests for , since the s already pos-
sessed by this will be expired in the next day automatically.
In another case, the BV is compromised, which means its secret
number and private key are both revealed to the attacker.
The BV needs to report all its s which are still not ex-
pired to the operator of the V2G network and the operator will
immediately notify all LAGs to deny all attempts to access the
V2G network by using those s to prevent attackers from
gaining invalid accesses to the V2G network. The BV also has to
ask for a new private key from TA, select another secret number
and make another registration on the CAG.

V. SECURITY AND PERFORMANCE ANALYSIS

In this section, we give a comprehensive security and perfor-
mance analysis of . Through the analysis, we will show how
the security goals listed in Section III-C are achieved with mod-
erate communication overhead, which also demonstrates ’s
usability for large V2G networks.

A. Security Analysis

Location and identity privacy of BV. Due to the adoption
of restrictive partially blind signature technique in the gener-
ation of , the LAG which verified the can not
deduce the BV’s real identity from the and the related
pseudonym, even with the help of CAG. Further, for each pair of

and pseudonym, a BV only uses it within single parking
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TABLE II
������ VERIFICATION ALGORITHM

period, thus LAGs can not link a specific BV’s multiple parking
activities with the same BV. In this way, the location and identity
privacy of individual BV owner during the monitoring process
is well protected. An additional advantage of adopting restric-
tive partially blind signature is its capability of tracing ’s
double using, either caused by illegal sharing or caused by com-
promisation. In detail, if a has been used twice, during
its two verification processes, the CAG could get two pairs of
responses from the corresponding LAG, respectively

(1)

(2)

from which the CAG could deduce the secret number
of the BV that applied this and

obtain its unique account number to reveal the
real identity of this BV. We note that simply obtaining a valid

and use it twice does not enable the identity disclosure
presented above, since the generations of both responses and

during the verification process involve the secret number ,
which is only known to the BV itself if it is not compromised or
shared with other BVs.

Anonymity and incontestability of the reward. In order to
protect the identity privacy of the well-behaved BVs and at the
same time keep the capability of tracing BVs which commit
double redeeming, the generation of , similar as that of
the , also adopts the restrictive partially blind signature
technique. The difference is that when generating the ,
the real identity and the associated unique account number
is revealed to the CAG, thus by letting be the original
signing message, CAG could easily impose the restriction on
the generation of the blinded messages which must contain en-
coded identity information. However, when generating ,
the LAG does not know the real identity of the BV. addresses
this problem by letting to be the original signing message
and modifying the calculation of responses and to and

. The traceability of the double redeeming BVs could be de-
duced similarly as that of . Finally, although LAGs in

apply a lazy reward scheme when assigning s to a
specific BV, rather than reward it immediately after each accom-
plished service, the signatures made by the LAG for every ser-
vice the BV provided during this parking period make it unable

to deny the request from BV, the value of which is the
sum of all the s contained in the signatures. This
ensures the incontestability of the reward scheme.

Basic security requirements. can also achieve security
objectives, including mutual authenticaiton between BV and
aggregators, confidentiality of the communications, valida-
tion of the communicating messages, through the adoption
of the standard cryptographic primitives: namely, symmetric
key-based encryption, secure hashed message authentication,
digital signature. The use of timestamp in all the communi-
cating messages could effectively prevent replay attack.

B. Performance Analysis

In this section, we analyze the performance of in terms of
computational and communication overheads.

1) Computation: For each generation process, the
BV needs to do 8 pairings, 9 exponentiations on , and 9
scalar multiplications on . However, 5 pairings could be
precomputed and shared by multiple generation processes, in-
cluding the computing of , and . Other operations
like hashing and message authentication code are omitted since
they just contribute negligible computation cost. Based on the
test presented in [34]–[36], a Tate pairing operation consumes
about 10 ms on a platform with PIII 3.0 GHz, 30 ms on a plat-
form with Pentium D 3.0 GHz and 170 ms on an iMote2 sensor
working at 416 MHz. The underlying based field of the elliptic
curve is over with a 512-bit prime p which could achieve
similar security level as 1024-bit RSA. The exponentiation
and scalar multiplication operations are more efficient than
pairing and usually consume much less time [37]. We note that
although there is no clear standard about the computational ca-
pability of BV, it is supposed to be more powerful than iMote2
sensor used in [34], [35] due to unlimited power supply. Thus
these testing results can be used for a meaningful evaluation.
During the verification, BV only needs to generate two
responses and by doing several normal multiplications
and additions on . The computational cost for generating and
redeeming is similar as that of the .

Although the generation of the and involve
several complex computations, especially those pairing opera-
tions, they will not be executed often. During each parking pe-
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riod (from the time the BV enters the parking position and con-
nects to the power grid to the time when the BV disconnects
from the power grid and leaves the parking position), the BV
only needs to present one for accessing the V2G net-
work and request for single from corresponding LAG.
Since any specific BV would experience quite few number of
parking periods during a day, for example, less than 10, it only
needs a few number of s8 and s within a day.

During the monitoring process, each BV needs to periodically
report its current status to LAG. Those reports will be encrypted
with standard symmetric encryption method like DES. Since the
reporting period is usually several or even tens of seconds, this
will incur negligible computational cost for BV.

On the aggregator side, the CAG needs to do 4 pairings and
5 scalar multiplications for the generation of single and

, respectively. In the verification process of and
the redeeming process of , aggregators need to do 6
pairings, 5 exponentiations, and 1 scalar multiplication. For a
large-scaled V2G network with hundreds of thousands of BVs,
the computational burden on the aggregators could be millions
of pairings and other operations for each day. However, we note
that these operations will be scattered throughout the whole day.
In addition, considering that those aggregators are dedicated
equipment and could be built with advanced computing tech-
niques including cluster or even delegated to cloud computing
service providers [38], [39], they are supposed to be much more
powerful and could afford these computational cost easily.

2) Communication: The communication overhead incurred
by mostly comes from the periodical monitoring, where each
BV needs to report its current status ST to LAG. Since the in-
formation contained in the ST only occupies very short mes-
sage (no larger than 100 bytes) and the period of reporting is usu-
ally several or even tens of seconds, this communication over-
head is totally tolerable for current communication techniques
[9].

VI. CONCLUSION

In this paper, we make the first attempt to identify and for-
mulate the privacy protection and precise reward problems in
V2G networks, both of which are important for bring the V2G
concept into practice. We give our solution , a secure and pri-
vacy-preserving communication and precise reward architecture
for V2G networks, which could not only provide satisfiable pri-
vacy protection and precise reward to the BVs, but also achieves
other important security objectives including mutual authentica-
tion, confidential communication, data integrity, etc.
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