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Abstract—Popularity of group-oriented applications motivates
research on security and privacy protection for group communi-
cations. A number of group key agreement protocols exploiting
ID-based cryptosystem have been proposed for this objective.
Though bearing beneficial features like reduced management
cost, private key delegation from ID-based cryptosystem, they
have not taken into account privacy issues during group com-
munication. In wireless networks, the privacy problem becomes
more crucial and urgent for mobile users due to the open nature
of radio media. In this paper, we proposed an anonymous ID-
based group key agreement protocol for wireless networks. Based
on ID-based cryptosystem, our protocol not only benefits from
the desirable features of ID-based cryptosystem, but also provides
privacy protection for mobile users. More important, in the
proposed protocol, the computation cost for each group member
is largely reduced to meet the computation capability restriction
of mobile devices.

I. INTRODUCTION

As  group-oriented applications like collaborative
workspaces, teleconferencing, interactive multi-user games
etc. are gaining popularity, security and privacy problems
in group communication become an increasing concern
for users. As the world is going wireless and ubiquitous,
these problems become urgent more than ever. A lot of
research efforts have been spent on group key management
protocols based on different cryptosystems, however, the
privacy problem remains relatively untouched until now. In
existing protocols, any group member’s identity is exposed to
everyone, including outside eavesdroppers. This information,
though not so important in the wired network, can be
exploited by an adversary to trace a mobile user, find out
a specific user’s movement pattern etc. in the wireless
environment. How can a group of mobile users to construct a
secure meeting session without others knowing who are in the
meeting? How can they make sure the users in the meeting
are indeed those expected group members? To achieve these
goals, the group key agreement protocol should be able to
protect mobile users’ identity during the protocol execution.

Group key agreement protocols enable a group of users to
agree on a session key to secure their communication. Unlike
group key distribution protocols in which the group session
key is generated by a centralized server and distributed to
all group members, group key agreement protocols construct
the session key from shared contributed from every group
member. As a result, group key agreement protocols avoid

single point of failure, and they can provide perfect forward
secrecy to avoid information leakage in case of long-term key
compromise.

Recently, a number of group key agreement protocols
based on ID-based cryptosystems have been proposed in the
literature, and they still exhibit impressive advantages of ID-
based cryptosystems. In these protocols, the group member
does not have to check any certificate as in traditional public
key cryptosystems. And since the public key of a member
is just his identity, no large public key database is required
any more. Unfortunately, these protocols are designed without
consideration of privacy protection, and identities of group
members are all disclosed during the protocol execution.

In this paper, we analyze existing ID-based group key
agreement protocols, and discuss their weaknesses and design
flaws. Then we present an anonymous ID-based group key
agreement protocol for wireless networks. Our protocol not
only preserves the good features inherited from ID-based
cryptosystems, but also keeps group members anonymous to
outside eavesdroppers. To our best knowledge, this is the
first ID-based group key agreement protocol providing privacy
protection. In our protocol, we assume each user registers at a
trusted server and obtains his private ID-based key. An initiator
can send a request to the expected group members calling for
a private meeting session. All the information the initiator has
to know are identities of other users he wants to include in
the meeting. By a similar session key construction method
as the BD protocol [1], [2], but with substantially reduced
computation cost, our protocol can establish the group session
key with only 3 rounds.

The rest part of the paper is organized as follows. Related
work on ID-based group key agreement protocols are dis-
cussed in Section II. Then after we present the network model,
security requirements and the adversary model in Section III,
the anonymous ID-based group key agreement protocol is
described in Section IV. We then analyze its security and
privacy as well as performance, and we draw the conclusion
at the end.

II. RELATED WORK

Existing authenticated group key agreement protocols using
the ID-based cryptosystem, pairing, or the ECC cryptosystem,
can be classified into three groups according to the structure
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used in the group key construction: 1) the protocols based on
the TGDH tree structure [3], 2) those based on the Burmester
and Desmedt mechanism [1], and 3) those without special
internal structure. The TGDH structure used in group key
agreement can reduce computation cost from n to logn, but
it needs log n-round communication. The BD mechanism can
better make user of the broadcast media in wireless networks
to construct the group key in constant rounds.

The first group of ID-based authenticated group key agree-
ment protocols includes [4], [5], [6], [7], [8], [9]. The scheme
in [4] is the first ID-based authenticated group key agreement
protocol. It makes use of a binary key tree structure, and
has similar computation complexity as the TGDH protocol.
On the other hand, the protocol [4] achieves authentication
with the ID-based cryptosystem, hence avoids management
of certificates. But during the protocol, identities of group
members are transmitted in clear, and no privacy protection
is available.

The protocol proposed in [5] is also a TGDH-based proto-
col, but it is extended from the tripartite protocol proposed by
Joux [10]. Hence it uses a trinary key tree structure different
from the binary key tree used in TGDH. It is worth to note
the protocol does not provide authentication, just like Joux’s
protocol.

The protocol in [6] is an authenticated extension of the
Joux protocol, and its security has been formally proved in the
paper. The authentication is achieved by combining signatures
with the key tree structure. An extension in dynamic scenarios
of this protocol is proposed by the same authors in [7],
also with a formal proof. But the privacy protection is not
considered in either protocol.

Also based the TGDH tree structure, Wu et al. [8] proposed
an ID-based authenticated group key agreement protocol, but
the protocol is later shown to be vulnerable to the imperson-
ation attack [11]. The attack can cause the group members to
not able to agree on a common session key. The protocol also
adopts the TGDH structure, but it is based on a certificateless
cryptosystem, which is a variant of ID-based cryptosystems.
It has better computation and communication efficiency.

Schemes proposed in [12], [13], [14], [15] fall in the
second type of protocols. Two ID-based authenticated group
key agreement protocols [12], [13] are designed based on
the BD mechanism [1]. More or less similar to each other,
these two schemes are shown to fail to achieve authentication
by Zhang and Chen [16], [17]. In the attack presented in
[16], two colluding adversaries can impersonate as a valid
member in a new protocol execution if they have previous
execution transcripts of that valid member. To resist this
collusion attack, a method using a synchronized counter has
been proposed in [14], but the cost of this solution is the
additional synchronization mechanism. A similar scheme [15]
is also based on the BD mechanism, but it requires ECC
certificates for authentication.

The remaining protocols have no special structure, and they
belong to the third category, including [18]. The group key
agreement protocol proposed in [18] is based on a variant of

ID-based cryptosystems. The group key can be constructed
within only one round, and computation cost is also less
than other protocols. This is achieved by using a slightly
different ID-based key setting, in which two master secrets are
used instead of only one in normal ID-based cryptosystems.
Unfortunately, the protocol is deprived of all advantages of ID-
based encryption by the special setting. One’s public key is
no longer the identity, and it must be computed and published
like traditional PKC systems. Moreover, the drawback of this
one-round protocol is lack of authentication on the messages,
though the protocol is claimed to be an authenticated protocol.
An adversary can impersonate as a group member to send out
a message without being detected, and this would make the
group not able to construct a group key.

III. NETWORK MODEL, SECURITY REQUIREMENTS AND
ADVERSARY MODEL

A. Network Model

The network model assumed in this protocol is a wireless
network in which a broadcast channel is shared in the network.
Due to the broadcast nature of the radio media, a message
can be broadcast in the network with only one transmission.
Hence, the proposed protocol should take advantage of this
feature of the wireless network for better performance. The
wireless network can be a multihop ad hoc network, or a
WLAN, as long as broadcast messages can be efficiently
delivered. If it is a multihop ad hoc network, then we assume
that the anonymous routing mechanism is already in place
in the network. The source can find a route to an expected
destination with such an anonymous routing mechanism, like
[19].

B. Security Requirements

We first analyze security requirements in order to pro-
vide a better solution for the problem. The basic secu-
rity requirements for the group key agreement protocol—
authentication,confidentiality,integrity—should be fulfilled in
the first place. In the case of group communications, the
security problem becomes much more complex than two-party
communication. When dynamic group membership events
happen, a previous group member should not be able to
access the group communication any more, while a later group
member cannot access group communication content before he
joins the group. Hence, the security solution should provide
group forward secrecy, backward secrecy.

As privacy is becoming an increasing concern nowadays, a
good group key agreement protocol should be designed with
privacy protection in mind. A group member’s identity should
be protected from the eavesdropper, so that he is unable to
trace or monitor activities of a specific user. Moreover, an
outside adversary should not be able to link the same user in
two group communication sessions.

In summary, the security requirements of the group key
agreement protocol, in addition to the basic security require-
ments, are listed as follows:
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e Anonymity: A group member’s identity should be pro-
tected from outside eavesdroppers.

o Unlinkability: A group member’s activities in two differ-
ent group key agreement sessions are unlinkable to the
outside adversary.

e Group Forward Secrecy: A previous group member
should have no access to group communication content
any more.

o Group Backward Secrecy: A group member should have
no access to group communication content that happens
before he joins the group.

o Perfect Forward Secrecy: Previous group session keys
should be still secured even if the long-term secrets are
compromised by the adversary. Note this requirement is
essentially different from group forward secrecy.

C. Adversary Model

We assume a globally passive attacker that is capable
of eavesdropping traffic of the entire wireless network. The
attacker can eavesdrop, inject, modify, drop messages within
the network at will. However, the attacker has only bounded
computation capability, and is not capable of breaking the ID-
based encryption system. That is, the ECDH problem and the
BDH problem are assumed to be hard.

IV. ANONYMOUS ID-BASED GROUP KEY AGREEMENT
PROTOCOL FOR WIRELESS NETWORKS

In this section, we describe our group key agreement proto-
col based on ID-based encryption. Based on the BD mech-
anism and ID-based encryption cryptosystems, this scheme
provides better user-friendliness since the public keys are
users’ identities. It does not require certificate and avoids dif-
ficulty of certificate revocation. Moreover, it offers flexibility
on delegation of private keys.

A. System Setup

We assume a trusted server S is responsible for private
key generation for users in the system. The server selects two
groups G; and Gs of order g for some large prime ¢ (160-bit
long). A bilinear mapping é: G; x G; — G2 maps a pair from
G1 to Gy. The mapping satisfies the following properties:

1) Bilinear: é : Gy x G; — Gy is bilinear if é(aP,bQ) =

é(P,Q)® for all P,Q € G, and all a,b € Z.
2) Non-degenerate: There exists a pair P, ) € G; such that
é(P.Q) # 1.
3) Computable: An efficient algorithm to compute é(P, Q)
exists for any P, Q € Gy
A generator P € G and a master secret s € Z; are
also randomly chosen by the server. The server computes a
public value P,,; = sP, and publishes the public parameters
(q,G1,Ga, é, P, Pyyy, Hy) to all users in the system, where H;
is a hash function. The private key generated by the server for
a user with identity U; is sHy(U;), while the corresponding
public key is just the user’s identity U;.

In the system, we assume the hardness of bilinear Diffie-

Hellman problem:

Bilinear Diffie-Hellman Problem:

Given (P,aP,bP,cP) for some a,b,c € Z;, to compute
W = é(P, P)® € G,.

A number of notations used in the report are listed in the
following table:

U; | The ith user

E;(*) | ID-based encryption using U;’s identity as the public key
Ex (%) | Symmetric encryption with K
Nym; | Pseudonym for user U;

r; | Random number selected by U;
SIG; | Signature computed over the corresponding message by U;

h | A hash function mapping from Go x G1 — {0, 1}*, where k is
the security parameter.

B. The ID-based Group Key Agreement Scheme

Suppose a user Uy, the initiator of the protocol, knows a
set of users Uy, Us, ..., U,, and wants to have a private session
with them. Since U; knows all the users’ identities, she knows
these users’ public key as well. So she starts the session in
the following steps:

1) User U; as the session initiator chooses a pseudonyms
Nym; for user U; and a random number r;. Then
U, encrypts a concatenation of all users’ identities and
pseudonyms with their public keys respectively, i.e. their
identities. At the end, she sends each user the following
request:

Ui = Ui : Ei(U]|Us]]--.[|Un || Nym | [Nyms||
]| Nymy||SIGy), 1 P. (1)

The ID-based encryption used in this message must be
anonymous, which means it is impossible to identify the
intended recipient from the ciphertext and the public key.
SIG, is computed over the respective message by Uy
with its private key.

2) After user U, (i # 1) receives the request from Uy, he
does a series decryption trial using his private key to
check if he is one of the users requested by U;. If he
successfully decrypts one ciphertext and finds out his
identity is in the ID list, then he looks for his Nym;
and sends the following message to U;_; and U,;q:

Ui = U;i—1,Uiy1 : Nymy,r; P, )

where r; is a random number chosen by U;.

3) When U; receives the above messages from U;_; and
Ui+1, he first verifies that these are U,_; and U;y1’s
pseudonyms according to the pseudonym list he de-
crypted in message (1). If the verification is successful,
he calculates two keys using his private key s - Hy (U;)
as follows:

ki = h(e(H1(Ui1), sH1(Ui))||ririza P),

ki1 = h(é(Hl(Ui—l),SHl(Uz‘))HT’ﬂ”i—lp)a
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Then U; computes X; = k;/k;—1 and broadcast the
following message to all the other users:

Xi =ki/ki_1. 3)

Otherwise, he just ignores the message. In this message,
the division operation as well as the subsequent multi-
plication is computed modulo p.

4) U; waits until he receives all X;(j # i), and checks
the pseudonyms Nym;(j # i) are valid. Then he com-
putes ki1 = ki X1, kiro = ki1 Xigo,nkign_1 =
kitn—2Xiyn—1. U; verifies kiyp, = Kipn_1Xipn = ki.
Then U; computes the group session key as K =
H(k1||ko||ks]]...||kr), where H is defined from {0, 1}*
to {0,1}*. Finally, each user U;(i # 1) sends
H(K||U1]|Uz]]...||U,) to Uy, and Uy verifies all other
users derive the same group key K by checking
H(K|[U|Ua].|U):

In above messages, all subscript number of identities are
calculated modulo n, ie. Uy = U,, Uy = U,41, etc. And
as stated earlier, the multiplication operations are performed
modulo p.

U; — x: Nym;,

C. Group Member Join

Suppose Ui, Us, ..., U, are having a private meeting using
the protocol described above. Now Ui, the initiator of the
meeting, wants another user U, to join the group meeting.
U; can start the group member joining process as follows:

1) U, informs U, and U,y; about U,4;’s joining. He

sends the following messages to U,, and U, respec-
tively:

Ur = Up : En(Unga|[Nymyy1||SIGH), €]
Ur = Uny1 2 B (Ur||Nyma||ri P
Un|INymp||rn P||Unt1|[Nymp41|[SIG1). (5)

2) Up41 receives the invitation from U;, then he de-
crypts the message using his private key to re-
trieve his pseudonym selected by U;. After that,
he chooses a random number 7,4;, and computes
k?n+1 = h(é(Hl(Ul),SHl(Un+1))H’I“n+1T‘1P) and
kl = h(é(H1(U,), sH1(Uns41))||rns17nP). He calcu-
lates X,, 1 = ky+1/k], and sends the following message
to both U; and U, 41:

Un+1 - Ul» Un . Nymn+17 Tn+1P7 Xn+1- (6)

3) After U, and U, receives the above
message  from  U,;;, they can  compute
Fnia = heé(H1(Unt1), sH1(Ur))|[rirnsa P)
and K, = h(e(H1(Untr), sHi(Un))[rnrnia P),

respectively. Then they compute X7
X! =kl /kn_1. Uy sends X, to Uy:

U, — Uy : X2, )

k1 /kps+q and

and U; sends the following message to U, 41:

Ui = Untr ¢ En (X[ X[ [ X1 XG). (®)

U, also broadcast the following message to all other
members:

Uy — *: Ex(X)|| Xnsa || XL|ISIGY). (9

An important point of this protocol is that a member should
join a group anonymously, i.e. without disclosing which group
he wants to join. Therefore, we should not send out X;, Nym;
in clear in the group member joining protocol, since they have
been sent in the group key agreement protocol in plaintext.
Otherwise the attacker can link the group member joining
protocol and the group key agreement protocol by X;.

D. Group Member Leave

Now we discuss how to deal with group member leaving.
If a group member leaves the private meeting, and he should
not access the conference content after that, then the group
key should be updated accordingly.

Let’s say U; is leaving the group, and the group key should
be updated for the remaining n — 1 users. The protocol runs
as follows to update the group key:

1) U, informs U;_; and U;4; that U; is leaving, and they

should recompute their k;_; and k; respectively.

Ui = Ui—1, Uit : Ex(Us||[Nym;|

Uiea|[Nymi o ||Ui|[[Nymi 4 ||SIGh) (10)

This message is encrypted with the old group key, and
the message is signed by Uj.

2) U,;—; and U,y receive the message from U; and verifies
the signature’s validity. If the verification is successful,

U;—1 and U;;; exchange their random value 7’271 and
7ﬂé+1~
Ui—1— U1 : Nym,_qy,7,_ P (11)
Ui+1 — Ui,1 : Nym;+1,ré+1P (12)

Then they calculate the new k;_; and k/ respectively:
ki1 = h(e(H1(Uis1), sH1(Ui—1))|Iri 17711 P),
ki = h(e(H1(Ui—1), sH1(Uip1)) 141751 P)-

In above equations, k;_, = k since U; leaves the group.

3) Then they calculate X; | = kj_,/ki_2, X/ | =
kiy1/k;, then they sends X; ; and X, to U.

Ui-1—Up: X (13)

(14)

!/

i—1
!/

Ui+1 — U1 . Xi+1'

4) U; broadcasts X |, X ; to all other users, and they
compute the new group key.

Ui = * : Eg (Uil |[Ui—1| Ui [| X1 [| X1 [|STGh).
15)
The new group key is computed as K’' =
H (k|- By i |-
Similar to the group member joining process, we intend to
protect privacy on who is leaving which group. Therefore,

previously used pseudonyms should not be reused in group
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member leaving. In group member leaving protocol, new
pseudonyms Nym;_, and Nym;, , are generated by U, to
ensure anonymity. U;_; and U, themselves generate random
numbers 7;_; and rj,, to avoid reusing r;_1 and 7.

E. Discussion

In this section, we present a detailed analysis on the
security and privacy of the protocol. Specifically, we ana-
lyze the anonymity, unlinkability, group key secrecy, group
forward/backward secrecy, and perfect forward secrecy of the
protocol.

Anonymity In messages of this scheme, identities are either
encrypted so that no identity-related information is leaked, or
there is impossible to infer any information from the messages.
In the first message, identities of users are encrypted using
ID-based encryption with their public keys, and we require
the encryption scheme be anonymous so that it is impossible
to obtain any information from only the ciphertext. Nym; in
the second message is selected by U; and obtained by U; by
decrypting the first message, itself does not leak information
on its identity. Since an adversary knows all these Nym;, he
may want to guess the users’ identities and verify his guess
by message(1). However, it is impossible to do that as we
use an anonymous encryption scheme. From message (3), the
adversary knows X; which are calculated from users’ identities
and private keys. Though X; contains identity information, the
adversary cannot retrieve any of them without knowing the
master secret s or a user’s private key sHy(U;).

Unlinkability Anonymity would be meaningless without
unlinkability. The adversary can still trace an unknown user
without knowing his real identity given only anonymity. In
our protocol, including the joining/leaving protocol, we use
different pseudonyms for users in every independent execution
of the protocol. A pseudonym is never reused, and cannot be
used to link two different protocol executions.

Group Key Secrecy The final session key for all group
members K = H (ki||ka]|...||kn) is computed from each k;,
which is generated from each user’s private key. An attacker
has to obtain at least one k; in order to compromise the group
session key. In the case of our protocol, an attacker even
doesn’t know identities of group users, but only the random
numbers r;. Hence the attacker is unable to compute the
correct k; without identities U;. Even if the attacker knows the
identities of group users, he still has to obtain the master secret
or the private key of a user to calculate k;. Under the BDH
assumption, it is impossible to obtain k; without knowing the
master secret or the private key, which guarantees group key
secrecy of our scheme. Furthermore, our protocol ensures that
all group members derive the same group key at the end, which
means group key confirmation is guaranteed in the protocol.

Group Forward/Backward Secrecy When a group mem-
ber leaves the group or a new user joins the group, the
protocol should guarantee group forward/backward secrecy. In
our protocol, this is achieved by the group member joining
protocol and the group member leaving protocol. Whenever
group membership is changed because a user joins or leaves

the group, the group key is updated and the new group
key is unrelated to the old one. As a result, a new group
member cannot decrypt previous communication content, and
an old group member cannot decrypt communication content
encrypted by the new group key.

Perfect Forward Secrecy As discussed earlier, perfect
forward secrecy represents security in case of long-term se-
cret compromise. In our protocol, perfect forward secrecy
is achieved from hardness of the ECDHP problem. Even if
the master secret is compromised by the adversary, without
the ephemeral secret r;,7;+1 the adversary cannot compute
r;i7;+1 P under the ECDHP assumption.

F. Performance Analysis

Group Key Agreement Process We first look at the
communication cost of the group key agreement protocol. The
protocol comprises of three messages in the four steps. The
first message is unicast to each of other n — 1 users, which is
n unicast in total. For the second message, each user unicast
a message to two other users, and this results in 2n unicast.
Each user then broadcast the third message to all other users,
which are n broadcast in total.

As for the computation cost, we only consider ID-based
encryption, pairing computation and point multiplication. U;
has to calculate 1 signature and do n — 1 ID-based encryption.
Then every other user U; has to decrypt the first message sent
from Uy, and computes r; P from a random number r;. After
that, they need to compute k; and k;_; which cost 2 pairing
computation and 2 point multiplication.

Group Member Joining Process During the group member
joining process, there are 6 unicast messages and 1 broadcast
message. To compute a new group key, U; has to do 3 ID-
based encryption and 1 pairing computation. U,, needs to do
1 ID-based decryption, 1 pairing computation, and 1 division.
U, +1 has to do 2 ID-based decryption, 2 pairing computation,
1 division, and n multiplication to derive the group key.

Group Member Leaving Process The group member
leaving process requires 6 unicast messages and 1 broadcast
message. When U; leaves the group, U; as the initiator has to
compute 2 signature, and U;_; and U, verify the signature
sent from U; independently. U,_; and U, also has to do 1
pairing computation and 1 division respectively. Every other
users verifies the signature from U; and then derives the new
group key.

The following table gives a comparison between our proto-
col and three other ID-based group key agreement protocols.
It can be seen from the table that our protocol has comparable
efficiency in terms of computation and communication.

V. CONCLUSION

In this paper, we presented a comprehensive review of exist-
ing ID-related group key agreement protocols, and proposed a
new ID-based group key agreement scheme with privacy pro-
tection in wireless networks. The proposed scheme achieves
anonymity, group key secrecy, forward/backward secrecy for
the group session key. It can establish a group key within
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TABLE I
COMMUNICATION AND COMPUTATION COST COMPARISON
Rounds Computation Communication
Our protocol 3 (AD+2PH1V+3M)n 4n
CAGAKE-KE [9] logn 3nP an — 4
ID-AGKA [4] logn (2n —2)P dn —4
ID-EGKA [12] 2 InP 2n

D-Encryption/Decryption, P-Pairing computation, VV-Signature verification,
M-Point Multiplication,

only three rounds. And it supports dynamic membership, and
group members can join/leave the group. More important, all
these tasks can be accomplished anonymously without leaking
information on who is joining/leaving the group.
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